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NOAA Contractor Badging Process

These instructions outline the NOAA Common Access Card (CAC) process. If you have specific questions
please reach out to your Contract Officer Representative (COR) and/or Task Manager (TM).

It is important to note that contractors cannot be onboarded until NOAA Office of Security has issued a
signed CD-591 form.

NLK allows two building access badges for principals on each NLK core contract.
STEP 1 - Form Completion

ALL FORMS MUST BE TYPED

a. Security Coversheet / Request for Investigation Coversheet (ALL Sections of the form MUST be
completed—do not leave anything blank, unless otherwise stated. You may use “not applicable” or
“n/a” as aresponse) DO NOT SIGN OR DATE THIS FORM

Comileted bi Contractor

U.S. Department of Commerce - Office of Security
Security Coversheet / Request for Investigation Coversheet

Date:
Status: O Volunteer/Student
( Federal Employee Associate/Guest
‘D Contractor D Foreign National *(See Note 3)
Bureau / Line Office
Legal Name (First, Middle, Last)
Other Names Used (example: Maiden Name)
Social Security Gender Date of Birth
Number (OmMale ()Female {MM/DD/YYYY)
Place of Birth (City, State, Country)
Country of Citizenship Dual Citizenship [

Subject’s Email Address

(VisaNumber | | Alien Registration Number

Position Title
Geographic Code (If Employee) [ Nature of Action Code (If Employee) |
Duty Station (complete address)

Start Date (EOD) End Date
Contract Company Contract Number
Supervisor / COR Supervisor’s / COR’s Phone # |

HR/COR/Sponsor Email

Previous Federal / DOC Work Dates

SAC

(less than 179 days)

() Prints
(less than 30 days)

(O Nacr O oNacT

(Sl aucd () ANACI MBI () BI___K) SSBI
() Low Risk () Moderate Risk () High Risk
(check one) Noneritical-Sensitive {0 Critical-Sensitive () Special-Sensitive

Mandatory Financial Fields for Processing Background Investigations

SP ATA AID BPOA EPOA A Main Sub W
*fill in all active fields | | | | | | | | | | | | | | | |

Accounting Data _

i.  Link: http://www.wrc.noaa.gov/wrso/forms/0SY%20Action%20Request.pdf
ii.  Status: Contractor
iii. ~ Complete Dual Citizenship, Visa Number, and Alien Registration Number, if applicable
(otherwise, enter N/A)



http://www.wrc.noaa.gov/wrso/forms/OSY%20Action%20Request.pdf
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iv.

Vi.
vil.

viii.
ix.

Xi.

xil.
Xiii.
Xiv.

XV.
XVi.
XVii.
Xviil.
XiX.
XX.
XXi.

NOAA Contractor Badging Process

Position Title: Provide your Contractor or Subcontractor Position/Title (e.g., Consultant,
Director)

Geographic Code: Leave blank

Nature of Action Code: Leave blank

Duty Station: Your Duty Station is the building location and any associated identifier (e.g.,
SSMC3). If you are working remotely, list the building location that you are supporting.
Start Date: Provide your start date on the NOAA account

End Date: Provide overall end date of the NOAA task order to which you are assigned
Contract Company: Your Company’s name

Contract Number: This should be obtained from your on-site Task Manager or Program
Manager

Supervisor and Supervisor’s Phone: Enter your TM/COR/Sponsor Information

Please do not sign in the locations specified for Sponsor/COR signatures, leave blank
Include any previous DOC (Department of Commerce) assignments and Federal/DOC Work
Dates, if applicable

Type of Investigation: Leave blank

Position Sensitivity: Leave blank

Treasury Account Symbol: Leave blank

Organization Code: Leave blank

Project Code: Leave blank

If special access is required (e.g., locked office suite), indicate on the form

TM/COR will use the Position Designation Tool to determine Type of Investigation
https://www.opm.gov/investigations/background-investigations/position-designation-too
1/pdt/home/index

b. OF306, Declaration of Federal Employment, October 2011 version

I
il.
iil.

Link: http://www.osec.doc.gov/osy/NOAA /Forms/0f0306.pdf
Read through all instructions and statements
Complete #1-17a
m Provide full name
m Indicate if “Initial only” or “No Middle Name”
m Remember to sign and date
m If you respond “Yes” to questions 9 - 15 you must provide a detailed explanation -
per the instructions in box 16.

c. Fair Credit Reporting Form - required for Moderate or High Security Clearance positions

COR/TM should ensure the Name of Requesting Agency reads "Department of Commerce
CSSD/ERSO (NOAA)" in order to authorize credit report release

Link:
http://www.wrc.noaa.gov/wrso/forms/FAIR%20CREDIT%20REPORTING%20ACT%200F
%201970.pdf



https://www.opm.gov/investigations/background-investigations/position-designation-tool/pdt/home/index
https://www.opm.gov/investigations/background-investigations/position-designation-tool/pdt/home/index
http://www.osec.doc.gov/osy/NOAA/Forms/of0306.pdf
http://www.wrc.noaa.gov/wrso/forms/FAIR%20CREDIT%20REPORTING%20ACT%20OF%201970.pdf
http://www.wrc.noaa.gov/wrso/forms/FAIR%20CREDIT%20REPORTING%20ACT%20OF%201970.pdf
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d. CD-591 Department of Commerce PIV Request

FORM CD-581 U.S. DEPARTMENT OF COMMERCE

10085
ﬁhymnm

Department of Commerce Personal Identity Verification (PIV) Request

A. PIV Request & Source Document Confirmation (To be completed by Sponsor)
1. (FEpSeementeag® (1Mo [ Yes 1a. Reason for Replacement

2 (ESekprelndinvesigoncompieiedy [ M [ Yes Type/Date Completed {If Yes, skip to Line £ below)
2 (BB ol EstgaNtn peckage CompISiEs) | Yes (Required for new cards orly]
Applicant Information 4 Type: [] Employes [Contractor [ Affiliate/GuestiOther
£ Name (Last, First, Middle),
& Applicant ID Mumber {from Training Certificate) Sponsor Information
T. 'Pasition or Titke 1. ‘Sponsor 1D Number
E. Organization 2 Name
2 Work Phone 100 ‘Email
I agree to sponsor the above Applicant for a PIV card and certify that the information is accurate to the best of my knowledge.
13. Sponsor Signature, 14 @ meiddiyyyy)
B. Identity-Proofing (To be completed by Sponsor, Enroliment Official, or Registrar)
15. 18 Form Attached? [ Yes Identity Proofer Information (If Applicable)
18. Copies of ID Source documents attached? [[] Yes 18. Identity Proofer 1D Number
17. D icant present two forms of dentification, cne of which was a photo ID 18, Mame
by a state or the Federal government? [] Yes

I certify that the above Applicant appeared before me and presented two ID source documents, which appeared fo be genuine.

20. 1D Proofer Signature: 21. Date [mm/ddivyyy)
Signed by Sponsor | Enrcllment Official circle one)

'C. (ESEBBERE) (7o be completed by Registrar, after Sections A & B are completed)

Based on HAC:’NA{:Ummegerpnnt Check Results [Circle onej
2. Date Completed (mmiddfyyy) Registrar Information
25. Register ID Number
28 Name

3. Favorable? [ ves [ Mo {H no. notify Sponsor for adiudication decision)
24, Comments
I hereby [] Approve [ Disapprove issuance of a PIV card to the above-named Applicant.

27. Registrar Signature 28. Date [mm/ddivyyy)
'D. [BSRIBEES (To be completed by Final Issuer after Section C has been completed)

22, Name on Card Issuer Information

0. Agency PV Card Mumber 32 Issuer ID Mumnber

1. Card Expiration Diae (mmiddiyyyy) j 2. Mame,

I acknowledge issuance of a PIV card to the Applicant identified abowve based on verification of the Applicant’s identify and
the above Registrar's issuance approval.

34. lssuer Signature 35. Date (mmddiyvyyy)

E. Applicant Acknowledgement (To be completed by Applicant, after Section D is completed)

I, the Applicant, confirm receipt of the PIV card identiffied abowve, verify that the informafion is accurafe to the best of my
knowledge, and agree to abide by all rules and responsibilities associated with this cand.

36. Applicant Signature 38. Date (mm/ddivyyy)

Upon completion, return this form to the Registrar

i.  Link: https://www.corporateservices.noaa.gov/ocao/osy/docs/CD591.pdf
ii. =~ Complete Section A ONLY
iii. ~ Contractor completes numbers 5-10
m Item 5: Enter name (Last, First, Middle)
m [tem 6: Enter N/A
m Item 7: Provide your contractor or subcontractor position/title
m [tem 8: Enter NOAA organization to which you will be assigned
m Item 9: Enter personal phone number

m [tem 10: Enter personal email address


https://www.corporateservices.noaa.gov/ocao/osy/docs/CD591.pdf
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iv.  COR/TM complete numbers 11-14
m [tem 11: Enter Sponsor ID Number (if needed, refer to
http://www.osec.doc.gov/osy/HSPD-12 /Sponsors.html to obtain one)
m [tem 12: Enter Name
m Item 13: Signature (Electronic signature is acceptable)
m [tem 14: Enter date signed
v.  Leave the following sections blank: B, C, and D (these sections will be completed by the
TM/COR or Security Office)
vi.  Section E, items 36 and 38, will be signed at the CAC card appointment.



http://www.osec.doc.gov/osy/HSPD-12/Sponsors.html
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e. DD-1172-2 Application for Identification Card/DEERS Enrollment

pleted by Centractor

APPLICATION FOR IDENTIFICATION CARD/DEERS ENROLLMENT oo et i m}iﬁ

Please read Agency Disciosure Nodice, Prvacy Act Statement, and Instructions prior fo completing this form. 20230420
SECTION | - SPONSOREMPLOYEE INFORMATION

1. MAME (Lusi, Frst, M) 2 GENDER 3 854 OF DoD 10 NO. 4 BTATUS 5 OROANIZATION
i PAY GRADE T.QEN. CAT & CITZENSHIP 9. DATE OF BIRTH /Y ¥¥ MDD 10. PLACE OF BIRTH
11, CURRENT HOME ADDRESS 12 0ITY 13. STATE 14. DP CODE 15, COUNTRY

= =
12, FRIMARY EMAIL ADDRESS 17. TELEPHONE NUMBER 15 GITY OF DUTY LOCATION 19, STATE OF 20 COUNTRY OF DUTY LOCATION

[ Famvmsion b e fof Ders s Dot bt ond (i Arad CookvTIEN) DUTY LOCATION
-
SECTION Il - SPONSORUEMPLOYEE DECLARATION AND REMARKS

2, REMARNE (e gl documentation & snefcstia | NOTARY SIGNATURE

AND SEAL

| canrify the information provided in connsction with he sgblity requirements of Tibs form 8 e and aocuraie b Me Bt of iy nowledge. (I 5o Sgaed i@ the sdenos of the sutborningAarfdng ofical the
aigraie: mual be nofarized |

2. SPONSDREMPLOYEE SMONATURE 13, DATE SIGHNED ¥y YRAMDDN

4. SPONSORNG OFFICE NANE 5. CONTRACT NUMBER

. SPONSORNG OFFICE ADDRESS 7. SPONSORING OFFICE TELEFHOME 8. OFFICE EMAIL ADDREES 2. WERSEAS ASEMGNMENT (Cousdry]
[Sireud, Cify, Stafe 2V Cods) HWUMBER jinsirds Aisa CodaTESN)

3. OVERSEAS AZSHINENENT . OVERSEAS ASSIGNENENT 2. ELK3sBILITY EFFECTIVE DATE 13, ELFMBILITY EXPSRATION DATE
BEGIN DATE (Y ¥yl END DATE ¥y Y YMRADC) (YYYYMRADT) CYYYYRMDD)

34, BPONSORNG OFFICIAL NANE (Las Sirsr, Mickia} 35 UNITAORGARTATION NANE

3. TITLE | . PAY QRADE 8. SIEHATURE 30. DATE VERIFIED {F¥YYRAMDOD)

| canrify the indwicual identfad abowve, Dased on pesondal inowksdge and aval abie Sooimantation @ ian s eligible for and requines an dentiloation card in the pefomance of heir dulies with he Dol or

[Lirilforvrd S,

41 VERIFYING OFRCIAL NAMNE (Lasl Sl Midola initisd) 41 GATE IDENTIFICATION 42 TELEFHOME NUNBER 43. SHENATURE
[Tkt Arew CoderTESA]

SECTION V - DEPENDENT INFORMATION [Arach S000onal pages I necessany]

44, MANE (Lasl, First. Mical 45 QEMDER 2. DATE OF BSATH (YYYYMMDD) | 47. AELATIONSHP 48. 55K OR Dol ID MO,
40, CURRENT HOME ADDRESS S0 PRINARY EMAIL 7] Peimission 12 use bor Lene®s | 51 TEQ EPHOME NUMBER
A ADDAESS | notiteatons (12 s above) st Aros CooTENG
52 CITY 5% STATE 54 79 COOE 55, COUNTRY 5. ELKMBILITY EFFECTIVE DATE | 57. ELKMBILITY EXPERATION DATE
YFYYRAMDDD (YT YRAMDD)
- -
58, MAME (Laal, First. Mickafal 50 GEMDER &0, DATE OF BSATH /YYyYMMOD) |84, RELATIONSHIP 82, 85K ORt Dol ID MO,
B3, CLURRENT HOME ADDRESS 84 PRIMARY EMAIL ] Panviuion b ue for banefts | 85 TELEPHONE NUMBER
B ADDRESS retifizalion (T8 ol st [inckide Ares CodsTSA)
84, CITY 6T ETATE 84, Z0P CODE 20, COUNTRY 70. ELKMSBILITY EFFECTIVE DATE | T1. ELKMBILITY EXFRATICN DATE
FFFYYRAMDD) (YYYYRAMDD)
- -

SECTION 1 - RECEIPT

Rt of R Card 18 ek g,

T2 SIGHATURE 73, DATE BSUED ¥y MWD
(-

E PREVIOUS EDITION I5 OBSOLETE. This form [s valkd for issue of DoD ID Card for (0 days
DD FORM 1172-2, APRIL 2020 mmwﬂmﬁ

i.  Link: https://www.cac.mil/Portals/53 /Documents/dd1172-2.pdf
ii.  Complete Section I
m [tem 6: Leave blank
m [tem 7: Leave blank
m Item 16: Leave “Permission to use for benefits notifications” unchecked



https://www.cac.mil/Portals/53/Documents/dd1172-2.pdf
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iii.  Sign and date in Section II (no Notary required)
iv.  Leave Sections IIl and IV blank (these sections will be completed by the TM/COR or Security
Office)

f. Provide Two (2) Forms of Government Issued unexpired ID
NOTE: At this time, one of the two (2) forms of ID must be a U.S. Social Security Card.

i.  Acceptable Forms of Primary ID: U.S. Passport, Driver’s License, State-Issued Photo ID,
Military ID, Military Dependent ID

ii.  Acceptable Forms of Secondary ID: U.S. Social Security Card, Birth Certificate (original or
certified copy), Federal /State/Local Government Agency ID, Voter Registration Card

iii. ~ Ifthe address on your license is NOT your current address, please provide this

information when submitting your documentation.

g. Form DD-254 (if required for higher level security clearances)
i.  Link: http://www.dtic.mil/whs/directives/forms/eforms/dd0254.pdf
ii. NOTE: DD-254 forms and requirements documents (PWS, SOW, SO0) for contracts
requiring personnel with higher level security clearances must be approved by the
DOC Office of Security

h. Resume
i. TM/COR will attach Position Designation Tool printout

j. TM/COR will attach a copy of the contract, task order, or Memorandum of Understanding
(MOU)

STEP 2 - Form Submission

The contracting company should forward all documents to the COR/TM via the Department of Commerce
secure email tool Kiteworks by Accellion, encrypted email, hand deliver or fax. Do not send via regular
email due to Personal Identifiable Information (PII). Once all forms have been received they will be
reviewed for accuracy and the company POC will be notified of the next steps. Keep a copy of the forms for
your records.

STEP 3 - Fingerprinting

The TM/COR will schedule fingerprint appointments via the NOAA Security Badging Portal at:
https://booknow.appointment-plus.com/9rgl6zgm

The SSMC Badging Office requires a federal government sponsor to escort a contractor to the badging office
for fingerprints. The TM/COR will coordinate the fingerprint appointment and escort with the contractor.

a. Fingerprint appointments take place at the NOAA Badging Office, SSMC3, Room 1106 in Silver
Spring, MD, 7:00 a.m. - 5:30 p.m. (Closed 12:00 p.m. to 1:00 p.m. daily). The COR/TM should
provide the Badging Office with all of the documents.


http://www.dtic.mil/whs/directives/forms/eforms/dd0254.pdf
https://connection.commerce.gov/collection/commerce-secure-file-collaboration-kiteworks-accellion
https://booknow.appointment-plus.com/9rg16zqm
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For those contractors not located on the SSMC Campus they will need to submit two (2) hard copy
Fingerprint Cards - Form FD 258.
a. The COR/TM will provide the contractor with the fingerprint cards. Fingerprints can often be taken
at the police station or on a military base for a nominal fee.

b. NOTE: NOAA does not reimburse the contractor or contracting company for the fingerprint fee.
Sample FBI Fingerprint Card
{The information may be typed or legibly printed)

This is an example of a properly completed FBI card. There should not be any marks in the
categories above that are identified 83 "Leave Blank.” Every other categery MUST ba
completely filled out with the appropriate information.

e A - T P A . i .

APPLICANT Ecare Bland Teacher, Theresa ©. o
R H [
1S
Formariy: =t
[T PR — | Theresa Snadth MY ST D Dapt- TP i
v &5
oSt e L A | e
e S T T N TR TR M Ty ! ﬁu‘{__ f— L W L3 o] Cr | Bre ﬂ”l‘
«-’--an:-q--' | Leaps Flan i .
Bttt
{f applioable} Leaew Bilank Leaxre Efank
Smart Falle Conival Sebosd Ba  romrre—awe—] &%
e B R Lo mant
& e d B
Eoarw Hiank e o
hl:;llﬂmk
| SR | WO | sl
i -
T
rabal

Do not make any stray marks or use a highlighter on the card.

Failure to complate the card properly will result in rejection of the card and a significant delay
in processing.

c. The contractor should return the Fingerprint cards to the COR/TM. The COR/TM will forward the
cards and the Security documents to the Silver Spring Badging Office for processing.

d. The Security Office will notify the COR/TM/Sponsor once the contractors fingerprints have been
cleared. Once the prints have been cleared the COR/TM/Sponsor can proceed to the next steps.

e. NOTE: Allow at least 7 days for the fingerprint process - from scheduling to clearance.

STEP 4 - Electronic Questionnaire for Investigation Processing (e-QIP)

Once fingerprints have cleared, the contractor will receive an e-QIP Questionnaire (e-QIP Request) to
their personal email address. This step is initiated by the Federal Task Manager/COR/POC (if granted e-QIP
system authority) or the NOAA Office of Security.
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a. ALL sections of the e-QIP must be completed.

b. Once completed the contractor should notify the person who initiated the e-QIP.
c. The e-QIP is then reviewed for accuracy.

d. The e-QIP is released to OPM for further clearance.

e. Once released to OPM the NOAA Security Office provides the COR/TM/Sponsor with a signed
CD-591 form that is required for CAC issuance.

f. The COR/TM/Sponsor provides the Trusted Agent with the completed Security Package and the
signed CD-591.

g. Once the COR/TM/Sponsor receives the signed CD-591 from from Security, you may report
to work.

h. NOTE: In the event that you have previously completed a background check, please provide the
following information to your COR/TM/Sponsor:
i.  Name of last Federal Agency where you worked
ii.  Lastdate (mm/dd/yy) of Federal employment or last day of Federal contract

STEP 5 - New Employee Technology Form
The COR/TM/Sponsor responsible for completing and submitting the New Employee Technology Form

a. Link: http://nrc.iso.noaa.gov/documents/New Employee Technology Form.pdf

b. Work with Task Lead to identify any Government Furnished Equipment (GFE) needs

c. COR/TM/Sponsor completes and submits form to NOAA Service Desk (NSDesk@noaa.gov)

STEP 6 - NOAA Email Address
Set Up NOAA Email Address (required for a CAC to be issued)
a. All of Step 5 must be completed
b. The COR/TM/Sponsor works with NSDesk to coordinate email login with contractor.
c. Respond to NOAA Service Desk when requested to call office to obtain email information
d. Receive email ID and password

e. Enter email ID and password at gmail.com

STEP 7 - Trusted Agent Security System (TASS) Account Creation

The Trusted Agent will enter the contractor’s information into the TASS system.


http://nrc.iso.noaa.gov/documents/New_Employee_Technology_Form.pdf
mailto:NSDesk@noaa.gov
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a. All of Step 6 must be completed

STEP 8 - CAC Card Appointment

CAC Appointment Scheduler

a. Schedule CAC appointment
i.  Contractor in the Silver Spring commuting area:
https://booknow.appointment-plus.com/9rgl6zgm

ii.  Contractors outside of Silver Spring commuting area:
Rapids Link: https://rapids-appointments.dmdc.osd.mil/

iii. Complete NOAA IT Security Awareness Training (take down completion number)
iv.  Must complete within two (2) days of establishing NOAA email account

b. Send IT Security Awareness completion number to Contractor Task Lead

STEP 9 - CAC Card Login Information

CAC Card Login Information
a. All of Step 8 must be completed

b. Create Kiteworks account using NOAA email
i. Kiteworks Link:
https://connection.commerce.gov/collection/commerce-secure-file-collaboration-kitework

s-accellion
c. Receive CAC application via Accellion account

d. Complete CAC application within seven (7) days; if application is NOT completed within seven
(7) days, it will expire

STEP 10 - CAC Appointment

CAC Appointment

a. Attend appointment to receive CAC


https://booknow.appointment-plus.com/9rg16zqm
https://rapids-appointments.dmdc.osd.mil/
https://connection.commerce.gov/collection/commerce-secure-file-collaboration-kiteworks-accellion
https://connection.commerce.gov/collection/commerce-secure-file-collaboration-kiteworks-accellion

