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Date 01/07/2011
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FOR CERTIFYING OFFICIAL: Simon Szykman
FOR CLEARANCE OFFICER: Diana Hynek
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ACTION REQUESTED: Extension without change of a currently approved collection

TYPE OF REVIEW REQUESTED: Regular

ICR REFERENCE NUMBER: 201009-0648-008

AGENCY ICR TRACKING NUMBER:
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EXPIRATION DATE: 01/31/2014 DISCONTINUE DATE:
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Change due to New Statute 0 0 0
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Change Due to Potential Violation of the PRA 0 0 0
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PAPERWORK REDUCTION ACT SUBMISSION

Please read the instructions before completing this form. For additional forms or assistance in completing this form, contact y
Paperwork Clearance Officer. Send two copies of this form, the collection instrument to be reviewed, the supporting statement, and any

our agency's

b.[ ] Revision of a currently approved collection
c. [M] Extension of a currently approved collection

d. [ ] Reinstatement, without change, of a previously approved
collection for which approval has expired

e. [ ] Reinstatement, with change, of a previously approved
collection for which approval has expired

f. [ ] Existing collection in use without an OMB control number

For b-f, note ltem A2 of Supporting Statement instructions

additional documentation to: Office of Information and Regulatory Affairs, Office of Management and Budget, Docket Library, Ro om 10102,
725 17th Street NW, Washington, DC 20503.
1. Agency/Subagency originating request 2. OMB control number b.[ ] None
DOC/NOAA/NMFS a. 0648 . 0151
3. Type of information collection (check one) 4. Type of review requested (check one)
a. [[1] Regular submission
a.[ ] New Collection b. Emergency - Approval requested by / /
c. Delegated

5. Small entities
Will this information collection have a significant economic impact on
a substantial number of small entities? [ ]Yes [M] No

6. Requested expiration date
a. [o] Three years from approval date b. [o] Other Specify:__/

7. Title

ApplicationsandReportingRequirement$or the IncidentalTakeof Marine Mammalsby SpecifiedActivities (otherthan
CommerciaFishingOperationsJinderthe Marine MammalProtectionAct.

8. Agency form number(s) (if applicable)

9. Keywords "Marine Mammals"

10. Abstract

The Marine MammalProtectionAct of 1972(MMPA; 16 U.S.C.1371et.seq.)prohibitsthe“take” of marinemammalaunlessotherwise
authorizedor exemptedy law. The NationalMarine FisheriesService(NMFS) usestheinformationcollectionto: evaluatehe
proposedctivity’s impacton marinemammalsarrive at the appropriatedeterminationsequiredby the MMPA andotherapplicable
laws prior to issuingthe authorizationandmonitorimpactsof activitiesfor which takeauthorizationdhavebeenissued. Respondents
includeoil andgascompaniestesearchnstitutions,non-profitorganizationsandstate/locabovernments.

11. Affected public (Mark primary with "P" and all others that apply with "x")
a.___Individuals or households d.___ Farms

b. _P_ Business or other for-profite. ___ Federal Government

c. _X_ Not-for-profit institutions  f. _X_State, Local or Tribal Government

12. Obligation to respond (check one)
a.[ ]Voluntary
b. [ ] Required to obtain or retain benefits
c. [ o ] Mandatory

13. Annual recordkeeping and reporting burden

a. Number of respondents 71
b. Total annual responses 87
1. Percentage of these responses
collected electronically 100 %
c. Total annual hours requested 26,41C

d. Current OMB inventory 20,456
e. Difference 5,954
f. Explanation of difference
1. Program change
2. Adjustment 5,954

14. Annual reporting and recordkeeping cost burden (in thousands of
dollars)

a. Total annualized capital/startup costs 358
b. Total annual costs (O&M) 4
c. Total annualized cost requested 362
d. Current OMB inventory 1
e. Difference 361

f. Explanation of difference
1. Program change
2. Adjustment 361

15. Purpose of information collection (Mark primary with "P" and all
others that apply with "X")

a. Application for benefits e. X Program planning or management
b. * Program evaluation f.__ Research

c. __ General purpose statistics g._P Regulatory or compliance

d. __ Audit

16. Frequency of recordkeeping or reporting (check all that apply)
a. [ ] Recordkeeping b. [ ] Third party disclosure
c. [] Reporting
1.[0] On occasion 2.[ ] Weekly 3.[ 1Monthly
4. [ ]1Quarterly 5. ]Semi-annually 6. [M] Annually
7.1 1Biennially 8. [0] Other (describe) Interim (90 days)

17. Statistical methods
Does this information collection employ statistical methods
[ 1 Yes [O] No

18. Agency Contact (person who can best answer questions regarding
the content of this submission)

Name: JeannineCody
Phone: 301-713-2289

OMB 83-I

10/95



19. Certification for Paperwork Reduction Act Submissions

On behalf of this Federal Agency, | certify that the collection of information encompassed by this request complies with
5 CFR 1320.9

NOTE: The text of 5 CFR 1320.9, and the related provisions of 5 CFR 1320.8(b)(3), appear at the end of the
instructions. The certification is to be made with reference to those regulatory provisions as set forth in
the instructions.

The following is a summary of the topics, regarding the proposed collection of information, that the certification covers:

(a) It is necessary for the proper performance of agency functions;
(b) It avoids unnecessary duplication;
(c) It reduces burden on small entities;
(d) It used plain, coherent, and unambiguous terminology that is understandable to respondents;
(e) Its implementation will be consistent and compatible with current reporting and recordkeeping practices;
(f) It indicates the retention period for recordkeeping requirements;
(9) It informs respondents of the information called for under 5 CFR 1320.8(b)(3):
(i) Why the information is being collected;
(ii) Use of information;
(iii) Burden estimate;
(iv) Nature of response (voluntary, required for a benefit, mandatory);
(v) Nature and extent of confidentiality; and
(vi) Need to display currently valid OMB control number;

(h) It was developed by an office that has planned and allocated resources for the efficient and effective manage-
ment and use of the information to be collected (see note in Item 19 of instructions);

(i) It uses effective and efficient statistical survey methodology; and
(i) It makes appropriate use of information technology.

If you are unable to certify compliance with any of the provisions, identify the item below and explain the reason in
Iltem 18 of the Supporting Statement.

Signature of Senior Official or designee Date

OMB 83-|
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Agency Certification (signature of Assistant Administrator, Deputy Assistant Administrator, Line Office Chief Information Officer,
head of MB staff for L.O.s, or of the Director of a Program or StaffOffice)

Signature Date
signedby Jamed. Lecky 09/24/2010
| _Signature of NOAA Clearance Officer
Signature Date
signedby SarahBrabson 09/29/2010
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SUPPORTING STATEMENT
APPLICATIONS AND REPORTING REQUIREMENTSFOR THE
INCIDENTAL TAKE OF MARINE MAMMALSBY SPECIFIED ACTIVITIES
(OTHER THAN COMMERCIAL FISHING OPERATIONYS)
UNDER THE MARINE MAMMAL PROTECTION ACT
OMB CONTROL NO. 0648-0151

A. JUSTIFICATION

1. Explain the circumstances that make the collection of infor mation necessary.

This request is for renewal of an existing information collection.

The Marine Mammal Protection Act of 1972 (MMPA; 16 U.S.C. 1371 et. seq.) prohibits the
“take” of marine mammals unless otherwise authorized or exempted by law. Among the
provisions that allow for lawful take of marine mammals, sections 101(a)(5)(A) and (D) of the
MMPA direct the Secretary of Commerce to allow, upon request, the incidental, but not
intentional, taking of small numbers of marine mammals by United States (U.S.) citizens who
engage in a specified activity (other than commercial fishing), within a specified geographical
region, 1) if certain findings are made and either regulations are issued or 2) if the taking is
limited to harassment, a notice of a proposed authorization is provided to the public for review.
Authorization for incidental takings shall be granted if the Secretary, acting by delegation
through the National Oceanic and Atmospheric Administration’s (NOAA) National Marine
Fisheries Service (NMFS), finds that the taking will have a negligible impact on the species or
stock(s) and will not have an unmitigable adverse impact on the availability of the species or
stock(s) for subsistence uses (where relevant), and if the permissible methods of taking and
requirements pertaining to the mitigation, monitoring and reporting of such takings are set forth.

Issuance of an incidental take authorization (ITA) under section 101(a)(5)(A) or (D) of the
MMPA requires three sets of information collection:

(1) a complete application for an ITA, as set forth in NMFS’ implementing regulations at 50
CER 216.104, which provides the information necessary for NMFS to make the
necessary statutory determinations;

(2) information relating to required monitoring; and
(3) information related to required reporting.

These collections of information enable NMFS to:
(1) evaluate the proposed activity’s impact on marine mammals;

(2) arrive at the appropriate determinations required by the MMPA and other applicable laws
prior to issuing the authorization; and

(3) monitor impacts of activities for which ITAs have been issued, to determine if predictions
regarding impacts on marine mammals were valid.


http://www.nmfs.noaa.gov/pr/laws/mmpa/text.htm�
http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?c=ecfr&sid=94a7d8eb05ffb64888fe7e31d4900f7b&rgn=div8&view=text&node=50:7.0.1.3.1.9.1.4&idno=50�
http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?c=ecfr&sid=94a7d8eb05ffb64888fe7e31d4900f7b&rgn=div8&view=text&node=50:7.0.1.3.1.9.1.4&idno=50�

L etters of Authorization (L OA) — MM PA 8 101(a)(5)(A)

In 1981, Congress amended the MMPA to provide for ITAs for activities other than commercial
fishing, provided NMFS found the takings would be of small numbers and have no more than a
"negligible impact™ on those marine mammal species not listed as depleted under the MMPA,
and not having an "unmitigable adverse impact™ on subsistence harvests of these species by
Alaskan Natives. NMFS may prescribe regulations authorizing take for periods of up to five
consecutive years. Implementing regulations require that any such regulations set forth:

e Permissible methods and the specified geographical region of taking;

e The means of effecting the least practicable adverse impact on the species or stock and its
habitat and on the availability of the species or stock for "subsistence” uses; and,

e Requirements for monitoring and reporting, including requirements for the independent
peer-review of proposed monitoring plans where the proposed activity may affect the
availability of a species or stock for taking for subsistence uses.

50 C.F.R. 216.105. Once NMFS issues the regulations to authorize the taking, those conducting
the activity must obtain an LOA and must abide by the prescribed reporting requirements.

I ncidental Har assment Authorization (IHA) — MM PA 8 101(a)(5)(D)

In 1994, Congress amended MMPA section 101(a)(5) to establish an expedited process by which
U.S. citizens can apply for an authorization to take incidentally, but not intentionally, small
numbers of marine mammals by harassment. This amendment eliminates the need for applying
for regulations but retains the requirements for applications for the IHA, including monitoring
and reporting interactions with marine mammals. An IHA does not reduce the public paperwork
burdens significantly, but, rather, it expedites NMFS’ review and subsequent approval or denial
of the application. The Amendments also established specific time limits for public notice and
comment on requests for an IHA.

The Endangered Species Act (ESA; 16 U.S.C. 1531 et seq.)

In 1986, Congress amended both the MMPA, under the incidental take program, and the ESA, to
authorize takings of depleted (and endangered or threatened) marine mammals, again, provided
the taking (lethal, injurious, or harassment) was small in number and had a negligible impact on
marine mammals. The Amendments provided for an authorization to incidentally take ESA-
listed marine mammals, provided the taking (including mortality) was authorized under section
101(a)(5) of the MMPA. Any takings of marine mammals listed as threatened or endangered
under the ESA must be authorized under both the ESA and MMPA.

An incidental taking of a listed species by a private citizen or State action must be permitted
under section 10(a)(1)(B) of the ESA. The Section 10 permit must be accompanied by a
Conservation Plan, often referred to as a Habitat Conservation Plan (HCP) which describes the
action, evaluates the effect of the take, and establishes the level of take.


http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?c=ecfr&sid=14e70c29c1ed509ff4ef0ceda00b3dff&rgn=div8&view=text&node=50:7.0.1.3.1.9.1.5&idno=50�
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The National Environmental Policy Act (NEPA: 42 U.S.C. 4321 et seq.)

Issuance of an ITA is subject to preparation of an environmental review under NEPA which may
take the form of a Categorical Exclusion, an Environmental Assessment (EA) or an
Environmental Impact Statement (EIS). If an ITA application does not contain sufficient
information on the environmental impact of the proposed activity to determine whether an EA or
EIS is necessary, or if the information is insufficient to complete such analyses, application
processing may be delayed.

2. Explain how, by whom, how frequently, and for what purpose the infor mation will be
used. If theinformation collected will be disseminated to the public or used to support
information that will be disseminated to the public, then explain how the collection
complieswith all applicable | nformation Quality Guidelines.

Requests for an ITA (IHA or LOA and/or regulations*) are initiated by the applicant on an as-
needed basis, and the collection of information is the responsibility of the individual,
organization, state, local, or tribal government, or business petitioning NMFS for an
authorization to allow the incidental, but not intentional, taking of small numbers of marine
mammals.

The Director, Office of Protected Resources will use the information collection as:
(1) a basis for a decision on issuance or denial of an ITA and/or regulations under the
MMPA (application); and
(2) a basis for monitoring and evaluating the impacts of the authorized activity’s impact on
marine mammals (monitoring and reporting);

The MMPA also requires that the U.S. Marine Mammal Commission review all ITA
applications and provide recommendations to the NMFS.

I nfor mation Collection — Application and Supporting Documentation

The regulations for an ITA (IHA or LOA) require applicants to include responses to fourteen
questions listed in 50 CFR 216.104(a)(1-14). All applications for marine mammal ITAs must
include this information in sufficient detail necessary for NMFS to conduct appropriate analyses
and make necessary findings under the MMPA and other applicable laws. In addition to the
information collection required under 50 CFR 216.104, applicants often voluntarily provide
environmental analyses, raw data, or geospatial data files to further support their request for an
ITA.

* MMPA gives the option to request regulations and a letter of authorization or to request a more expedited process
for just one incidental harassment authorization.


http://ceq.hss.doe.gov/nepa/regs/nepa/nepaeqia.htm�

NMFES uses the information to:
(1) Review the application and ensure that it is adequate and complete.
(2) Determine the status of the proposed action under the ESA and NEPA.
(3) Determine the size, scope and duration of the proposed activity (Questions 1 and 2).
(4) Determine the environmental setting of the activity (Questions 3 and 4).
(5) Complete an analysis of the effects of the action on marine mammals, their habitat, and
subsistence uses (including methods of take) (Questions 5 -10).
(6) Verify an estimate of the numbers of animals likely to be taken (Questions 5-10).
(7) Ensure that the applicant included adequate mitigation measures (Question 11).
(8) Ensure the applicant included adequate monitoring and reporting measures (Question 13).

Question 14 requests information on what plans the applicant may have to conduct research on
the impacts on marine mammals from the activity. This information is requested to effectuate
legislative intent behind the 1981 Amendments to the MMPA (H. Rept. 97-228, p. 20) that
persons operating under the incidental take authority engage in appropriate research designed
to reduce incidental take. For activities conducted in the Arctic, the MMPA and/or
implementing regulations require that the monitoring plan be independently reviewed.

NMFS reviews the application and analyzes the information collection to make statutory findings
under the MMPA that the taking: will be small; will have a negligible impact on the species or
stock(s) (Questions 1-11); and will not have an unmitigable adverse impact on the availability of
the species or stock(s) for subsistence uses (where relevant) (Questions 8, 11, and 12). The
authorization (if issued) must set forth the permissible methods of taking, other means of
effecting the least practicable adverse impact on the species or stock and its habitat, and
monitoring and reporting of such takings.

NMFS’ review of a complete application is followed by one 30-day public comment period in
the Federal Register for an IHA (Section 101(a)(5)(D)) or by two public comment periods (one
30-day and a second comment period lasting a minimum of 45-days) for an LOA (Section
101(a)(5)(A)).

I nformation Collection —Monitoring and Reporting

NMFS uses monitoring requirements and interim, annual, and comprehensive reports to
determine:

(1) if the activity took place as described in the request for an ITA;

(2) if the applicant complied with the terms and conditions of the ITA;

(3) if the applicant conducted the monitoring plan as authorized:;

(4) if the taking of marine mammals was more than that authorized; and

(5) if the impacts of the activity are consistent with what was anticipated by and authorized

in the ITA.

The reports must include a description of the activity including the time, location, and place; a
summary of the monitoring program; and an assessment of the effects of the activity on marine
mammals including the estimated level of incidental take by species.

Additional reporting requirements (submission of raw data and/or geospatial data files) may be
required on a case-by-case basis for activity-specific regulations and authorizations.



Compliance with the Information Quality Act Guidelines

NMFS disseminates the information collection to the public to provide a detailed description of
the proposed action and to explain how NMFS arrived at a determination (either preliminary or
final) that an ITA is appropriate under the MMPA.

The information collected is available to the public under the Freedom of Information Act and
on-line at: http://www.nmfs.noaa.gov/pr/permits/incidental.ntm#applications. NMFS provides the
information in a standard data format (Adobe PDF files) and provides unit style conventions
within the Federal Register notice to facilitate the public’s understanding.

Before disseminating information in any format, data are reviewed internally (pursuant to
Section 515 of Public Law 106-554) to ensure that they are scientifically sound and meet
standards for data quality. The review process for ITAs includes review of the application by the
principal drafter of the ITA to ensure that the applicant has met the requirements under section
101(a)(5) of the MMPA. The principal drafter’s supervisor and NOAA’s Office of General
Counsel review the proposed and final Federal Register notices for the ITA, as well as the actual
ITA. If applicable, a NMFS biologist also conducts an independent review of the action’s effects
on ESA-listed species under Section 7 of the ESA.

All electronic information disseminated by NOAA adheres to the standards set out in Appendix
111, Security of Automated Information Resources, Office of Management and Budget Circular
A-130; the Computer Security Act; and the Government Information Security Reform Act.

NMFS will retain control over the information and safeguard it from improper access,
modification, and destruction, consistent with NOAA standards for confidentiality, privacy, and
electronic information. See response to Question10 of this Supporting Statement for more
information on confidentiality and privacy.

3. Describe whether, and to what extent, the collection of infor mation involves the use of
automated, electronic, mechanical, or other technological techniques or other for ms of
information technology.

Applicants may transmit an electronic application or report (e.g. a Microsoft Word (.doc) or
Adobe Acrobat (.pdf) file) via email or deliver paper forms via hand delivery, the U.S. Postal
Service, or by an overnight delivery service. During the processing of the ITA application,
NMFS corresponds with the applicant either by e-mail or by telephone.

All ITA applications and reports are available on the internet as Adobe Acrobat (.pdf) files at
http://www.nmfs.noaa.gov/pr/permits/incidental.htm#applications The interested public may also obtain a
copy of an application by writing to the Office of Protected Resources or by telephoning the
contact listed in the Federal Register notice.

The application instructions are available for downloading on the NMFS Office of Protected
Resources website at http://www.nmfs.noaa.gov/pr/permits/incidental.ntm. Upon request, NMFS can
forward these instructions to the interested party via e-mail in either Adobe Acrobat (.pdf) or
Microsoft Word .doc format.
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4. Describe effortsto identify duplication.

NMFS and the U.S. Fish and Wildlife Service (USFWS), Department of the Interior (DOI), are
responsible for different species under the MMPA. NMFS manages and conserves whales,
dolphins, porpoise, seals and sea lions and the USFWS is responsible for the manatee, dugong,
sea otter, walrus and polar bear populations. The applicant may submit a single application to
both agencies when a marine mammal species under each agency’s jurisdiction may be taken
incidental to the same activity.

The Bureau of Ocean Energy Management, Regulation and Enforcement (BOEMRE, formerly
known as the Minerals Management Service (MMS)) of the DOI has an overlapping collection
requirement with NMFS and the USFWS for reporting impacts on the marine environment from
offshore oil and gas activities. This is a large information collection which mostly does not
involve NMFS (or the USFWS). There is a small overlap of collecting responsibilities when oil
companies apply for an ITA. When there is an overlap, NMFS, the USFWS, and BOEMRE work
cooperatively to implement a unified mitigation, monitoring and reporting system thereby
eliminating duplicative information collection on the part of the applicant.

5. If the collection of infor mation involves small businesses or other small entities, describe
the methods used to minimize burden.

There should not be a significant burden to small businesses or other small entities. NMFS does
not anticipate significant impacts to small businesses, unless they are involved in an activity that
will otherwise have an unauthorized taking of a marine mammal (i.e., they have not applied for
an ITA and are subject to prosecution).

NMFS anticipates that the affected applicants would include university researchers; oil and gas
exploration companies, other energy companies, and their contractors. While contractors may be
considered small businesses, in many cases they are contracted to supply the information
required under this collection, and thereby obtain a benefit. Otherwise, they are unaffected.

In cases where a small businesses might be affected (such as oil rig removal contractors in the
Gulf of Mexico), NMFS would contact a larger entity (e.g., the American Petroleum Institute or
the MMS) associated with the activity to gather the necessary information. Thus, the small
business would provide NMFS with minimal information (such as company name and
appropriate contact) in order to obtain an ITA under the larger entity conducting the activity.

6. Describe the consequencesto the Federal program or policy activitiesif the collection is
not conducted or is conducted less frequently.

Without the information collection, required by statute and regulations, NMFS would be
(1) unaware of the applicant's need for an exemption to the MMPA's moratorium on taking
marine mammals;
(2) unable to evaluate the proposed activity’s impact on marine mammals;
(3) unable to arrive at the appropriate determinations required by the MMPA and other



applicable laws prior to issuing the authorization;
(4) unable to meet the “shall allow” or “shall issue” requirements of the MMPA due to the
agency’s inability to make the appropriate determinations without adequate information;
(5) unable to monitor impacts of activities for which take authorizations have been issued to
determine if predictions regarding impacts on marine mammals were valid.

The interim (i.e., 90-day), annual, and/or comprehensive report must summarize activities
conducted during the reporting period. If this information is not submitted, NMFS will not be
able to adequately monitor compliance with the terms and conditions of the ITA. Additionally,
the information gained from the annual reports is used in making management decisions to aid in
assessing impacts of the incidental take on the subject species, and in assisting with analyses
required under section 7 of the ESA and the NEPA.

7. Explain any special circumstances that reguire the collection to be conducted in a
manner inconsistent with OM B quidelines.

Not Applicable.

8. Provideinformation on the PRA Federal Register Notice that solicited public comments
on the information collection prior to thissubmission. Summarize the public comments
received in response to that notice and describe the actions taken by the agency in response
to those comments. Describe the effortsto consult with persons outside the agency to obtain
their views on the availability of data, frequency of collection, the clarity of instructions
and recordkeeping, disclosure, or reporting format (if any), and on the data elementsto be
recorded, disclosed, or reported.

A Federal Register notice (75 FR 27295), published on May 14, 2010, solicited public comment.
NMFS received one comment from the Marine Mammal Commission in support of the
information collection. No other comments were received.

NMEFS solicits input from industry, the scientific community, and other interested parties, on
views on the availability of data, frequency of collection, clarity of instructions and record
keeping, the amount of burden imposed, and ways to minimize burden. Such information
exchanges occur via phone/email from applicants and during professional society meetings such
as the Biennial Conference on Marine Mammals and other national and international protected
species meetings and workshops.

9. Explain any decisions to provide payments or giftsto respondents, other than
remuner ation of contractorsor grantees.

NMFS provided no payments or gifts to respondents.

10. Describe any assur ance of confidentiality provided to respondents and the basisfor
assurance in statute, regulation, or agency policy.

The information collection is a matter of public record, and the statute and regulations do not
require the submission of confidential material.



NMFS is required to publish a notice of receipt of an ITA application in the Federal Register
requesting comments on the proposed action. The interested public can review the application
and supporting documentation at http://www.nmfs.noaa.gov/pr/permits/incidental.htm#applications and
submit comments electronically. For each Federal Register notice, NMFS includes a disclaimer
that a commenter should not submit Personal Identifying Information (for example, name,
address, etc.), confidential business information, or otherwise sensitive or protected information
with his/her public comment, as NMFS posts the comments online without change.

The authorization documentation, including reports, is subject to the Freedom of Information Act
(FOIA). However, any personal information that is subject to the Privacy Act is redacted if
contained within documents released under FOIA.

11. Provide additional justification for any guestions of a sensitive nature, such as sexual
behavior and attitudes, rdigious beliefs, and other mattersthat are commonly consider ed

private.

The statute and regulations do not require the submission of sensitive material.

12. Provide an estimate in hours of the burden of the collection of information.

NMFS estimates the total annual burden hours at 26,410 hours, as shown in Table 1 and Table 2.
NMFS based these estimates on discussions with nine current ITA holders (oil and gas
companies, a research institution, a non-profit organization, and state/local governments).

The complexity of the information required in applications or reports varies greatly due to the
following: (a) level of controversy over the activity; (b) level and type of incidental take of
marine mammals; and (c) level of unresolved questions involving the activity's long-term impact
on marine mammals, habitat and/or subsistence needs for marine mammals. Response times will
vary for the public based upon the complexity of the requested action.

Table 1. Estimated total annual burden hours.

2010
Summary Estimate
Estimated Number of Respondents 71
Estimated Annualized Burden Hours 26,410
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Table 2 —Detailed Estimate

Number of Estimated
Number of Responses Estimated Total
Non-Federal | Annualized over | Length of Annual
Estimated | nformation Responses | a3-Year Period | Time per Burden
Collection Activity (2007 - 2010) | (Non-Federal) Response (hrg)
IHA Application 45 15 399 5,985
IHA Interim Draft Report 2 1 310 310
IHA Draft Annual Report 45 15 422 6,330
IHA Final Annual Report 45 15 163 2,445
LOA - Initial Application
Preparation for Regulations 2 1 1,100 1,100
LOA - Annual LOA
Application 24 8 70 560
LOA - Draft Annual Report 24 8 220 1,760
LOA - Final Annual Report 24 8 65 520
LOA - LOA Draft
Comprehensive Report 24 8 625 5,000
LOA - LOA Final
Comprehensive Report 24 8 300 2,400
Total 87 26,410

13. Provide an estimate of the total annual cost burden to the respondents or recor d-
keepersresulting from the collection (excluding the value of the burden hoursin Question

12 above).

NMFS estimates the total annual recordkeeping/reporting cost burden to the respondents at
$3,575, as shown in Table 3. The reporting and recordkeeping estimates include costs for
equipment/software, copying and printing, faxing/telephony, postage and shipping, and reporting
costs.

NMFS based these estimates on discussions with nine current ITA holders (oil and gas
companies, a research institution, a non-profit organization, and state/local governments).

NMPFS also estimates the total annual cost burden in capital and start-up costs at $358,000.
However, this figure may include only applicants from the oil and gas industry whereby they
may need to fabricate specific equipment or design custom software* for monitoring before they
submit an application to NMFS.

Total costs per year are estimated to be $361,575.

*Specialized acoustic software is needed to obtain at information needed to complete the application. The costs
were not included in the 2007 submission, because the makeup of the ITA applicant has shifted to the oil and gas
industry and they were not surveyed in 2007.



Table 3. Estimated total annual cost burden.
Recor dkeeping / Reporting Costs

Equipment/ | Copying | Faxing Postage | Reporting | Capital
Software | Printing | Telephony | Shipping Costs Costs
Refresh ) (%) (%) ¥ %
©)
Estimated annual
coststo public
($361,575) 2,250 550 175 100 500 | 358,000

14. Provide estimates of annualized cost to the Federal gover nment.

The estimated annual cost to the Federal government is estimated at $322,000 for 4 Full Time
Equivalents (FTE) calculated at $35 per hour in Table 4.

Table4. Estimated annualized cost to the Federal gover nment.

Number of
Responses
Annualized Estimated
over a3-Year | Processing | Cost tothe
Period Time Federal
Type of Action (Non-Federal) (hrs) Govt
IHA Application 15 300 $ 157,500
IHA Interim Draft Report 1 80 $ 2,800
IHA Draft Annual Report 15 80 $ 42,000
IHA Final Annual Report 15 50 $ 26,250
LOA - Initial Application
Preparation for Regulations 2 350 $ 12,250
LOA - Annual LOA Application 8 50 $ 14,000
LOA - Draft Annual Report 8 80 $ 22,400
LOA - Final Annual Report 8 40 $ 11,200
LOA - LOA Draft
Comprehensive Report 8 80 $ 22,400
LOA - LOA Final
Comprehensive Report 8 40 $ 11,200
Total $ 322,000

15. Explain thereasonsfor any program changes or adjustments.

Adjustmentsin Burden

NMFS has adjusted the total annual burden hours from the previous estimate of 20,456 to
26,410. The increase in burden hours is not due to a change in the requirements for an
ITA, but instead reflects more realistic estimates of the current workload:

(1) implementation of a more accurate accounting method of burden hours by

surveying nine current ITA holders that represent the current demographic of
applicants.
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(2) an increase in the number of applicants from the oil and gas industry and the
increased complexity of conducting environmental analyses due to the: (a) level
of controversy over the activity; (b) level and type of incidental take of marine
mammals; and (c) level of unresolved questions involving the activity's long-term
impact on marine mammals, habitat and/or subsistence needs for marine
mammals.

(3) an increase in the applicants” workload to meet the requirements for
environmental analyses under NEPA and the ESA; the requirements per se have
not changed, but there is an increasing understanding of the quality of
documentation needed to fulfill the requirements under the laws.

Although there is a net decrease of only one respondent, there are actually 53 fewer
responses estimated, as we now have a better process in place to account for responses.

Adjustmentsin Cost

NMFS has adjusted the total annual cost to the respondents from the previous estimate of
$1,359 to $3,575. NMFS now has more applicants from the oil and gas industry seeking
ITAs, as part of a net decrease of one respondent. While the average annualized
expenses per response are approximately $4,000, these respondents’ expenditures are
higher than a smaller organization’s costs, and may be as high as $100,000.

NMFS also estimates the total annual cost burden in capital and start-up costs at
$358,000 from the previous estimate of $0. This revised estimate is based upon polling
representatives from the oil and gas industry and reflects the costs associated with
meeting the requirements for monitoring and environmental analyses.

16. For collections whose results will be published, outlinethe plansfor tabulation and
publication.

There are no immediate plans for the government to publish the data. However, at times the
information contained in annual reports have been extracted, reanalyzed, and published in peer-
reviewed journals.

17. |f seeking approval to not display the expiration date for OMB approval of the
information collection, explain the reasons why display would be inappropriate.

Not Applicable.

18. Explain each exception to the certification statement.

Not Applicable.
B. COLLECTIONSOF INFORMATION EMPLOYING STATISTICAL METHODS

The information collection described in this request does not employ statistical methods.

11



Application Questions
for an Incidental Take Authorization (ITA)

Applications for either Letter of Authorizations (LOA) or Incidental
Harassment Authorizations (IHA)must include the following information
(required by regulation).

These application questions may be found on NMFS homepage at:
http://www.nmfs.noaa.gov/pr/permits/incidental.htm

1. A detailed description of the specific activity or class of activities that
can be expected to result in incidental taking of marine mammals;

2. The date(s) and duration of such activity and the specific
geographical region where it will occur;

3. The species and numbers of marine mammals likely to be found
within the activity area;

4. A description of the status, distribution, and seasonal distribution
(when applicable) of the affected species or stocks of marine
mammals likely to be affected by such activities;

5. The type of incidental taking authorization that is being requested
(i.e., takes by harassment only; takes by harassment, injury and/or
death) and the method of incidental taking;

6. By age, sex, and reproductive condition (if possible), the number of
marine mammals (by species) that may be taken by each type of
taking identified in paragraph (a)(5) of this section, and the number
of times such takings by each type of taking are likely to occur;


http://www.nmfs.noaa.gov/pr/permits/incidental.htm�

Application Questions Continued

These application questions may be found on NMFS homepage at:
http://www.nmfs.noaa.gov/pr/permits/incidental.htm

7. The anticipated impact of the activity upon the species or stock;

8. The anticipated impact of the activity on the availability of the
species or stocks of marine mammals for subsistence uses;

9. The anticipated impact of the activity upon the habitat of the marine

mammal populations, and the likelihood of restoration of the
affected habitat;

10.The anticipated impact of the loss or modification of the habitat on
the marine mammal populations involved; The availability and
feasibility (economic and technological) of equipment, methods, and
manner of conducting such activity or other means of effecting the
least practicable adverse impact upon the affected species or stocks,
their habitat, and on their availability for subsistence uses, paying

particular attention to rookeries, mating grounds, and areas of similar
significance;

12. Where the proposed activity would take place in or near a
traditional Arctic subsistence hunting area and/or may affect the
availability of a species or stock of marine mammal for Arctic
subsistence uses, the applicant must submit either a "plan of
cooperation" or information that identifies what measures have
been taken and/or will be taken to minimize any adverse effects on
the availability of marine mammals for subsistence uses.


http://www.nmfs.noaa.gov/pr/permits/incidental.htm�

Application Questions Continued

These application questions may be found on NMFS homepage at:
http://www.nmfs.noaa.gov/pr/permits/incidental.htm

13. The suggested means of accomplishing the necessary monitoring

14.

and reporting that will result in increased knowledge of the
species, the level of taking or impacts on populations of marine
mammals that are expected to be present while conducting
activities and suggested means of minimizing burdens by
coordinating such reporting requirements with other schemes
already applicable to persons conducting such activity.
Monitoring plans should include a description of the survey
techniques that would be used to determine the movement and
activity of marine mammals near the activity site(s) including
migration and other habitat uses, such as feeding. Guidelines for
developing a site-specific monitoring plan may be obtained by
writing to the Director, Office of Protected Resources; and

Suggested means of learning of, encouraging, and coordinating
research opportunities, plans, and activities relating to reducing

such incidental taking and evaluating its effects.


http://www.nmfs.noaa.gov/pr/permits/incidental.htm�

NOAA
FISHERIES
SERVICE
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The primary objective of
this management must be
to maintain the health and
stability of the marine
ecosystem; this in theory
indicates that animals
must be managed for their
benefit and not for the
benefit of commercial
exploitation. The effect of
this set of requirements is
to insist that the
management of animal
populations be carried out
with the interest of the
animals as the prime
consideration.

- House of Representatives,
No. 707, 92nd Congress, 1st
Session, 18, 22 [December 4,
1971]

Office of Protected Resources and the Marine Mammal
Protection Act

The Marine Mammal Protection Act of 1972 was enacted in response to increasing concerns
among scientists and the public that significant declines in some species of marine mammals were
caused by human activities. The Act established a national policy to prevent marine mammal
species and population stocks from declining beyond the point where they ceased to be significant
functioning elements of the ecosystems of which they are a part. Nowhere else in the world had a
government made the conservation of healthy and stable ecosystems as important as the
conservation of individual species.

The Department of Commerce through the National Marine Fisheries Service is charged with
protecting whales, dolphins, porpoises, seals, and seal lions. Walrus, manatees, otters, and polar
bears are protected by the Department of the Interior through the U.S. Fish and Wildlife Service. The
Animal and Plant Health Inspection Service, a part of the Department of Agriculture, is responsible
for regulations managing marine mammals in captivity.

Innovative Features

In addition to shifting the focus of conservation from species to ecosystems, the Act contains many

innovative features never before established in legislation. It:
Presented a single comprehensive federal program to the place of former state-run programs;
Included protection for population stocks in addition to species and subspecies. A population
stock is “a group of marine mammals of the same species or smaller taxa in a common spatial
arrangement that interbreed when mature;”
Shifted the burden from resource managers to resource users to show that proposed taking of
living marine resources would not adversely affect the resource or the ecosystem;
Established the concept of “optimum sustainable populations” (OSP) to ensure healthy
ecosystems. Prior to the Act, the management of marine species was aimed at producing a
“maximum sustainable yield” (MSY) to ensure the species replenished itself for an adequate
harvest in subsequent years; and
Directed federal agencies to seek changes in international agreements, such as the Whaling
Convention and the North Pacific Seal Convention corresponding to the Act.

Protection

The MMPA established a moratorium on the taking of marine mammals in U.S. waters. It defines
“take” to mean “to hunt harass, capture, or kill” any marine mammal or attempt to do so. The
inclusion of harassment in the definition was a groundbreaking action by Congress. Exceptions to
the moratorium can be made through permitting actions for take incidental to commercial fishing
and other nonfishing activities; for scientific research; and for public display at licensed institutions
such as aquaria and science centers.

The moratorium generally does not apply to Alaska natives who live on the Alaskan coast. The
MMPA contains provisions allowing for take for subsistence use or to create and sell “authentic
articles of handicrafts and clothing” without permits or authorizations. The taking must not be
“accomplished in a wasteful manner,” and the Secretaries of Commerce and the Interior may
regulate the taking of a depleted species or stock, regardless of the purpose for which it is taken.

What You Can Do

People can positively affect changes in our ecosystems and help protect marine species by learning
about the issues and changing behaviors. You can make a difference. Go to www.nmfs.noaa.gov/pr
or www.mmc.gov to find out more about marine mammal species and stocks.

U.S. Department of Commerce | National Oceanic and Atmospheric Administration | National Marine Fisheries Service



http://www.nmfs.noaa.gov/pr/
http://www.mmc.gov

Marine Mammal Commission

Title —Conservation and Protection
of Marine Mammals

Moratorium on taking and importing marine mammals and
marine mammal products

16 U.S.C. 1371

Sec. 101.

(a) Imposition; exceptions
There shall be a moratorium on the taking and importation of marine mammals and marine
mammal products, commencing on the effective date of this chapter, during which time no
permit may be issued for the taking of any marine mammal and no marine mammal or
marine mammal product may be imported into the United States except in the following
cases:

(1) Consistent with the provisions of section 1374 of this title, permits may be
issued by the Secretary for taking, and importation for purposes of scientific research,
public display, photography for educational or commercial purposes, or enhancing the
survival or recovery of a species or stock, or for importation of polar bear parts (other
than internal organs) taken in sport hunts in Canada. Such permits, except permits issued
under section 1374 (c)(5) of this title, may be issued if the taking or importation proposed
to be made is first reviewed by the Marine Mammal Commission and the Committee of
Scientific Advisors on Marine Mammals established under subchapter 111 of this chapter.
The Commission and Committee shall recommend any proposed taking or importation,
other than importation under section 1374 (c)(5) of this title, which is consistent with the
purposes and policies of section 1361 of this title. If the Secretary issues such a permit for
importation, the Secretary shall issue to the importer concerned a certificate to that effect
in such form as the Secretary of the Treasury prescribes, and such importation may be
made upon presentation of the certificate to the customs officer concerned.

(2) Marine mammals may be taken incidentally in the course of commercial fishing
operations and permits may be issued therefor under section 1374 of this title subject to
regulations prescribed by the Secretary in accordance with section 1373 of this title, or in
lieu of such permits, authorizations may be granted therefor under section 1387 of this
title, subject to regulations prescribed under that section by the Secretary without regard to
section 1373 of this title. Such authorizations may be granted under subchapter IV of this
chapter with respect to purse seine fishing for yellowfin tuna in the eastern tropical Pacific
Ocean, subject to regulations prescribed under that subchapter by the Secretary without
regard to section 1373 of this title. In any event it shall be the immediate goal that the
incidental kill or incidental serious injury of marine mammals permitted in the course of
commercial fishing operations be reduced to insignificant levels approaching a zero
mortality and serious injury rate. The Secretary of the Treasury shall ban the importation
of commercial fish or products from fish which have been caught with commercial fishing
technology which results in the incidental kill or incidental serious injury of ocean
mammals in excess of United States standards. For purposes of applying the preceding
sentence, the Secretary—

(A) shall insist on reasonable proof from the government of any nation from
which fish or fish products will be exported to the United States of the effects on ocean
mammals of the commercial fishing technology in use for such fish or fish products
exported from such nation to the United States;

(B) in the case of yellowfin tuna harvested with purse seine nets in the eastern

tropical Pacific Ocean, and products therefrom, to be exported to the United States, shall
require that the government of the exporting nation provide documentary evidence that—

(1)
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(I) the tuna or products therefrom were not banned from importa-
tion under this paragraph before the effective date of section 4 of the International Dolphin
Conservation Program Act; or

(IT) the tuna or products therefrom were harvested after the
effective date of section 4 of the International Dolphin Conservation Program Act by
vessels of a nation which participates in the International Dolphin Conservation Program,
and such harvesting nation is either a member of the Inter-American Tropical Tuna
Commission or has initiated (and within 6 months thereafter completed) all steps required
of applicant nations, in accordance with article V, paragraph 3 of the Convention establish-
ing the Inter-American Tropical Tuna Commission, to become a member of that organiza-
tion;

(ii) such nation is meeting the obligations of the International Dolphin
Conservation Program and the obligations of membership in the Inter-American Tropical
Tuna Commission, including all financial obligations; and

(iii) the total dolphin mortality limits, and per-stock per-year dolphin
mortality limits permitted for that nation’s vessels under the International Dolphin
Conservation Program do not exceed the limits determined for 1997, or for any year
thereafter, consistent with the objective of progressively reducing dolphin mortality to a
level approaching zero through the setting of annual limits and the goal of eliminating
dolphin mortality, and requirements of the International Dolphin Conservation Program;

(C) shall not accept such documentary evidence if—

(1) the government of the harvesting nation does not provide directly or
authorize the Inter-American Tropical Tuna Commission to release complete and accurate
information to the Secretary in a timely manner—

(I) to allow determination of compliance with the International
Dolphin Conservation Program; and

(IT) for the purposes of tracking and verifying compliance with the
minimum requirements established by the Secretary in regulations promulgated under
section 1385 (f) of this title; or

(i) after taking into consideration such information, findings of the
Inter-American Tropical Tuna Commission, and any other relevant information, including
information that a nation is consistently failing to take enforcement actions on violations
which diminish the effectiveness of the International Dolphin Conservation Program, the
Secretary, in consultation with the Secretary of State, finds that the harvesting nation is not
in compliance with the International Dolphin Conservation Program.

(D) shall require the government of any intermediary nation to certify and
provide reasonable proof to the Secretary that it has not imported, within the preceding six
months, any yellowfin tuna or yellowfin tuna products that are subject to a direct ban on
importation to the United States under subparagraph (B);

(E) shall, six months after importation of yellowfin tuna or tuna products has
been banned under this section, certify such fact to the President, which certification shall
be deemed to be a certification for the purposes of section 1978 (a) of title 22 for as long
as such ban is in effect; and

(F)

(1) except as provided in clause (ii), in the case of fish or products
containing fish harvested by a nation whose fishing vessels engage in high seas driftnet
fishing, shall require that the government of the exporting nation provide documentary
evidence that the fish or fish product was not harvested with a large-scale driftnet in the
South Pacific Ocean after July 1, 1991, or in any other water of the high seas after January
1, 1993, and
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(i) in the case of tuna or a product containing tuna harvested by a nation
whose fishing vessels engage in high seas driftnet fishing, shall require that the govern-
ment of the exporting nation provide documentary evidence that the tuna or tuna product
was not harvested with a large-scale driftnet anywhere on the high seas after July 1, 1991.
For purposes of subparagraph (F), the term “driftnet” has the meaning given such term in
section 4003 of the Driftnet Impact Monitoring, Assessment, and Control Act of 1987 (16
U.S.C. 1822 note ), except that, until January 1, 1994, the term “driftnet” does not
include the use in the northeast Atlantic Ocean of gillnets with a total length not to exceed
five kilometers if the use is in accordance with regulations adopted by the European
Community pursuant to the October 28, 1991, decision by the Council of Fisheries
Ministers of the Community.

3)

(A) The Secretary, on the basis of the best scientific evidence available and in
consultation with the Marine Mammal Commission, is authorized and directed, from time
to time, having due regard to the distribution, abundance, breeding habits, and times and
lines of migratory movements of such marine mammals, to determine when, to what
extent, if at all, and by what means, it is compatible with this chapter to waive the
requirements of this section so as to allow taking, or importing of any marine mammal, or
any marine mammal product, and to adopt suitable regulations, issue permits, and make
determinations in accordance with sections 1372, 1373, 1374, and 1381 of this title
permitting and governing such taking and importing, in accordance with such determina-
tions: Provided, however, That the Secretary, in making such determinations must be
assured that the taking of such marine mammal is in accord with sound principles of
resource protection and conservation as provided in the purposes and policies of this
chapter: Provided, further, however, That no marine mammal or no marine mammal
product may be imported into the United States unless the Secretary certifies that the
program for taking marine mammals in the country of origin is consistent with the
provisions and policies of this chapter. Products of nations not so certified may not be
imported into the United States for any purpose, including processing for exportation.

(B) Except for scientific research purposes, photography for educational or
commercial purposes, or enhancing the survival or recovery of a species or stock as
provided for in paragraph (1) of this subsection, or as provided for under paragraph (5) of
this subsection, during the moratorium no permit may be issued for the taking of any
marine mammal which has been designated by the Secretary as depleted, and no importa-
tion may be made of any such mammal.

4

(A) Except as provided in subparagraphs (B) and (C), the provisions of this
chapter shall not apply to the use of measures—

(1) by the owner of fishing gear or catch, or an employee or agent of such
owner, to deter a marine mammal from damaging the gear or catch;

(ii) by the owner of other private property, or an agent, bailee, or
employee of such owner, to deter a marine mammal from damaging private property;

(ii1) by any person, to deter a marine mammal from endangering personal
safety; or

(iv) by a government employee, to deter a marine mammal from damaging
public property,
so long as such measures do not result in the death or serious injury of a marine mammal.

(B) The Secretary shall, through consultation with appropriate experts, and

after notice and opportunity for public comment, publish in the Federal Register a list of
guidelines for use in safely deterring marine mammals. In the case of marine mammals
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listed as endangered species or threatened species under the Endangered Species Act of
1973 [16 U.S.C. 1531 et seq.], the Secretary shall recommend specific measures which
may be used to nonlethally deter marine mammals. Actions to deter marine mammals
consistent with such guidelines or specific measures shall not be a violation of this chapter.

(C) If the Secretary determines, using the best scientific information available,
that certain forms of deterrence have a significant adverse effect on marine mammals, the
Secretary may prohibit such deterrent methods, after notice and opportunity for public
comment, through regulation under this chapter.

(D) The authority to deter marine mammals pursuant to subparagraph (A)
applies to all marine mammals, including all stocks designated as depleted under this
chapter.

(%)
(A)

(1) Upon request therefor by citizens of the United States who engage in a
specified activity (other than commercial fishing) within a specified geographical region,
the Secretary shall allow, during periods of not more than five consecutive years each, the
incidental, but not intentional, taking by citizens while engaging in that activity within that
region of small numbers of marine mammals of a species or population stock if the
Secretary, after notice (in the Federal Register and in newspapers of general circulation,
and through appropriate electronic media, in the coastal areas that may be affected by such
activity) and opportunity for public comment—

(I) finds that the total of such taking during each five-year (or less)
period concerned will have a negligible impact on such species or stock and will not have
an unmitigable adverse impact on the availability of such species or stock for taking for
subsistence uses pursuant to subsection (b) of this section or section 1379 (f) of this title
or, in the case of a cooperative agreement under both this chapter and the Whaling
Convention Act of 1949 (16 U.S.C. 916 et seq.), pursuant to section 1382 (c) of this title;
and

(IT) prescribes regulations setting forth—

(aa) permissible methods of taking pursuant to such
activity, and other means of effecting the least practicable adverse impact on such species
or stock and its habitat, paying particular attention to rookeries, mating grounds, and areas
of similar significance, and on the availability of such species or stock for subsistence uses;
and

(bb) requirements pertaining to the monitoring and
reporting of such taking.

(ii) For a military readiness activity (as defined in section 315(f) of Public
Law 107-314; 16 U.S.C. 703 note ), a determination of “least practicable adverse impact
on such species or stock” under clause (i)(II)(aa) shall include consideration of personnel
safety, practicality of implementation, and impact on the effectiveness of the military
readiness activity. Before making the required determination, the Secretary shall consult
with the Department of Defense regarding personnel safety, practicality of implementation,
and impact on the effectiveness of the military readiness activity.

(ii1) Notwithstanding clause (i), for any authorization affecting a military
readiness activity (as defined in section 315(f) of Public Law 107-314; 16 U.S.C. 703 note
), the Secretary shall publish the notice required by such clause only in the Federal
Register.

(B) The Secretary shall withdraw, or suspend for a time certain (either on an
individual or class basis, as appropriate) the permission to take marine mammals under

subparagraph (A) pursuant to a specified activity within a specified geographical region if
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the Secretary finds, after notice and opportunity for public comment (as required under
subparagraph (A) unless subparagraph (C)(i) applies), that—

(1) the regulations prescribed under subparagraph (A) regarding methods of
taking, monitoring, or reporting are not being substantially complied with by a person
engaging in such activity; or

(i) the taking allowed under subparagraph (A) pursuant to one or more
activities within one or more regions is having, or may have, more than a negligible
impact on the species or stock concerned.

©)

(1) The requirement for notice and opportunity for public comment in
subparagraph (B) shall not apply in the case of a suspension of permission to take if the
Secretary determines that an emergency exists which poses a significant risk to the
well-being of the species or stock concerned.

(ii) Sections 1373 and 1374 of this title shall not apply to the taking of
marine mammals under the authority of this paragraph.

(D)

(i) Upon request therefor by citizens of the United States who engage in a
specified activity (other than commercial fishing) within a specific geographic region, the
Secretary shall authorize, for periods of not more than 1 year, subject to such conditions as
the Secretary may specify, the incidental, but not intentional, taking by harassment of
small numbers of marine mammals of a species or population stock by such citizens while
engaging in that activity within that region if the Secretary finds that such harassment
during each period concerned—

(I) will have a negligible impact on such species or stock, and

(IT) will not have an unmitigable adverse impact on the availability
of such species or stock for taking for subsistence uses pursuant to subsection (b) of this
section, or section 1379 (f) of this title or pursuant to a cooperative agreement under
section 1388 of this title.

(ii) The authorization for such activity shall prescribe, where applicable—

(I) permissible methods of taking by harassment pursuant to such
activity, and other means of effecting the least practicable impact on such species or stock
and its habitat, paying particular attention to rookeries, mating grounds, and areas of
similar significance, and on the availability of such species or stock for taking for subsis-
tence uses pursuant to subsection (b) of this section or section 1379 (f) of this title or
pursuant to a cooperative agreement under section 1388 of this title,

(IT) the measures that the Secretary determines are necessary to
ensure no unmitigable adverse impact on the availability of the species or stock for taking
for subsistence uses pursuant to subsection (b) of this section or section 1379 (f) of this
title or pursuant to a cooperative agreement under section 1388 of this title, and
(IIT) requirements pertaining to the monitoring and reporting of such taking by harassment,
including requirements for the independent peer review of proposed monitoring plans or
other research proposals where the proposed activity may affect the availability of a
species or stock for taking for subsistence uses pursuant to subsection (b) of this section or
section 1379 (f) of this title or pursuant to a cooperative agreement under section 1388 of
this title.

(ii1) The Secretary shall publish a proposed authorization not later than 45
days after receiving an application under this subparagraph and request public comment
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through notice in the Federal Register, newspapers of general circulation, and appropriate
electronic media and to all locally affected communities for a period of 30 days after
publication. Not later than 45 days after the close of the public comment period, if the
Secretary makes the findings set forth in clause (i), the Secretary shall issue an authoriza-
tion with appropriate conditions to meet the requirements of clause (ii).

(iv) The Secretary shall modify, suspend, or revoke an authorization if the
Secretary finds that the provisions of clauses (i) or (ii) are not being met.

(v) A person conducting an activity for which an authorization has been
granted under this subparagraph shall not be subject to the penalties of this chapter for
taking by harassment that occurs in compliance with such authorization.

(vi) For a military readiness activity (as defined in section 315(f) of Public
Law 107-314; 16 U.S.C. 703 note ), a determination of “least practicable adverse impact
on such species or stock” under clause (i)(I) shall include consideration of personnel
safety, practicality of implementation, and impact on the effectiveness of the military
readiness activity. Before making the required determination, the Secretary shall consult
with the Department of Defense regarding personnel safety, practicality of implementation,
and impact on the effectiveness of the military readiness activity.

(vii) Notwithstanding clause (iii), for any authorization affecting a military
readiness activity (as defined in section 315(f) of Public Law 107-314; 16 U.S.C. 703 note
), the Secretary shall publish the notice required by such clause only in the Federal
Register.

(E)

(1) During any period of up to 3 consecutive years, the Secretary shall
allow the incidental, but not the intentional, taking by persons using vessels of the United
States or vessels which have valid fishing permits issued by the Secretary in accordance
with section 1824 (b) of this title, while engaging in commercial fishing operations, of
marine mammals from a species or stock designated as depleted because of its listing as an
endangered species or threatened species under the Endangered Species Act of 1973 (16
U.S.C. 1531 et seq.) if the Secretary, after notice and opportunity for public comment,
determines that—

(I) the incidental mortality and serious injury from commercial
fisheries will have a negligible impact on such species or stock;

(IT) a recovery plan has been developed or is being developed for
such species or stock pursuant to the Endangered Species Act of 1973; and

(IIT) where required under section 1387 of this title, a monitoring
program is established under subsection (d) of such section, vessels engaged in such
fisheries are registered in accordance with such section, and a take reduction plan has been
developed or is being developed for such species or stock.

(ii) Upon a determination by the Secretary that the requirements of clause
(i) have been met, the Secretary shall publish in the Federal Register a list of those
fisheries for which such determination was made, and, for vessels required to register
under section 1387 of this title, shall issue an appropriate permit for each authorization
granted under such section to vessels to which this paragraph applies. Vessels engaged in a
fishery included in the notice published by the Secretary under this clause which are not
required to register under section 1387 of this title shall not be subject to the penalties of
this chapter for the incidental taking of marine mammals to which this paragraph applies,
so long as the owner or master of such vessel reports any incidental mortality or injury of
such marine mammals to the Secretary in accordance with section 1387 of this title.

(iii) If, during the course of the commercial fishing season, the Secretary
determines that the level of incidental mortality or serious injury from commercial fisheries

for which a determination was made under clause (i) has resulted or is likely to result in an
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impact that is more than negligible on the endangered or threatened species or stock, the
Secretary shall use the emergency authority granted under section 1387 of this title to
protect such species or stock, and may modify any permit granted under this paragraph as
necessary.

(iv) The Secretary may suspend for a time certain or revoke a permit
granted under this subparagraph only if the Secretary determines that the conditions or
limitations set forth in such permit are not being complied with. The Secretary may amend
or modify, after notice and opportunity for public comment, the list of fisheries published
under clause (ii) whenever the Secretary determines there has been a significant change in
the information or conditions used to determine such list.

(v) Sections 1373 and 1374 of this title shall not apply to the taking of
marine mammals under the authority of this subparagraph.

(vi) This subparagraph shall not govern the incidental taking of California
sea otters and shall not be deemed to amend or repeal the Act of November 7, 1986
(Public Law 99-625; 100 Stat. 3500).

(F) Notwithstanding the provisions of this subsection, any authorization
affecting a military readiness activity (as defined in section 315(f) of Public Law 107-314;
16 U.S.C. 703 note ) shall not be subject to the following requirements:

(i) In subparagraph (A), “within a specified geographical region” and
“within that region of small numbers”.

(ii) In subparagraph (B), “within a specified geographical region” and
“within one or more regions”.

(iii) In subparagraph (D), “within a specific geographic region”, “of small
numbers”, and “within that region”. O4

(6)

(A) A marine mammal product may be imported into the United States if the
product—

(1) was legally possessed and exported by any citizen of the United States
in conjunction with travel outside the United States, provided that the product is imported
into the United States by the same person upon the termination of travel;

(ii) was acquired outside of the United States as part of a cultural exchange
by an Indian, Aleut, or Eskimo residing in Alaska; or

(iii) is owned by a Native inhabitant of Russia, Canada, or Greenland and
is imported for noncommercial purposes in conjunction with travel within the United States
or as part of a cultural exchange with an Indian, Aleut, or Eskimo residing in Alaska.

(B) For the purposes of this paragraph, the term—

(1) “Native inhabitant of Russia, Canada, or Greenland” means a person
residing in Russia, Canada, or Greenland who is related by blood, is a member of the
same clan or ethnological grouping, or shares a common heritage with an Indian, Aleut, or
Eskimo residing in Alaska; and

(ii) “cultural exchange” means the sharing or exchange of ideas, informa-
tion, gifts, clothing, or handicrafts between an Indian, Aleut, or Eskimo residing in Alaska
and a Native inhabitant of Russia, Canada, or Greenland, including rendering of raw
marine mammal parts as part of such exchange into clothing or handicrafts through
carving, painting, sewing, or decorating.
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(b) Exemptions for Alaskan natives

Except as provided in section 1379 of this title, the provisions of this chapter shall not
apply with respect to the taking of any marine mammal by any Indian, Aleut, or Eskimo
who resides in Alaska and who dwells on the coast of the North Pacific Ocean or the
Arctic Ocean if such taking—

(1) is for subsistence purposes; or

(2) is done for purposes of creating and selling authentic native articles of handi-
crafts and clothing: Provided, That only authentic native articles of handicrafts and
clothing may be sold in interstate commerce: And provided further, That any edible
portion of marine mammals may be sold in native villages and towns in Alaska or for
native consumption. For the purposes of this subsection, the term “authentic native articles
of handicrafts and clothing” means items composed wholly or in some significant respect
of natural materials, and which are produced, decorated, or fashioned in the exercise of
traditional native handicrafts without the use of pantographs, multiple carvers, or other
mass copying devices. Traditional native handicrafts include, but are not limited to
weaving, carving, stitching, sewing, lacing, beading, drawing and painting; and

(3) in each case, is not accomplished in a wasteful manner.

Notwithstanding the preceding provisions of this subsection, when, under this chapter,
the Secretary determines any species or stock of marine mammal subject to taking by
Indians, Aleuts, or Eskimos to be depleted, he may prescribe regulations upon the taking
of such marine mammals by any Indian, Aleut, or Eskimo described in this subsection.
Such regulations may be established with reference to species or stocks, geographical
description of the area included, the season for taking, or any other factors related to the
reason for establishing such regulations and consistent with the purposes of this chapter.
Such regulations shall be prescribed after notice and hearing required by section 1373 of
this title and shall be removed as soon as the Secretary determines that the need for their
imposition has disappeared. In promulgating any regulation or making any assessment
pursuant to a hearing or proceeding under this subsection or section 1386 (b)(2) of this
title, or in making any determination of depletion under this subsection or finding regard-
ing unmitigable adverse impacts under subsection (a)(5) of this section that affects stocks
or persons to which this subsection applies, the Secretary shall be responsible for demon-
strating that such regulation, assessment, determination, or finding is supported by
substantial evidence on the basis of the record as a whole. The preceding sentence shall
only be applicable in an action brought by one or more Alaska Native organizations
representing persons to which this subsection applies.

(c) Taking in defense of self or others

It shall not be a violation of this chapter to take a marine mammal if such taking is
imminently necessary in self-defense or to save the life of a person in immediate danger,
and such taking is reported to the Secretary within 48 hours. The Secretary may seize and
dispose of any carcass.

(d) Good Samaritan exemption
It shall not be a violation of this chapter to take a marine mammal if—

(1) such taking is imminently necessary to avoid serious injury, additional injury,
or death to a marine mammal entangled in fishing gear or debris;

(2) reasonable care is taken to ensure the safe release of the marine mammal,
taking into consideration the equipment, expertise, and conditions at hand;

(3) reasonable care is exercised to prevent any further injury to the marine
mammal; and

(4) such taking is reported to the Secretary within 48 hours.

(e) Chapter not to apply to incidental takings by United States citizens employed on
foreign vessels outside United States EEZ
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The provisions of this chapter shall not apply to a citizen of the United States who
incidentally takes any marine mammal during fishing operations outside the United States
exclusive economic zone (as defined in section 1802 of this title) when employed on a
foreign fishing vessel of a harvesting nation which is in compliance with the International
Dolphin Conservation Program.

(f) Exemption of actions necessary for national defense

(1) The Secretary of Defense, after conferring with the Secretary of Commerce,
the Secretary of the Interior, or both, as appropriate, may exempt any action or category of
actions undertaken by the Department of Defense or its components from compliance with
any requirement of this chapter, if the Secretary determines that it is necessary for national
defense.

(2) An exemption granted under this subsection—

(A) subject to subparagraph (B), shall be effective for a period specified by the
Secretary of Defense; and

(B) shall not be effective for more than 2 years.

(3)
(A) The Secretary of Defense may issue additional exemptions under this
subsection for the same action or category of actions, after—

(1) conferring with the Secretary of Commerce, the Secretary of the
Interior, or both as appropriate; and

(ii) making a new determination that the additional exemption is necessary
for national defense.

(B) Each additional exemption under this paragraph shall be effective for a
period specified by the Secretary of Defense, of not more than 2 years.

(4) Not later than 30 days after issuing an exemption under paragraph (1) or an
additional exemption under paragraph (3), the Secretary of Defense shall submit to the
Committee on Armed Services of the House of Representatives and the Committee on
Armed Services of the Senate notice describing the exemption and the reasons therefor.
The notice may be provided in classified form if the Secretary of Defense determines that
use of the classified form is necessary for reasons of national security.

Prohibitions

16 U.S.C. 1372

Sec. 102. (a) [TAKING.] — Except as provided in sections 101, 103, 104, 109, 111, 113,
114, and 118 of this title and title IV, it is unlawful—

(1) for any person subject to the jurisdiction of the United States or any vessel or other
conveyance subject to the jurisdiction of the United States to take any marine mammal on
the high seas;

(2) except as expressly provided for by an international treaty, convention, or agree-
ment to which the United States is a party and which was entered into before the effective
date of this title or by any statute implementing any such treaty, convention, or agree-
ment—

(A) for any person or vessel or other conveyance to take any marine mammal in
waters or on lands under the jurisdiction of the United States; or
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PART 216—REGULATIONS GOVERNING THE TAKING AND IMPORTING OF MARINE
MAMMALS

Subpart I-—General Regulations Governing Small Takes of Marine Mammals Incidental to
Specified Activities

§216.104 Submission of requests.

(@) In order for the National Marine Fisheries Service to consider authorizing the taking by U.S.
citizens of small numbers of marine mammals incidental to a specified activity (other than
commercial fishing), or to make a finding that an incidental take is unlikely to occur, a written
request must be submitted to the Assistant Administrator. All requests must include the
following information for their activity:

(1) A detailed description of the specific activity or class of activities that can be expected to
result in incidental taking of marine mammals;

(2) The date(s) and duration of such activity and the specific geographical region where it will
occur;

(3) The species and numbers of marine mammals likely to be found within the activity area;

(4) A description of the status, distribution, and seasonal distribution (when applicable) of the
affected species or stocks of marine mammals likely to be affected by such activities;

(5) The type of incidental taking authorization that is being requested (i.e., takes by harassment
only; takes by harassment, injury and/or death) and the method of incidental taking;

(6) By age, sex, and reproductive condition (if possible), the number of marine mammals (by
species) that may be taken by each type of taking identified in paragraph (a)(5) of this section,
and the number of times such takings by each type of taking are likely to occur;

(7) The anticipated impact of the activity upon the species or stock of marine mammal;

(8) The anticipated impact of the activity on the availability of the species or stocks of marine
mammals for subsistence uses;
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(9) The anticipated impact of the activity upon the habitat of the marine mammal populations,
and the likelihood of restoration of the affected habitat;

(10) The anticipated impact of the loss or modification of the habitat on the marine mammal
populations involved;

(11) The availability and feasibility (economic and technological) of equipment, methods, and
manner of conducting such activity or other means of effecting the least practicable adverse
impact upon the affected species or stocks, their habitat, and on their availability for subsistence
uses, paying particular attention to rookeries, mating grounds, and areas of similar significance;

(12) Where the proposed activity would take place in or near a traditional Arctic subsistence
hunting area and/or may affect the availability of a species or stock of marine mammal for Arctic
subsistence uses, the applicant must submit either a plan of cooperation or information that
identifies what measures have been taken and/or will be taken to minimize any adverse effects
on the availability of marine mammals for subsistence uses. A plan must include the following:

(1) A statement that the applicant has notified and provided the affected subsistence community
with a draft plan of cooperation;

(i) A schedule for meeting with the affected subsistence communities to discuss proposed
activities and to resolve potential conflicts regarding any aspects of either the operation or the
plan of cooperation;

(iii) A description of what measures the applicant has taken and/or will take to ensure that
proposed activities will not interfere with subsistence whaling or sealing; and

(iv) What plans the applicant has to continue to meet with the affected communities, both prior
to and while conducting the activity, to resolve conflicts and to notify the communities of any
changes in the operation;

(13) The suggested means of accomplishing the necessary monitoring and reporting that will
result in increased knowledge of the species, the level of taking or impacts on populations of
marine mammals that are expected to be present while conducting activities and suggested
means of minimizing burdens by coordinating such reporting requirements with other schemes
already applicable to persons conducting such activity. Monitoring plans should include a
description of the survey techniques that would be used to determine the movement and activity
of marine mammals near the activity site(s) including migration and other habitat uses, such as
feeding. Guidelines for developing a site-specific monitoring plan may be obtained by writing to
the Director, Office of Protected Resources; and

(14) Suggested means of learning of, encouraging, and coordinating research opportunities,
plans, and activities relating to reducing such incidental taking and evaluating its effects.



(b)(1) The Assistant Administrator shall determine the adequacy and completeness of a request
and, if determined to be adequate and complete, will begin the public review process by
publishing in theFederal Registereither:

(1) A proposed incidental harassment authorization; or

(ii) A notice of receipt of a request for the implementation or reimplementation of regulations
governing the incidental taking.

(2) Through notice in theFederal Register,newspapers of general circulation, and appropriate
electronic media in the coastal areas that may be affected by such activity, NMFS will invite
information, suggestions, and comments for a period not to exceed 30 days from the date of
publication in theFederal Register.All information and suggestions will be considered by the
National Marine Fisheries Service in developing, if appropriate, the most effective regulations
governing the issuance of letters of authorization or conditions governing the issuance of an
incidental harassment authorization.

(3) Applications that are determined to be incomplete or inappropriate for the type of taking
requested, will be returned to the applicant with an explanation of why the application is being
returned.

(c) The Assistant Administrator shall evaluate each request to determine, based upon the best
available scientific evidence, whether the taking by the specified activity within the specified
geographic region will have a negligible impact on the species or stock and, where appropriate,
will not have an unmitigable adverse impact on the availability of such species or stock for
subsistence uses. If the Assistant Administrator finds that the mitigating measures would render
the impact of the specified activity negligible when it would not otherwise satisfy that
requirement, the Assistant Administrator may make a finding of negligible impact subject to
such mitigating measures being successfully implemented. Any preliminary findings of
“negligible impact” and “no unmitigable adverse impact” shall be proposed for public comment
along with either the proposed incidental harassment authorization or the proposed regulations
for the specific activity.

(d) If, subsequent to the public review period, the Assistant Administrator finds that the taking
by the specified activity would have more than a negligible impact on the species or stock of
marine mammal or would have an unmitigable adverse impact on the availability of such species
or stock for subsistence uses, the Assistant Administrator shall publish in theFederal Registerthe
negative finding along with the basis for denying the request.
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Title 50: Wildlife and Fisheries
PART 216—REGULATIONS GOVERNING THE TAKING AND IMPORTING OF MARINE MAMMALS
Subpart I—General Regulations Governing Small Takes of Marine Mammals Incidental to Specified Activities

§216.105 Specific regulations.

(a) For all petitions for regulations under this paragraph, applicants must provide the information requested in
§216.104(a) on their activity as a whole, which includes, but is not necessarily limited to, an assessment of total
impacts by all persons conducting the activity.

(b) For allowed activities that may result in incidental takings of small numbers of marine mammals by harassment,
serious injury, death or a combination thereof, specific regulations shall be established for each allowed activity that
set forth:

(1) Permissible methods of taking;

(2) Means of effecting the least practicable adverse impact on the species and its habitat and on the availability of the
species for subsistence uses; and

(3) Requirements for monitoring and reporting, including requirements for the independent peer-review of proposed
monitoring plans where the proposed activity may affect the availability of a species or stock for taking for
subsistence uses.

(c) Regulations will be established based on the best available information. As new information is developed, through
monitoring, reporting, or research, the regulations may be modified, in whole or in part, after notice and opportunity
for public review.
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Appendix |11 to OMB Circular No. A-130 - Security of Federal
Automated I nformation Resour ces

A. Requirements.
1. Purpose

This Appendix establishes a minimum set of controlsto be included in Federal automated
information security programs; assigns Federal agency responsibilities for the security of
automated information; and links agency automated information security programs and
agency management control systems established in accordance with OMB Circular No. A-
123. The Appendix revises procedures formerly contained in Appendix 111 to OMB Circular
No. A-130 (50 FR 52730; December 24, 1985), and incorporates requirements of the
Computer Security Act of 1987 (P.L. 100-235) and responsibilities assigned in applicable
national security directives.

2. Definitions
The term:

a. "adequate security" means security commensurate with the risk and magnitude of the
harm resulting from the loss, misuse, or unauthorized access to or modification of
information. This includes assuring that systems and applications used by the agency
operate effectively and provide appropriate confidentiality, integrity, and availability,
through the use of cost-effective management, personnel, operational, and technical
controls.

b. "application” means the use of information resources (information and information
technology) to satisfy a specific set of user requirements.

C. "general support system” or "system" means an interconnected set of information
resources under the same direct management control which shares common functionality.
A system normally includes hardware, software, information, data, applications,
communications, and people. A system can be, for example, alocal area network (LAN)
including smart terminals that supports a branch office, an agency-wide backbone, a
communications network, a departmental data processing center including its operating
system and utilities, atactical radio network, or a shared information processing service
organization (IPSO).

d. "major application" means an application that requires special attention to security due
to the risk and magnitude of the harm resulting from the loss, misuse, or unauthorized
access to or modification of the information in the application. Note: All Federal
applications require some level of protection. Certain applications, because of the
information in them, however, require special management oversight and should be
treated as major. Adequate security for other applications should be provided by security
of the systemsin which they operate.



3. Automated Information Security Programs. Agencies shall implement and maintain a
program to assure that adequate security is provided for all agency information collected,
processed, transmitted, stored, or disseminated in general support systems and major
applications.

Each agency's program shall implement policies, standards and procedures which are
consistent with government-wide policies, standards, and procedures issued by the Office of
Management and Budget, the Department of Commerce, the General Services
Administration and the Office of Personnel Management (OPM). Different or more stringent
requirements for securing national security information should be incorporated into agency
programs as required by appropriate national security directives. At a minimum, agency
programs shall include the following controls in their general support systems and major
applications:

a. Controlsfor general support systems.

1) Assign Responsibility for Security. Assign responsibility for security in
each system to an individual knowledgeable in the information technology used in
the system and in providing security for such technology.

2) System Security Plan. Plan for adequate security of each general support
system as part of the organization's information resources management (IRM)
planning process. The security plan shall be consistent with guidance issued by
the National Institute of Standards and Technology (NIST). Independent advice
and comment on the security plan shall be solicited prior to the plan's
implementation. A summary of the security plans shall be incorporated into the
strategic IRM plan required by the Paperwork Reduction Act (44 U.S.C. Chapter
35) and Section 8(b) of this circular. Security plans shall include:

a) Rules of the System. Establish a set of rules of behavior concerning
use of, security in, and the acceptable level of risk for, the system. The
rules shall be based on the needs of the various users of the system. The
security required by the rules shall be only as stringent as necessary to
provide adequate security for information in the system. Such rules shall
clearly delineate responsibilities and expected behavior of all individuals
with access to the system. They shall also include appropriate limits on
interconnections to other systems and shall define service provision and
restoration priorities. Finally, they shall be clear about the consequences
of behavior not consistent with the rules.

b) Training. Ensure that all individuals are appropriately trained in
how to fulfill their security responsibilities before allowing them access to
the system. Such training shall assure that employees are versed in the
rules of the system, be consistent with guidance issued by NIST and OPM,
and apprise them about available assistance and technical security
products and techniques. Behavior consistent with the rules of the system



and periodic refresher training shall be required for continued access to
the system.

c¢) Personnel Controls. Screen individuals who are authorized to
bypass significant technical and operational security controls of the
system commensurate with the risk and magnitude of harm they could
cause. Such screening shall occur prior to an individual being authorized
to bypass controls and periodically thereafter.

d) Incident Response Capability. Ensure that there is a capability to
provide help to users when a security incident occurs in the system and to
share information concerning common vulnerabilities and threats. This
capability shall share information with other organizations, consistent with
NIST coordination, and should assist the agency in pursuing appropriate
legal action, consistent with Department of Justice guidance.

€) Continuity of Support. Establish and periodically test the capability
to continue providing service within a system based upon the needs and
priorities of the participants of the system.

f) Technical Security. Ensure that cost-effective security products and
techniques are appropriately used within the system.

g) System Interconnection. Obtain written management authorization,
based upon the acceptance of risk to the system, prior to connecting with
other systems. Where connection is authorized, controls shall be
established which are consistent with the rules of the system and in
accordance with guidance from NIST.

3) Review of Security Controls. Review the security controlsin each system
when significant modifications are made to the system, but at least every three
years. The scope and frequency of the review should be commensurate with the
acceptable level of risk for the system. Depending on the potential risk and
magnitude of harm that could occur, consider | dentifying a deficiency pursuant
to OMB Circular No. A-123, "Management Accountability and Control” and the
Federal Managers Financia Integrity Act (FMFIA), if there is no assignment of
security responsibility, no security plan, or no authorization to process for a
system.

4) Authorize Processing. Ensure that a management official authorizesin
writing the use of each general support system based on implementation of its
security plan before beginning or significantly changing processing in the system.
Use of the system shall be re-authorized at least every three years.

b. Controls for Major Applications.

1) Assign Responsibility for Security. Assign responsibility for security of



each major application to a management official knowledgeable in the nature of
the information and process supported by the application and in the management,
personnel, operational, and technical controls used to protect it. This official shall
assure that effective security products and techniques are appropriately used in
the application and shall be contacted when a security incident occurs concerning
the application.

2) Application Security Plan. Plan for the adequate security of each major
application, taking into account the security of all systemsin which the
application will operate. The plan shall be consistent with guidance issued by
NIST. Advice and comment on the plan shall be solicited from the official
responsible for security in the primary system in which the application will
operate prior to the plan'simplementation. A summary of the security plans shall
be incorporated into the strategic IRM plan required by the Paperwork Reduction
Act. Application security plans shall include:

a) Application Rules. Establish a set of rules concerning use of and
behavior within the application. The rules shall be as stringent as
necessary to provide adequate security for the application and the
information in it. Such rules shall clearly delineate responsibilities and
expected behavior of al individuals with access to the application. In
addition, the rules shall be clear about the consequences of behavior not
consistent with the rules.

b) Specialized Training. Before allowing individuals access to the
application, ensure that all individuals receive specialized training focused
on their responsibilities and the application rules. This may be in addition
to the training required for access to a system. Such training may vary
from anotification at the time of access (e.g., for members of the public
using an information retrieval application) to formal training (e.g., for an
employee that works with a high-risk application).

¢) Personnel Security. Incorporate controls such as separation of
duties, least privilege and individual accountability into the application
and application rules as appropriate. In cases where such controls cannot
adequately protect the application or information in it, screen individuals
commensurate with the risk and magnitude of the harm they could cause.
Such screening shall be done prior to the individuals being authorized to
access the application and periodically thereafter.

d) Contingency Planning. Establish and periodically test the capability
to perform the agency function supported by the application in the event
of failure of its automated support.

e) Technical Controls. Ensure that appropriate security controls are
specified, designed into, tested, and accepted in the application in



accordance with appropriate guidance issued by NIST.

f) Information Sharing. Ensure that information shared from the
application is protected appropriately, comparable to the protection
provided when information is within the application.

g) Public Access Controls. Where an agency's application promotes or
permits public access, additional security controls shall be added to
protect the integrity of the application and the confidence the public hasin
the application. Such controls shall include segregating information made
directly accessible to the public from official agency records.

3) Review of Application Controls. Perform an independent review or audit of
the security controlsin each application at |east every three years. Consider
identifying a deficiency pursuant to OMB Circular No. A-123, "Management
Accountability and Control" and the Federal Managers' Financial Integrity Act if
there is no assignment of responsibility for security, no security plan, or no
authorization to process for the application.

4) Authorize Processing. Ensure that a management official authorizesin
writing use of the application by confirming that its security plan asimplemented
adequately secures the application. Results of the most recent review or audit of
controls shall be afactor in management authorizations. The application must be
authorized prior to operating and re-authorized at least every three years
thereafter. Management authorization implies accepting the risk of each system
used by the application.

4. Assignment of Responsibilities
a. Department of Commerce. The Secretary of Commerce shall:

1) Develop and issue appropriate standards and guidance for the security
of sensitive information in Federal computer systems.

2) Review and update guidelines for training in computer security
awareness and accepted computer security practice, with assistance from
OPM.

3) Provide agencies guidance for security planning to assist in their
development of application and system security plans.

4) Provide guidance and assistance, as appropriate, to agencies concerning
cost-effective controls when interconnecting with other systems.

5) Coordinate agency incident response activities to promote sharing of
incident response information and related vulnerabilities.



6) Evaluate new information technologies to assess their security
vulnerabilities, with technical assistance from the Department of Defense, and
apprise Federal agencies of such vulnerabilities as soon as they are known.

b. Department of Defense. The Secretary of Defense shall:

1) Provide appropriate technical advice and assistance (including work
products) to the Department of Commerce.

2) Assist the Department of Commerce in evaluating the vulnerabilities of
emerging information technol ogies.

c. Department of Justice. The Attorney General shall:

1) Provide appropriate guidance to agencies on legal remedies regarding
security incidents and ways to report and work with law enforcement concerning
such incidents.

2) Pursue appropriate legal actions when security incidents occur.
d. General Services Administration. The Administrator of General Services shall:

1) Provide guidance to agencies on addressing security considerations when
acquiring automated data processing equipment (as defined in section 111(a)(2)
of the Federal Property and Administrative Services Act of 1949, as amended).

2) Facilitate the development of contract vehicles for agenciesto usein the
acquisition of cost-effective security products and services (e.g., back-up
services).

3) Provide appropriate security services to meet the needs of Federal agencies
to the extent that such services are cost-effective.

e. Office of Personnel Management. The Director of the Office of Personnel
Management shall:

1) Assure that its regulations concerning computer security training for
Federal civilian employees are effective.

2) Assist the Department of Commerce in updating and maintaining
guidelines for training in computer security awareness and accepted computer
security practice.

f. Security Policy Board. The Security Policy Board shall coordinate the activities of
the Federal government regarding the security of information technology that
processes classified information in accordance with applicable national security
directives,



5. Correction of Deficiencies and Reports

a. Correction of Deficiencies. Agencies shall correct deficiencies which are identified
through the reviews of security for systems and major applications described above.

b. Reports on Deficiencies. In accordance with OMB Circular No. A-123,
"Management Accountability and Control", if adeficiency in controlsisjudged by
the agency head to be material when weighed against other agency deficiencies, it
shall be included in the annual FMFIA report. Less significant deficiencies shall be
reported and progress on corrective actions tracked at the appropriate agency level.

c. Summaries of Security Plans. Agencies shall include a summary of their system
security plans and major application plansin the strategic plan required by the
Paperwork Reduction Act (44 U.S.C. 3506).

B. Descriptive Information.

The following descriptive language is explanatory. It isincluded to assist in understanding the
reguirements of the Appendix.

The Appendix re-orients the Federal computer security program to better respond to arapidly
changing technological environment. It establishes government-wide responsibilities for Federal
computer security and requires Federal agencies to adopt a minimum set of management
controls. These management controls are directed at individual information technology usersin
order to reflect the distributed nature of today's technology.

For security to be most effective, the controls must be part of day-to-day operations. Thisis best
accomplished by planning for security not as a separate activity, but as an integral part of overall
planning.

"Adeguate security"” is defined as "security commensurate with the risk and magnitude of harm
resulting from the loss, misuse, or unauthorized access to or modification of information.” This
definition explicitly emphasizes the risk-based policy for cost-effective security established by
the Computer Security Act.

The Appendix no longer requires the preparation of formal risk analyses. In the past, substantial
resources have been expended doing complex analyses of specific risks to systems, with limited
tangible benefit in terms of improved security for the systems. Rather than continue to try to
precisely measure risk, security efforts are better served by generally assessing risks and taking
actions to manage them. While formal risk analyses need not be performed, the need to
determine adequate security will require that a risk-based approach be used. This risk assessment
approach should include a consideration of the major factors in risk management: the value of
the system or application, threats, vulnerabilities, and the effectiveness of current or proposed
safeguards. Additional guidance on effective risk assessment isavailable in "An Introduction to
Computer Security: The NIST Handbook" (March 16, 1995).



Discussion of the Appendix's Major Provisions. The following discussion is provided to aid
reviewers in understanding the changes in emphasis in the Appendix.

Automated Information Security Programs. Agencies are required to establish controlsto assure
adequate security for all information processed, transmitted, or stored in Federal automated
information systems. This Appendix emphasizes management controls affecting individual users
of information technology. Technical and operationa controls support management controls. To
be effective, al must interrelate. For example, authentication of individual usersis an important
management control, for which password protection is atechnical control. However, password
protection will only be effective if both a strong technology is employed, and it is managed to
assure that it is used correctly.

Four controls are set forth: assigning responsibility for security, security planning, periodic
review of security controls, and management authorization. The Appendix requires that these
management controls be applied in two areas of management responsibility: one for general
support systems and one for major applications.

The terms "genera support system” and "major application” were used in OMB Bulletins Nos.
88-16 and 90-08. A genera support system is "an interconnected set of information resources
under the same direct management control which shares common functionality.” Such a system
can be, for example, alocal areanetwork (LAN) including smart terminals that supports a branch
office, an agency-wide backbone, a communications network, a departmental data processing
enter including its operating system and utilities, atactical radio network, or a shared
information processing service organization. Normally, the purpose of a general support system
isto provide processing or communications support.

A major application isause of information and information technology to satisfy a specific set
of user requirements that requires special management attention to security due to therisk and
magnitude of harm resulting from the loss, misuse or unauthorized access to or modification of
the information in the application. All applications require some level of security, and adequate
security for most of them should be provided by security of the general support systemsin which
they operate. However, certain applications, because of the nature of the information in them,
require special management oversight and should be treated as major. Agencies are expected to
exercise management judgement in determining which of their applications are major.

The focus of OMB Bulletins Nos. 88-16 and 90-08 was on identifying and securing both general
support systems and applications which contained sensitive information. The Appendix requires
the establishment of security controlsin all general support systems, under the presumption that
all contain some sensitive information, and focuses extra security controls on alimited number
of particularly high-risk or major applications.

a. General Support Systems. The following controls are required in all general support
systems:

1) Assign Responsibility for Security. For each system, an individual should be a
focal point for assuring there is adequate security within the system, including ways



to prevent, detect, and recover from security problems. That responsibility should be
assigned in writing to an individual trained in the technology used in the system and
in providing security for such technology, including the management of security
controls such as user identification and authentication.

2) Security Plan. The Computer Security Act requires that security plans be
developed for all Federal computer systems that contain sensitive information. Given
the expansion of distributed processing since passage of the Act, the presumptionin
the Appendix isthat all general support systems contain some sensitive information
which requires protection to assure its integrity, availability, or confidentiality, and
therefore all systems require security plans.

Previous guidance on security planning was contained in OMB Bulletin No. 90-
08. This-Appendix supersedes OMB Bulletin 90-08 and expands the coverage of
security plans from Bulletin 90-08 to include rules of individual behavior as well as
technical security. Consistent with OMB Bulletin 90-08, the Appendix directs NIST
to update and expand security planning guidance and issue it as a Federal Information
Processing Standard (FIPS). In the interim, agencies should continue to use the
Appendix of OMB Bulletin No. 90-08 as guidance for the technical portion of their
security plans.

The Appendix continues the requirement that independent advice and comment
on the security plan for each system be sought. The intent of this requirement isto
improve the plans, foster communication between managers of different systems, and
promote the sharing of security expertise.

This Appendix a so continues the requirement from the Computer Security Act
that summaries of security plans be included in agency strategic information
resources management plans. OMB will provide additional guidance about the
contents of those strategic plans, pursuant to the Paperwork Reduction Act of 1995.

The following specific security controls should be included in the security plan
for ageneral support system:

a) Rules. An important new requirement for security plansisthe
establishment of a set of rules of behavior for individual users of each general
support system. These rules should clearly delineate responsibilities of and
expectations for all individuals with access to the system. They should be
consistent with system-specific policy as described in "An Introduction to
Computer Security: The NIST Handbook" (March 16, 1995). In addition, they
should state the consequences of non-compliance. The rules should bein
writing and will form the basis for security awareness and training.

The development of rules for a system must take into consideration the
needs of all parties who use the system. Rules should be as stringent as
necessary to provide adequate security. Therefore, the acceptable level of risk
for the system must be established and should form the basis for determining



therules.

Rules should cover such matters as work at home, dial-in access,
connection to the Internet, use of copyrighted works, unofficial use of
government equipment, the assignment and limitation of system privileges,
and individual accountability. Often rules should reflect technical security
controlsin the system. For example, rules regarding password use should be
consistent with technical password features in the system. Rules may be
enforced through administrative sanctions specifically related to the system
(e.g. loss of system privileges) or through more general sanctions as are
imposed for violating other rules of conduct. In addition, the rules should
specifically address restoration of service as aconcern of al users of the
system.

b) Training. The Computer Security Act requires Federal agenciesto
provide for the mandatory periodic training in computer security awareness
and accepted computer security practice of all employees who are involved
with the management, use or operation of a Federal computer system within
or under the supervision of the Federal agency. This includes contractors as
well as employees of the agency. Access provided to members of the public
should be constrained by controls in the applications through which accessis
allowed, and training should be within the context of those controls. The
Appendix enforces such mandatory training by requiring its completion prior
to granting access to the system. Each new user of ageneral support systemin
some sense introduces arisk to all other users. Therefore, each user should be
versed in acceptable behavior -- the rules of the system -- before being
allowed to use the system. Training should also inform the individual how to
get help in the event of difficulty with using or security of the system.

Training should be tailored to what a user needs to know to use the system
securely, given the nature of that use. Training may be presented in stages, for
example as more access is granted. In some cases, the training should be in
the form of classroom instruction. In other cases, interactive computer
sessions or well-written and understandabl e brochures may be sufficient,
depending on the risk and magnitude of harm.

Over time, attention to security tends to dissipate. In addition, changesto a
system may necessitate a change in the rules or user procedures. Therefore,
individuals should periodically have refresher training to assure that they
continue to understand and abide by the applicable rules.

To assist agencies, the Appendix requires NIST, with assistance from the
Office of Personnel Management (OPM), to update its existing guidance. It
also proposes that OPM assure that its rules for computer security training for
Federal civilian employees are effective.



c¢) Personnel Controls. It has long been recognized that the greatest harm
has come from authorized individuals engaged in improper activities, whether
intentional or accidental. In every general support system, a number of
technical, operational, and management controls are used to prevent and
detect harm. Such controls include individual accountability, "least privilege,”
and separation of duties.

Individual accountability consists of holding someone responsible for his
or her actions. In ageneral support system, accountability is normally
accomplished by identifying and authenticating users of the system and
subsequently tracing actions on the system to the user who initiated them.
This may be done, for example, by looking for patterns of behavior by users.

Least privilegeisthe practice of restricting a user's access (to datafiles, to
processing capability, or to peripherals) or type of access (read, write,
execute, delete) to the minimum necessary to perform his or her job.

Separation of dutiesis the practice of dividing the stepsin acritica
function among different individuals. For example, one system programmer
can create a critical piece of operating system code, while another authorizes
its implementation. Such a control keeps a single individual from subverting a
critical process.

Nevertheless, in some instances, individuals may be given the ability to
bypass some significant technical and operational controlsin order to perform
system administration and maintenance functions (e.g., LAN administrators or
systems programmers). Screening such individuals in positions of trust will
supplement technical, operational, and management controls, particularly
where the risk and magnitude of harm is high.

d) Incident Response Capability. Security incidents, whether caused by
viruses, hackers, or software bugs, are becoming more common. When faced
with a security incident, an agency should be able to respond in a manner that
both protects its own information and helps to protect the information of
others who might be affected by the incident. To address this concern,
agencies should establish formal incident response mechanisms. Awareness
and training for individual s with access to the system should include how to
use the system's incident response capability.

To befully effective, incident handling must also include sharing
information concerning common vulnerabilities and threats with those in other
systems and other agencies. The Appendix directs agencies to effectuate such
sharing, and tasks NIST to coordinate those agency activities government-
wide.



The Appendix also directs the Department of Justice to provide
appropriate guidance on pursuing legal remediesin the case of serious
incidents.

€) Continuity of Support. Inevitably, there will be service interruptions.
Agency plans should assure that there is an ability to recover and provide
service sufficient to meet the minimal needs of users of the system. Manual
procedures are generally NOT a viable back-up option. When automated
support is not available, many functions of the organization will effectively
cease. Therefore, it isimportant to take cost-effective steps to manage any
disruption of service.

Decisions on the level of service needed at any particular time and on
prioritiesin service restoration should be made in consultation with the users
of the system and incorporated in the system rules. Experience has shown that
recovery plansthat are periodically tested are substantially more viable than
those that are not. Moreover, untested plans may actually create afalse sense
of security.

f) Technical Security. Agencies should assure that each system
appropriately uses effective security products and techniques, consistent with
standards and guidance from NIST. Often such techniques will correspond
with system rules of behavior, such asin the proper use of password
protection.

The Appendix directs NIST to continue to issue computer security
guidance to assist agencies in planning for and using technical security
products and techniques. Until such guidance isissued, however, the planning
guidance included in OMB Bulletin 90-08 can assist in determining
techniques for effective security in a system and in addressing technical
controls in the security plan.

g) System Interconnection. In order for acommunity to effectively
manage risk, it must control access to and from other systems. The degree of
such control should be established in the rules of the system and all
participants should be made aware of any limitations on outside access.
Technical controlsto accomplish this should be put in place in accordance
with guidance issued by NIST.

There are varying degrees of how connected a system is. For example,
some systems will choose to isolate themselves, others will restrict access
such as allowing only e-mail connections or remote access only with
sophisticated authentication, and others will be fully open. The management
decision to interconnect should be based on the availability and use of
technical and non-technical safeguards and consistent with the acceptable
level of risk defined in the system rules.



3) Review of Security Controls. The security of a system will degrade over time,
as the technology evolves and as people and procedures change. Reviews should
assure that management, operational, personnel, and technical controls are
functioning effectively. Security controls may be reviewed by an independent audit or
aself review. The type and rigor of review or audit should be commensurate with the
acceptable level of risk that is established in the rules for the system and the
likelihood of learning useful information to improve security. Technical tools such as
virus scanners, vulnerability assessment products (which look for known security
problems, configuration errors, and the installation of the latest patches), and
penetration testing can assist in the on-going review of different facets of systems.
However, these tools are no substitute for aformal management review at least every
three years. Indeed, for some high-risk systems with rapidly changing technology,
three years will be too long.

Depending upon the risk and magnitude of harm that could result, weaknesses
identified during the review of security controls should be reported as deficienciesin
accordance with OMB Circular No. A-123, "Management A ccountability and
Control" and the Federal Managers Financial Integrity Act. In particular, if abasic
management control such as assignment of responsibility, aworkable security plan,
or management authorization are missing, then consideration should be given to
identifying a deficiency.

4) Authorize Processing. The authorization of a system to process information,
granted by a management official, provides an important quality control (some
agencies refer to this authorization as accreditation). By authorizing processing in a
system, a manager accepts the risk associated with it. Authorization is not a decision
that should be made by the security staff.

Both the security official and the authorizing management official have security
responsibilities. In general, the security official is closer to the day-to-day operation
of the system and will direct or perform security tasks. The authorizing official will
normally have general responsibility for the organization supported by the system.

Management authorization should be based on an assessment of management,
operational, and technical controls. Since the security plan establishes the security
controls, it should form the basis for the authorization, supplemented by more
specific studies as needed. In addition, the periodic review of controls should also
contribute to future authorizations. Some agencies perform "certification reviews' of
their systems periodically. These formal technical evaluations lead to a management
accreditation, or "authorization to process.” Such certifications (such as those using
the methodology in FIPS Pub 102 "Guideline for Computer Security Certification and
Accreditation") can provide useful information to assist management in authorizing a
system, particularly when combined with areview of the broad behavioral controls
envisioned in the security plan required by the Appendix.

Re-authorization should occur prior to a significant change in processing, but at



least every three years. It should be done more often where there is a high risk and
potential magnitude of harm.

b. Controlsin Major Applications. Certain applications require special management
attention due to the risk and magnitude of harm that could occur. For such applications,
the controls of the support system(s) in which they operate are likely to be insufficient.
Therefore, additional controls specific to the application are required. Since the function
of applicationsis the direct manipulation and use of information, controls for securing
applications should emphasize protection of information and the way it is manipulated.

1) Assign Responsibility for Security. By definition, major applications are high
risk and require specia management attention. Major applications usually support a
single agency function and often are supported by more than one general support
system. It isimportant, therefore, that an individual be assigned responsibility in
writing to assure that the particular application has adequate security. To be effective,
thisindividual should be knowledgeable in the information and process supported by
the application and in the management, personnel, operational, and technical controls
used to protect the application.

2) Application Security Plans. Security for each major application should be
addressed by a security plan specific to the application. The plan should include
controls specific to protecting information and should be developed from the
application manager's perspective. To assist in assuring its viability, the plan should
be provided to the manager of the primary support system which the application uses
for advice and comment. This recognizes the critical dependence of the security of
major applications on the underlying support systems they use. Summaries of
application security plans should be included in strategic information resource
management plans in accordance with this Circular.

a) Application Rules. Rules of behavior should be established which
delineate the responsibilities and expected behavior of all individuals with
access to the application. The rules should state the consequences of
inconsistent behavior. Often the rules will be associated with technical
controls implemented in the application. Such rules should include, for
example, limitations on changing data, searching databases, or divulging
information.

b) Specialized Training. Training isrequired for all individuals given
access to the application, including members of the public. It should vary
depending on the type of access allowed and the risk that access represents to
the security of the application and information in it. Thistraining will bein
addition to that required for access to a support system.

c) Personnel Security. For most major applications, management controls
such asindividual accountability requirements, separation of duties enforced
by access controls, or limitations on the processing privileges of individuals,



are generally more cost-effective personnel security controls than background
screening. Such controls should be implemented as both technical controls
and as application rules. For example, technical controlsto ensure individual
accountability, such aslooking for patterns of user behavior, are most
effectiveif users are aware that there is such atechnical control. If adequate
audit or access controls (through both technical and non-technical methods)
cannot be established, then it may be cost-effective to screen personnel,
commensurate with the risk and magnitude of harm they could cause. The
change in emphasis on screening in the Appendix should not affect
background screening deemed necessary because of other duties that an
individual may perform.

d) Contingency Planning. Normally the Federal mission supported by a
major application is critically dependent on the application. Manual
processing is generally NOT aviable back-up option. Managers should plan
for how they will perform their mission and/or recover from the loss of
existing application support, whether the loss is due to the inability of the
application to function or a general support system failure. Experience has
demonstrated that testing a contingency plan significantly improvesits
viability. Indeed, untested plans or plans not tested for along period of time
may create afalse sense of ability to recover in atimely manner.

€) Technical Controls. Technical security controls, for example tests to
filter invalid entries, should be built into each application. Often these
controls will correspond with the rules of behavior for the application. Under
the previous Appendix, application security was focused on the process by
which sensitive, custom applications were developed. While that processis
not addressed in detail in this Appendix, it remains an effective method for
assuring that security controls are built into applications. Additionally, the
technical security controls defined in OMB Bulletin No. 90-08 will continue,
until that guidance is replaced by NIST's security planning guidance.

f) Information Sharing. Assure that information which is shared with
Federal organizations, State and local governments, and the private sector is
appropriately protected comparable to the protection provided when the
information is within the application. Controls on the information may stay
the same or vary when the information is shared with another entity. For
example, the primary user of the information may require a high level of
availability while the secondary user does not, and can therefore relax some of
the controls designed to maintain the availability of the information. At the
same time, however, the information shared may require alevel of
confidentiality that should be extended to the secondary user. This normally
requires notification and agreement to protect the information prior to its
being shared.

g) Public Access Controls. Permitting public accessto a Federal



application is an important method of improving information exchange with
the public. At the same time, it introduces risks to the Federal application. To
mitigate these risks, additional controls should be in place as appropriate.
These controls are in addition to controls such as "firewalls' that are put in
place for security of the general support system.

In general, it is more difficult to apply conventional controlsto public
access systems, because many of the users of the system may not be subject to
individual accountability policies. In addition, public access systems may be a
target for mischief because of their higher visibility and published access
methods.

Official records need to be protected against loss or alteration. Official
records in electronic form are particularly susceptible since they can be
relatively easy to change or destroy. Therefore, official records should be
segregated from information made directly accessible to the public. There are
different ways to segregate records. Some agencies and organizations are
creating dedicated information dissemination systems (such as bulletin boards
or World Wide Web servers) to support this function. These systems can be
on the outside of secure gateways which protect internal agency records from
outside access.

In order to secure applications that allow direct public access,
conventional techniques such as least privilege (limiting the processing
capability as well as access to data) and integrity assurances (such as checking
for viruses, clearly labeling the age of data, or periodically spot checking data)
should also be used. Additional guidance on securing public access systemsis
available from NIST Computer Systems Laboratory Bulletin " Security |ssues
in Public Access Systems' (May, 1993).

3) Review of Application Controls. At least every three years, an independent
review or audit of the security controls for each major application should be
performed. Because of the higher risk involved in magjor applications, the review or
audit should be independent of the manager responsible for the application. Such
reviews should verify that responsibility for the security of the application has been
assigned, that a viable security plan for the application isin place, and that a manager
has authorized the processing of the application. A deficiency in any of these controls
should be considered a deficiency pursuant to the Federal Manager's Financia
Integrity Act and OMB Circular No. A-123, "Management Accountability and
Control."

The review envisioned here is different from the system test and certification
process required in the current Appendix. That process, however, remains useful for
assuring that technical security features are built into custom-devel oped software
applications. While the controlsin that process are not specifically called for in this
Appendix, they remain in Bulletin No. 90-08, and are recommended in appropriate



circumstances as technical controls.

4) Authorize Processing. A major application should be authorized by the
management official responsible for the function supported by the application at |east
every three years, but more often where the risk and magnitude of harmis high. The
intent of this requirement isto assure that the senior official whose mission will be
adversely affected by security weaknesses in the application periodically assesses and
accepts the risk of operating the application. The authorization should be based on the
application security plan and any review(s) performed on the application. It should
also take into account the risks from the general support systems used by the
application.

4. Assignment of Responsibilities. The Appendix assigns government-wide
responsibilities to agencies that are consistent with their missions and the Computer
Security Act.

a. Department of Commerce. The Department of Commerce, through NIST, is assigned
the following responsibilities consistent with the Computer Security Act.

1) Develop and issue security standards and guidance.

2) Review and update, with assistance from OPM, the guidelines for security
training issued in 1988 pursuant to the Computer Security Act to assure they are
effective.

3) Replace and update the technical planning guidance in the appendix to OMB
Bulletin 90-08 This should include guidance on effective risk-based security absent a
formal risk analysis.

4) Provide agencies with guidance and assi stance concerning effective controls
for systems when interconnecting with other systems, including the Internet. Such
guidance on, for example, so-caled "firewalls' is becoming widely available and is
critical to agencies as they consider how to interconnect their communications
capabilities.

5) Coordinate agency incident response activities. Coordination of agency
incident response activities should address both threats and vulnerabilities as well as
improve the ability of the Federal government for rapid and effective cooperation in
response to serious security breaches.

6) Assess security vulnerabilitiesin new information technol ogies and apprise
Federal agencies of such vulnerabilities. The intent of this new requirement isto help
agencies understand the security implications of technology before they purchase and
field it. In the past, there have been too many instances where agencies have acquired
and implemented technol ogy, then found out about vulnerabilities in the technol ogy
and had to retrofit security measures. This activity isintended to help avoid such
difficulties in the future.



b. Department of Defense. The Department, through the National Security Agency,
should provide technical advice and assistance to NIST, including work products such as
technical security guidelines, which NIST can draw upon for devel oping standards and
guidelines for protecting sensitive information in Federal computers.

Also, the Department, through the National Security Agency, should assist NIST in
evaluating vulnerabilities in emerging technologies. Such vulnerabilities may present a
risk to national security information as well asto unclassified information.

c. Department of Justice. The Department of Justice should provide appropriate guidance
to Federal agencies on legal remedies available to them when serious security incidents
occur. Such guidance should include ways to report incidents and cooperate with law
enforcement.

In addition, the Department should pursue appropriate legal actions on behalf of the
Federal government when serious security incidents occur.

d. General Services Administration. The General Services Administration should provide
agencies guidance for addressing security considerations when acquiring information
technology products or services. This continues the current requirement.

In addition, where cost-effective to do so, GSA should establish government-wide
contract vehicles for agencies to use to acquire certain security services. Such vehicles
already exist for providing system back-up support and conducting security analyses.

GSA should a'so provide appropriate security services to assist Federal agenciesto the
extent that provision of such servicesis cost-effective. Thisincludes providing, in
conjunction with the Department of Defense and the Department of Commerce,
appropriate services which support Federal use of the National Information Infrastructure
(e.g., use of digital signature technology).

e. Office of Personnel Management. In accordance with the Computer Security Act,
OPM should review its regulations concerning computer security training and assure that
they are effective.

In addition, OPM should assist the Department of Commerce in the review and update of
its computer security awareness and training guidelines. OPM worked closely with NIST
in developing the current guidelines and should work with NIST in revising those
guidelines.

f. Security Policy Board. The Security Policy Board is assigned responsibility for
national security policy coordination in accordance with the appropriate Presidential
directive. Thisincludes policy for the security of information technology used to process
classified information.

Circular A-130 and this Appendix do not apply to information technology that supports
certain critical national security missions, as defined in 44 U.S.C. 3502(9) and 10 U.S.C.



2315. Policy and procedural requirements for the security of national security systems
(telecommunications and information systems that contain classified information or that
support those critical national security missions (44 U.S.C. 3502(9) and 10 U.S.C. 2315))
is assigned to the Department of Defense pursuant to Presidential directive. The Circular
clarifies that information classified for national security purposes should also be handled
in accordance with appropriate national security directives. Where classified information
isrequired to be protected by more stringent security requirements, those requirements
should be followed rather than the requirements of this Appendix.

5. Reports. The Appendix requires agencies to provide two reports to OMB:

Thefirst is arequirement that agencies report security deficiencies and material
weaknesses within their FMFIA reporting mechanisms as defined by OMB Circular
No. A-123, "Management Accountability and Control," and take corrective actionsin
accordance with that directive.

The second, defined by the Computer Security Act, requires that a summary of
agency security plans be included in the information resources management plan
required by the Paperwork Reduction Act.



The National Environmental Policy Act of 1969, as amended

(Pub. L. 91-190, 42 U.S.C. 4321-4347, January 1, 1970, as amended by Pub. L. 94-52, July 3, 1975,
Pub. L. 94-83, August 9, 1975, and Pub. L. 97-258, € 4(b), Sept. 13, 1982)

An Act to establish a national policy for the environment, to provide for the establishment of a Council on
Environmental Quality, and for other purposes.

Be it enacted by the Senate and House of Representatives of the United States of America in Congress
assembled, That this Act may be cited as the "National Environmental Policy Act of 1969."

Purpose
Sec. 2 [42 USC € 4321].

The purposes of this Act are: To declare a national policy which will encourage productive and enjoyable
harmony between man and his environment; to promote efforts which will prevent or eliminate damage to
the environment and biosphere and stimulate the health and welfare of man; to enrich the understanding
of the ecological systems and natural resources important to the Nation; and to establish a Council on
Environmental Quality.

TITLE |

CONGRESSIONAL DECLARATION OF NATIONAL ENVIRONMENTAL
POLICY

Sec. 101 [42 USC € 4331].

(a) The Congress, recognizing the profound impact of man's activity on the interrelations of all
components of the natural environment, particularly the profound influences of population growth, high-
density urbanization, industrial expansion, resource exploitation, and new and expanding technological
advances and recognizing further the critical importance of restoring and maintaining environmental
quality to the overall welfare and development of man, declares that it is the continuing policy of the
Federal Government, in cooperation with State and local governments, and other concerned public and
private organizations, to use all practicable means and measures, including financial and technical
assistance, in a manner calculated to foster and promote the general welfare, to create and maintain
conditions under which man and nature can exist in productive harmony, and fulfill the social, economic,
and other requirements of present and future generations of Americans.

(b) In order to carry out the policy set forth in this Act, it is the continuing responsibility of the Federal
Government to use all practicable means, consistent with other essential considerations of national
policy, to improve and coordinate Federal plans, functions, programs, and resources to the end that the
Nation may --

1. fulfill the responsibilities of each generation as trustee of the environment for succeeding
generations;

2. assure for all Americans safe, healthful, productive, and aesthetically and culturally pleasing
surroundings;



3. attain the widest range of beneficial uses of the environment without degradation, risk to health or
safety, or other undesirable and unintended consequences;

4. preserve important historic, cultural, and natural aspects of our national heritage, and maintain,
wherever possible, an environment which supports diversity, and variety of individual choice;

5. achieve a balance between population and resource use which will permit high standards of living
and a wide sharing of life's amenities; and

6. enhance the quality of renewable resources and approach the maximum attainable recycling of
depletable resources.

(c) The Congress recognizes that each person should enjoy a healthful environment and that each
person has a responsibility to contribute to the preservation and enhancement of the environment.

Sec. 102 [42 USC € 4332].

The Congress authorizes and directs that, to the fullest extent possible: (1) the policies, regulations, and
public laws of the United States shall be interpreted and administered in accordance with the policies set
forth in this Act, and (2) all agencies of the Federal Government shall --

(A) utilize a systematic, interdisciplinary approach which will insure the integrated use of the
natural and social sciences and the environmental design arts in planning and in decisionmaking
which may have an impact on man's environment;

(B) identify and develop methods and procedures, in consultation with the Council on
Environmental Quality established by title 1l of this Act, which will insure that presently
unquantified environmental amenities and values may be given appropriate consideration in
decisionmaking along with economic and technical considerations;

(C) include in every recommendation or report on proposals for legislation and other major
Federal actions significantly affecting the quality of the human environment, a detailed statement
by the responsible official on --

(i) the environmental impact of the proposed action,

(i) any adverse environmental effects which cannot be avoided should the proposal be
implemented,

(iii) alternatives to the proposed action,

(iv) the relationship between local short-term uses of man's environment and the
maintenance and enhancement of long-term productivity, and

(v) any irreversible and irretrievable commitments of resources which would be involved
in the proposed action should it be implemented.

Prior to making any detailed statement, the responsible Federal official shall consult with and
obtain the comments of any Federal agency which has jurisdiction by law or special expertise
with respect to any environmental impact involved. Copies of such statement and the comments
and views of the appropriate Federal, State, and local agencies, which are authorized to develop
and enforce environmental standards, shall be made available to the President, the Council on
Environmental Quality and to the public as provided by section 552 of title 5, United States Code,
and shall accompany the proposal through the existing agency review processes;



(D) Any detailed statement required under subparagraph (C) after January 1, 1970, for any major
Federal action funded under a program of grants to States shall not be deemed to be legally
insufficient solely by reason of having been prepared by a State agency or official, if:

(i) the State agency or official has statewide jurisdiction and has the responsibility for
such action,

(i) the responsible Federal official furnishes guidance and participates in such
preparation,

(iii) the responsible Federal official independently evaluates such statement prior to its
approval and adoption, and

(iv) after January 1, 1976, the responsible Federal official provides early notification to,
and solicits the views of, any other State or any Federal land management entity of any
action or any alternative thereto which may have significant impacts upon such State or
affected Federal land management entity and, if there is any disagreement on such
impacts, prepares a written assessment of such impacts and views for incorporation into
such detailed statement.

The procedures in this subparagraph shall not relieve the Federal official of his responsibilities for
the scope, objectivity, and content of the entire statement or of any other responsibility under this

Act; and further, this subparagraph does not affect the legal sufficiency of statements prepared by
State agencies with less than statewide jurisdiction.

(E) study, develop, and describe appropriate alternatives to recommended courses of action in
any proposal which involves unresolved conflicts concerning alternative uses of available
resources;

(F) recognize the worldwide and long-range character of environmental problems and, where
consistent with the foreign policy of the United States, lend appropriate support to initiatives,
resolutions, and programs designed to maximize international cooperation in anticipating and
preventing a decline in the quality of mankind's world environment;

(G) make available to States, counties, municipalities, institutions, and individuals, advice and
information useful in restoring, maintaining, and enhancing the quality of the environment;

(H) initiate and utilize ecological information in the planning and development of resource-
oriented projects; and

(I) assist the Council on Environmental Quality established by title Il of this Act.
Sec. 103 [42 USC € 4333].

All agencies of the Federal Government shall review their present statutory authority, administrative
regulations, and current policies and procedures for the purpose of determining whether there are any
deficiencies or inconsistencies therein which prohibit full compliance with the purposes and provisions of
this Act and shall propose to the President not later than July 1, 1971, such measures as may be
necessary to bring their authority and policies into conformity with the intent, purposes, and procedures
set forth in this Act.

Sec. 104 [42 USC € 4334].



Nothing in section 102 [42 USC € 4332] or 103 [42 USC € 4333] shall in any way affect the specific

statutory obligations of any Federal agency (1) to comply with criteria or standards of environmental
quality, (2) to coordinate or consult with any other Federal or State agency, or (3) to act, or refrain from
acting contingent upon the recommendations or certification of any other Federal or State agency.

Sec. 105 [42 USC € 4335].

The policies and goals set forth in this Act are supplementary to those set forth in existing authorizations
of Federal agencies.

TITLE Il
COUNCIL ON ENVIRONMENTAL QUALITY

Sec. 201 [42 USC € 4341].

The President shall transmit to the Congress annually beginning July 1, 1970, an Environmental Quality
Report (hereinafter referred to as the "report”) which shall set forth (1) the status and condition of the
major natural, manmade, or altered environmental classes of the Nation, including, but not limited to, the
air, the aquatic, including marine, estuarine, and fresh water, and the terrestrial environment, including,
but not limited to, the forest, dryland, wetland, range, urban, suburban an rural environment; (2) current
and foreseeable trends in the quality, management and utilization of such environments and the effects of
those trends on the social, economic, and other requirements of the Nation; (3) the adequacy of available
natural resources for fulfilling human and economic requirements of the Nation in the light of expected
population pressures; (4) a review of the programs and activities (including regulatory activities) of the
Federal Government, the State and local governments, and nongovernmental entities or individuals with
particular reference to their effect on the environment and on the conservation, development and
utilization of natural resources; and (5) a program for remedying the deficiencies of existing programs and
activities, together with recommendations for legislation.

Sec. 202 [42 USC € 4342].

There is created in the Executive Office of the President a Council on Environmental Quality (hereinafter
referred to as the "Council"). The Council shall be composed of three members who shall be appointed by
the President to serve at his pleasure, by and with the advice and consent of the Senate. The President
shall designate one of the members of the Council to serve as Chairman. Each member shall be a person
who, as a result of his training, experience, and attainments, is exceptionally well qualified to analyze and
interpret environmental trends and information of all kinds; to appraise programs and activities of the
Federal Government in the light of the policy set forth in title | of this Act; to be conscious of and
responsive to the scientific, economic, social, aesthetic, and cultural needs and interests of the Nation;
and to formulate and recommend national policies to promote the improvement of the quality of the
environment.

Sec. 203 [42 USC € 4343].

(a) The Council may employ such officers and employees as may be necessary to carry out its functions
under this Act. In addition, the Council may employ and fix the compensation of such experts and
consultants as may be necessary for the carrying out of its functions under this Act, in accordance with
section 3109 of title 5, United States Code (but without regard to the last sentence thereof).



(b) Notwithstanding section 1342 of Title 31, the Council may accept and employ voluntary and
uncompensated services in furtherance of the purposes of the Council.

Sec. 204 [42 USC € 4344].

It shall be the duty and function of the Council --

1.

to assist and advise the President in the preparation of the Environmental Quality Report required
by section 201 [42 USC € 4341] of this title;

to gather timely and authoritative information concerning the conditions and trends in the quality
of the environment both current and prospective, to analyze and interpret such information for the
purpose of determining whether such conditions and trends are interfering, or are likely to
interfere, with the achievement of the policy set forth in title | of this Act, and to compile and
submit to the President studies relating to such conditions and trends;

to review and appraise the various programs and activities of the Federal Government in the light
of the policy set forth in title | of this Act for the purpose of determining the extent to which such
programs and activities are contributing to the achievement of such policy, and to make
recommendations to the President with respect thereto;

to develop and recommend to the President national policies to foster and promote the
improvement of environmental quality to meet the conservation, social, economic, health, and
other requirements and goals of the Nation;

to conduct investigations, studies, surveys, research, and analyses relating to ecological systems
and environmental quality;

to document and define changes in the natural environment, including the plant and animal
systems, and to accumulate necessary data and other information for a continuing analysis of
these changes or trends and an interpretation of their underlying causes;

to report at least once each year to the President on the state and condition of the environment;
and

to make and furnish such studies, reports thereon, and recommendations with respect to matters
of policy and legislation as the President may request.

Sec. 205 [42 USC € 4345].

In exercising its powers, functions, and duties under this Act, the Council shall --

1.

consult with the Citizens' Advisory Committee on Environmental Quality established by Executive
Order No. 11472, dated May 29, 1969, and with such representatives of science, industry,
agriculture, labor, conservation organizations, State and local governments and other groups, as
it deems advisable; and

utilize, to the fullest extent possible, the services, facilities and information (including statistical
information) of public and private agencies and organizations, and individuals, in order that
duplication of effort and expense may be avoided, thus assuring that the Council's activities will
not unnecessarily overlap or conflict with similar activities authorized by law and performed by
established agencies.

Sec. 206 [42 USC € 4346].

Members of the Council shall serve full time and the Chairman of the Council shall be compensated at the
rate provided for Level Il of the Executive Schedule Pay Rates [5 USC € 5313]. The other members of
the Council shall be compensated at the rate provided for Level IV of the Executive Schedule Pay Rates
[5 USC € 5315].



Sec. 207 [42 USC € 4346a).

The Council may accept reimbursements from any private nonprofit organization or from any department,
agency, or instrumentality of the Federal Government, any State, or local government, for the reasonable
travel expenses incurred by an officer or employee of the Council in connection with his attendance at
any conference, seminar, or similar meeting conducted for the benefit of the Council.

Sec. 208 [42 USC € 4346b].

The Council may make expenditures in support of its international activities, including expenditures for:
(1) international travel; (2) activities in implementation of international agreements; and (3) the support of
international exchange programs in the United States and in foreign countries.

Sec. 209 [42 USC € 4347].

There are authorized to be appropriated to carry out the provisions of this chapter not to exceed $300,000
for fiscal year 1970, $700,000 for fiscal year 1971, and $1,000,000 for each fiscal year thereafter.

The Environmental Quality Improvement Act, as amended (Pub. L. No. 91- 224, Title Il, April 3, 1970;
Pub. L. No. 97-258, September 13, 1982; and Pub. L. No. 98-581, October 30, 1984.

42 USC @ 4372.

(a) There is established in the Executive Office of the President an office to be known as the
Office of Environmental Quality (hereafter in this chapter referred to as the "Office"). The
Chairman of the Council on Environmental Quality established by Public Law 91-190 shall be the
Director of the Office. There shall be in the Office a Deputy Director who shall be appointed by
the President, by and with the advice and consent of the Senate.

(b) The compensation of the Deputy Director shall be fixed by the President at a rate not in
excess of the annual rate of compensation payable to the Deputy Director of the Office of
Management and Budget.

(c) The Director is authorized to employ such officers and employees (including experts and
consultants) as may be necessary to enable the Office to carry out its functions ;under this
chapter and Public Law 91-190, except that he may employ no more than ten specialists and
other experts without regard to the provisions of Title 5, governing appointments in the
competitive service, and pay such specialists and experts without regard to the provisions of
chapter 51 and subchapter Il of chapter 53 of such title relating to classification and General
Schedule pay rates, but no such specialist or expert shall be paid at a rate in excess of the
maximum rate for GS-18 of the General Schedule under section 5332 of Title 5.

(d) In carrying out his functions the Director shall assist and advise the President on policies and
programs of the Federal Government affecting environmental quality by --

1. providing the professional and administrative staff and support for the Council on
Environmental Quality established by Public Law 91- 190;

2. assisting the Federal agencies and departments in appraising the effectiveness of
existing and proposed facilities, programs, policies, and activities of the Federal
Government, and those specific major projects designated by the President which do not
require individual project authorization by Congress, which affect environmental quality;



3. reviewing the adequacy of existing systems for monitoring and predicting environmental
changes in order to achieve effective coverage and efficient use of research facilities and
other resources;

4. promoting the advancement of scientific knowledge of the effects of actions and
technology on the environment and encouraging the development of the means to
prevent or reduce adverse effects that endanger the health and well-being of man;

5. assisting in coordinating among the Federal departments and agencies those programs
and activities which affect, protect, and improve environmental quality;

6. assisting the Federal departments and agencies in the development and interrelationship
of environmental quality criteria and standards established throughout the Federal
Government;

7. collecting, collating, analyzing, and interpreting data and information on environmental
quality, ecological research, and evaluation.

(e) The Director is authorized to contract with public or private agencies, institutions, and
organizations and with individuals without regard to section 3324(a) and (b) of Title 31 and
section 5 of Title 41 in carrying out his functions.

42 USC 9 4373. Each Environmental Quality Report required by Public Law 91-190 shall, upon

transmittal to Congress, be referred to each standing committee having jurisdiction over any part of the
subject matter of the Report.

42 USC @ 4374. There are hereby authorized to be appropriated for the operations of the Office of
Environmental Quality and the Council on Environmental Quality not to exceed the following sums for the
following fiscal years which sums are in addition to those contained in Public Law 91- 190:

(a) $2,126,000 for the fiscal year ending September 30, 1979.

(b) $3,000,000 for the fiscal years ending September 30, 1980, and September 30, 1981.

(c) $44,000 for the fiscal years ending September 30, 1982, 1983, and 1984.

(d) $480,000 for each of the fiscal years ending September 30, 1985 and 1986.
42 USC @ 4375.

(a) There is established an Office of Environmental Quality Management Fund (hereinafter
referred to as the "Fund") to receive advance payments from other agencies or accounts that may
be used solely to finance --

1. study contracts that are jointly sponsored by the Office and one or more other Federal
agencies; and

2. Federal interagency environmental projects (including task forces) in which the Office
participates.

(b) Any study contract or project that is to be financed under subsection (a) of this section may be
initiated only with the approval of the Director.

(c) The Director shall promulgate regulations setting forth policies and procedures for operation of
the Fund.



The Freedom of Information Act, 5 U.S.C. § 552
As Amended By
Public Law No. 110-175, 121 Stat. 2524

Below is the full text of the Freedom of Information Act in a form showing all
amendments to the statute made by the “Openness Promotes Effectiveness in our
National Government Act of 2007.”” All newly enacted provisions are in boldface type.

8 552. Public information; agency rules, opinions, orders, records, and proceedings
(a) Each agency shall make available to the public information as follows:

(1) Each agency shall separately state and currently publish in the Federal
Register for the guidance of the public—

(A) descriptions of its central and field organization and the established
places at which, the employees (and in the case of a uniformed service, the
members) from whom, and the methods whereby, the public may obtain
information, make submittals or requests, or obtain decisions;

(B) statements of the general course and method by which its functions are
channeled and determined, including the nature and requirements of all
formal and informal procedures available;

(C) rules of procedure, descriptions of forms available or the places at
which forms may be obtained, and instructions as to the scope and
contents of all papers, reports, or examinations;

(D) substantive rules of general applicability adopted as authorized by
law, and statements of general policy or interpretations of general
applicability formulated and adopted by the agency; and

(E) each amendment, revision, or repeal of the foregoing.

Except to the extent that a person has actual and timely notice of the terms
thereof, a person may not in any manner be required to resort to, or be adversely
affected by, a matter required to be published in the Federal Register and not so
published. For the purpose of this paragraph, matter reasonably available to the
class of persons affected thereby is deemed published in the Federal Register
when incorporated by reference therein with the approval of the Director of the
Federal Register.

(2) Each agency, in accordance with published rules, shall make available for
public inspection and copying—



(A) final opinions, including concurring and dissenting opinions, as well
as orders, made in the adjudication of cases;

(B) those statements of policy and interpretations which have been
adopted by the agency and are not published in the Federal Register;

(C) administrative staff manuals and instructions to staff that affect a
member of the public;

(D) copies of all records, regardless of form or format, which have been
released to any person under paragraph (3) and which, because of the
nature of their subject matter, the agency determines have become or are
likely to become the subject of subsequent requests for substantially the
same records; and

(E) a general index of the records referred to under subparagraph (D);

unless the materials are promptly published and copies offered for sale. For
records created on or after November 1, 1996, within one year after such date,
each agency shall make such records available, including by computer
telecommunications or, if computer telecommunications means have not been
established by the agency, by other electronic means. To the extent required to
prevent a clearly unwarranted invasion of personal privacy, an agency may delete
identifying details when it makes available or publishes an opinion, statement of
policy, interpretation, staff manual, instruction, or copies of records referred to in
subparagraph (D). However, in each case the justification for the deletion shall be
explained fully in writing, and the extent of such deletion shall be indicated on the
portion of the record which is made available or published, unless including that
indication would harm an interest protected by the exemption in subsection (b)
under which the deletion is made. If technically feasible, the extent of the deletion
shall be indicated at the place in the record where the deletion was made. Each
agency shall also maintain and make available for public inspection and copying
current indexes providing identifying information for the public as to any matter
issued, adopted, or promulgated after July 4, 1967, and required by this paragraph
to be made available or published. Each agency shall promptly publish, quarterly
or more frequently, and distribute (by sale or otherwise) copies of each index or
supplements thereto unless it determines by order published in the Federal
Register that the publication would be unnecessary and impracticable, in which
case the agency shall nonetheless provide copies of an index on request at a cost
not to exceed the direct cost of duplication. Each agency shall make the index
referred to in subparagraph (E) available by computer telecommunications by
December 31, 1999. A final order, opinion, statement of policy, interpretation, or
staff manual or instruction that affects a member of the public may be relied on,
used, or cited as precedent by an agency against a party other than an agency only
if—



(1) it has been indexed and either made available or published as
provided by this paragraph; or

(ii) the party has actual and timely notice of the terms thereof.

(3)(A) Except with respect to the records made available under paragraphs (1) and
(2) of this subsection, and except as provided in subparagraph (E), each agency,
upon any request for records which (i) reasonably describes such records and (ii)
is made in accordance with published rules stating the time, place, fees (if any),
and procedures to be followed, shall make the records promptly available to any
person.

(B) In making any record available to a person under this paragraph, an
agency shall provide the record in any form or format requested by the
person if the record is readily reproducible by the agency in that form or
format. Each agency shall make reasonable efforts to maintain its records
in forms or formats that are reproducible for purposes of this section.

(C) In responding under this paragraph to a request for records, an agency
shall make reasonable efforts to search for the records in electronic form
or format, except when such efforts would significantly interfere with the
operation of the agency's automated information system.

(D) For purposes of this paragraph, the term "search™ means to review,
manually or by automated means, agency records for the purpose of
locating those records which are responsive to a request.

(E) An agency, or part of an agency, that is an element of the intelligence
community (as that term is defined in section 3(4) of the National Security
Act of 1947 (50 U.S.C. 401a(4))) shall not make any record available
under this paragraph to—

(i) any government entity, other than a State, territory,
commonwealth, or district of the United States, or any subdivision
thereof; or

(ii) a representative of a government entity described in clause (i).

(4)(A)(1) In order to carry out the provisions of this section, each agency shall
promulgate regulations, pursuant to notice and receipt of public comment,
specifying the schedule of fees applicable to the processing of requests under this
section and establishing procedures and guidelines for determining when such
fees should be waived or reduced. Such schedule shall conform to the guidelines
which shall be promulgated, pursuant to notice and receipt of public comment, by
the Director of the Office of Management and Budget and which shall provide for
a uniform schedule of fees for all agencies.



(i) Such agency regulations shall provide that—

() fees shall be limited to reasonable standard charges for
document search, duplication, and review, when records are
requested for commercial use;

(1) fees shall be limited to reasonable standard charges for
document duplication when records are not sought for
commercial use and the request is made by an educational
or noncommercial scientific institution, whose purpose is
scholarly or scientific research; or a representative of the
news media; and

(111) for any request not described in (1) or (1), fees shall be
limited to reasonable standard charges for document search
and duplication.

In this clause, the term “a representative of the news media’
means any person or entity that gathers information of
potential interest to a segment of the public, uses its editorial
skills to turn the raw materials into a distinct work, and
distributes that work to an audience. In this clause, the term
‘news’ means information that is about current events or that
would be of current interest to the public. Examples of news-
media entities are television or radio stations broadcasting to
the public at large and publishers of periodicals (but only if
such entities qualify as disseminators of ‘news’) who make
their products available for purchase by or subscription by or
free distribution to the general public. These examples are not
all-inclusive. Moreover, as methods of news delivery evolve (for
example, the adoption of the electronic dissemination of
newspapers through telecommunications services), such
alternative media shall be considered to be news-media
entities. A freelance journalist shall be regarded as working for
a news-media entity if the journalist can demonstrate a solid
basis for expecting publication through that entity, whether or
not the journalist is actually employed by the entity. A
publication contract would present a solid basis for such an
expectation; the Government may also consider the past
publication record of the requester in making such a
determination.

(iii) Documents shall be furnished without any charge or at a
charge reduced below the fees established under clause (ii) if
disclosure of the information is in the public interest because it is
likely to contribute significantly to public understanding of the



operations or activities of the government and is not primarily in
the commercial interest of the requester.

(iv) Fee schedules shall provide for the recovery of only the direct
costs of search, duplication, or review. Review costs shall include
only the direct costs incurred during the initial examination of a
document for the purposes of determining whether the documents
must be disclosed under this section and for the purposes of
withholding any portions exempt from disclosure under this
section. Review costs may not include any costs incurred in
resolving issues of law or policy that may be raised in the course of
processing a request under this section. No fee may be charged by
any agency under this section—

() if the costs of routine collection and processing of the
fee are likely to equal or exceed the amount of the fee; or

(11) for any request described in clause (ii)(11) or (I11) of
this subparagraph for the first two hours of search time or
for the first one hundred pages of duplication.

(v) No agency may require advance payment of any fee unless the
requester has previously failed to pay fees in a timely fashion, or
the agency has determined that the fee will exceed $250.

(vi) Nothing in this subparagraph shall supersede fees chargeable
under a statute specifically providing for setting the level of fees
for particular types of records.

(vii) In any action by a requester regarding the waiver of fees
under this section, the court shall determine the matter de novo:
Provided, That the court's review of the matter shall be limited to
the record before the agency.

(viii) An agency shall not assess search fees (or in the case of a
requester described under clause (ii)(I1), duplication fees)
under this subparagraph if the agency fails to comply with any
time limit under paragraph (6), if no unusual or exceptional
circumstances (as those terms are defined for purposes of
paragraphs (6)(B) and (C), respectively) apply to the
processing of the request. [Effective one year from date of
enactment]

(B) On complaint, the district court of the United States in the district in
which the complainant resides, or has his principal place of business, or in
which the agency records are situated, or in the District of Columbia, has



jurisdiction to enjoin the agency from withholding agency records and to
order the production of any agency records improperly withheld from the
complainant. In such a case the court shall determine the matter de novo,
and may examine the contents of such agency records in camera to
determine whether such records or any part thereof shall be withheld
under any of the exemptions set forth in subsection (b) of this section, and
the burden is on the agency to sustain its action. In addition to any other
matters to which a court accords substantial weight, a court shall accord
substantial weight to an affidavit of an agency concerning the agency's
determination as to technical feasibility under paragraph (2)(C) and
subsection (b) and reproducibility under paragraph (3)(B).

(C) Notwithstanding any other provision of law, the defendant shall serve
an answer or otherwise plead to any complaint made under this subsection
within thirty days after service upon the defendant of the pleading in
which such complaint is made, unless the court otherwise directs for good
cause is shown.

[(D) Repealed. Pub. L. 98-620, title IV, Sec. 402(2), Nov. 8, 1984, 98
Stat. 3357.]

(E)(1) The court may assess against the United States reasonable attorney
fees and other litigation costs reasonably incurred in any case under this
section in which the complainant has substantially prevailed.

(i) For purposes of this subparagraph, a complainant has
substantially prevailed if the complainant has obtained relief
through either—

(1) a judicial order, or an enforceable written agreement
or consent decree; or

(11) a voluntary or unilateral change in position by the
agency, if the complainant’s claim is not insubstantial.

(F)(1) Whenever the court orders the production of any agency records
improperly withheld from the complainant and assesses against the United
States reasonable attorney fees and other litigation costs, and the court
additionally issues a written finding that the circumstances surrounding
the withholding raise questions whether agency personnel acted arbitrarily
or capriciously with respect to the withholding, the Special Counsel shall
promptly initiate a proceeding to determine whether disciplinary action is
warranted against the officer or employee who was primarily responsible
for the withholding. The Special Counsel, after investigation and
consideration of the evidence submitted, shall submit his findings and
recommendations to the administrative authority of the agency concerned



and shall send copies of the findings and recommendations to the officer
or employee or his representative. The administrative authority shall take
the corrective action that the Special Counsel recommends.

(ii) The Attorney General shall—

(1) notify the Special Counsel of each civil action
described under the first sentence of clause (i); and

(11) annually submit a report to Congress on the
number of such civil actions in the preceding year.

(iii) The Special Counsel shall annually submit a report to
Congress on the actions taken by the Special Counsel under
clause (i).

(G) In the event of noncompliance with the order of the court, the district
court may punish for contempt the responsible employee, and in the case
of a uniformed service, the responsible member.

(5) Each agency having more than one member shall maintain and make available
for public inspection a record of the final votes of each member in every agency
proceeding.

(6)(A) Each agency, upon any request for records made under paragraph (1), (2),
or (3) of this subsection, shall—

(i) determine within 20 days (excepting Saturdays, Sundays, and
legal public holidays) after the receipt of any such request whether
to comply with such request and shall immediately notify the
person making such request of such determination and the reasons
therefor, and of the right of such person to appeal to the head of the
agency any adverse determination; and

(if) make a determination with respect to any appeal within twenty
days (excepting Saturdays, Sundays, and legal public holidays)
after the receipt of such appeal. If on appeal the denial of the
request for records is in whole or in part upheld, the agency shall
notify the person making such request of the provisions for judicial
review of that determination under paragraph (4) of this
subsection.

The 20-day period under clause (i) shall commence on the date
on which the request is first received by the appropriate
component of the agency, but in any event not later than ten
days after the request is first received by any component of the



agency that is designated in the agency’s regulations under this
section to receive requests under this section. The 20-day
period shall not be tolled by the agency except—

(1) that the agency may make one request to the
requester for information and toll the 20-day period
while it is awaiting such information that it has
reasonably requested from the requester under this
section; or

(1) if necessary to clarify with the requester issues
regarding fee assessment. In either case, the agency’s
receipt of the requester’s response to the agency’s
request for information or clarification ends the tolling
period.

[Effective one year from date of enactment]

(B)(i) In unusual circumstances as specified in this subparagraph, the time
limits prescribed in either clause (i) or clause (ii) of subparagraph (A) may
be extended by written notice to the person making such request setting
forth the unusual circumstances for such extension and the date on which a
determination is expected to be dispatched. No such notice shall specify a
date that would result in an extension for more than ten working days,
except as provided in clause (ii) of this subparagraph.

(if) With respect to a request for which a written notice under
clause (i) extends the time limits prescribed under clause (i) of
subparagraph (A), the agency shall notify the person making the
request if the request cannot be processed within the time limit
specified in that clause and shall provide the person an opportunity
to limit the scope of the request so that it may be processed within
that time limit or an opportunity to arrange with the agency an
alternative time frame for processing the request or a modified
request. To aid the requester, each agency shall make available
its FOIA Public Liaison, who shall assist in the resolution of
any disputes between the requester and the agency. [Effective
one year from date of enactment]. Refusal by the person to
reasonably modify the request or arrange such an alternative time
frame shall be considered as a factor in determining whether
exceptional circumstances exist for purposes of subparagraph (C).

(iii) As used in this subparagraph, "unusual circumstances™ means,
but only to the extent reasonably necessary to the proper
processing of the particular requests—



() the need to search for and collect the requested records
from field facilities or other establishments that are separate
from the office processing the request;

(11) the need to search for, collect, and appropriately
examine a voluminous amount of separate and distinct
records which are demanded in a single request; or

(111) the need for consultation, which shall be conducted
with all practicable speed, with another agency having a
substantial interest in the determination of the request or
among two or more components of the agency having
substantial subject-matter interest therein.

(iv) Each agency may promulgate regulations, pursuant to notice
and receipt of public comment, providing for the aggregation of
certain requests by the same requestor, or by a group of requestors
acting in concert, if the agency reasonably believes that such
requests actually constitute a single request, which would
otherwise satisfy the unusual circumstances specified in this
subparagraph, and the requests involve clearly related matters.
Multiple requests involving unrelated matters shall not be
aggregated.

(C)(i) Any person making a request to any agency for records under
paragraph (1), (2), or (3) of this subsection shall be deemed to have
exhausted his administrative remedies with respect to such request if the
agency fails to comply with the applicable time limit provisions of this
paragraph. If the Government can show exceptional circumstances exist
and that the agency is exercising due diligence in responding to the
request, the court may retain jurisdiction and allow the agency additional
time to complete its review of the records. Upon any determination by an
agency to comply with a request for records, the records shall be made
promptly available to such person making such request. Any notification
of denial of any request for records under this subsection shall set forth the
names and titles or positions of each person responsible for the denial of
such request.

(i) For purposes of this subparagraph, the term "exceptional
circumstances” does not include a delay that results from a
predictable agency workload of requests under this section, unless
the agency demonstrates reasonable progress in reducing its
backlog of pending requests.

(iii) Refusal by a person to reasonably modify the scope of a
request or arrange an alternative time frame for processing a



request (or a modified request) under clause (ii) after being given
an opportunity to do so by the agency to whom the person made
the request shall be considered as a factor in determining whether
exceptional circumstances exist for purposes of this subparagraph.

(D)(i) Each agency may promulgate regulations, pursuant to notice and
receipt of public comment, providing for multitrack processing of requests
for records based on the amount of work or time (or both) involved in
processing requests.

(ii) Regulations under this subparagraph may provide a person
making a request that does not qualify for the fastest multitrack
processing an opportunity to limit the scope of the request in order
to qualify for faster processing.

(iii) This subparagraph shall not be considered to affect the
requirement under subparagraph (C) to exercise due diligence.

(E)(i) Each agency shall promulgate regulations, pursuant to notice and
receipt of public comment, providing for expedited processing of requests
for records—

() in cases in which the person requesting the records
demonstrates a compelling need; and

(1) in other cases determined by the agency.

(if) Notwithstanding clause (i), regulations under this subparagraph
must ensure—

() that a determination of whether to provide expedited
processing shall be made, and notice of the determination
shall be provided to the person making the request, within
10 days after the date of the request; and

(1) expeditious consideration of administrative appeals of
such determinations of whether to provide expedited
processing.

(iii) An agency shall process as soon as practicable any request for
records to which the agency has granted expedited processing
under this subparagraph. Agency action to deny or affirm denial of
a request for expedited processing pursuant to this subparagraph,
and failure by an agency to respond in a timely manner to such a
request shall be subject to judicial review under paragraph (4),



except that the judicial review shall be based on the record before
the agency at the time of the determination.

(iv) A district court of the United States shall not have jurisdiction
to review an agency denial of expedited processing of a request for
records after the agency has provided a complete response to the
request.

(v) For purposes of this subparagraph, the term "compelling need"
means—

() that a failure to obtain requested records on an expedited
basis under this paragraph could reasonably be expected to
pose an imminent threat to the life or physical safety of an
individual; or

(1) with respect to a request made by a person primarily
engaged in disseminating information, urgency to inform
the public concerning actual or alleged Federal
Government activity.

(vi) A demonstration of a compelling need by a person making a
request for expedited processing shall be made by a statement
certified by such person to be true and correct to the best of such
person's knowledge and belief.

(F) In denying a request for records, in whole or in part, an agency shall
make a reasonable effort to estimate the volume of any requested matter
the provision of which is denied, and shall provide any such estimate to
the person making the request, unless providing such estimate would harm
an interest protected by the exemption in subsection (b) pursuant to which
the denial is made.

(7) Each agency shall—

(A) establish a system to assign an individualized tracking number for
each request received that will take longer than ten days to process
and provide to each person making a request the tracking number
assigned to the request; and

(B) establish a telephone line or Internet service that provides
information about the status of a request to the person making the
request using the assigned tracking number, including—

(i) the date on which the agency originally received the request;
and



(ii) an estimated date on which the agency will complete action
on the request.

[Effective one year from date of enactment]
(b) This section does not apply to matters that are—

(1)(A) specifically authorized under criteria established by an Executive order to
be kept secret in the interest of national defense or foreign policy and (B) are in
fact properly classified pursuant to such Executive order;

(2) related solely to the internal personnel rules and practices of an agency;

(3) specifically exempted from disclosure by statute (other than section 552b of
this title), provided that such statute (A) requires that the matters be withheld from
the public in such a manner as to leave no discretion on the issue, or (B)
establishes particular criteria for withholding or refers to particular types of
matters to be withheld;

(4) trade secrets and commercial or financial information obtained from a person
and privileged or confidential;

(5) inter-agency or intra-agency memorandums or letters which would not be
available by law to a party other than an agency in litigation with the agency;

(6) personnel and medical files and similar files the disclosure of which would
constitute a clearly unwarranted invasion of personal privacy;

(7) records or information compiled for law enforcement purposes, but only to the
extent that the production of such law enforcement records or information (A)
could reasonably be expected to interfere with enforcement proceedings, (B)
would deprive a person of a right to a fair trial or an impartial adjudication, (C)
could reasonably be expected to constitute an unwarranted invasion of personal
privacy, (D) could reasonably be expected to disclose the identity of a
confidential source, including a State, local, or foreign agency or authority or any
private institution which furnished information on a confidential basis, and, in the
case of a record or information compiled by a criminal law enforcement authority
in the course of a criminal investigation or by an agency conducting a lawful
national security intelligence investigation, information furnished by a
confidential source, (E) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law
enforcement investigations or prosecutions if such disclosure could reasonably be
expected to risk circumvention of the law, or (F) could reasonably be expected to
endanger the life or physical safety of any individual;



(8) contained in or related to examination, operating, or condition reports
prepared by, on behalf of, or for the use of an agency responsible for the
regulation or supervision of financial institutions; or

(9) geological and geophysical information and data, including maps, concerning
wells.

Any reasonably segregable portion of a record shall be provided to any person requesting
such record after deletion of the portions which are exempt under this subsection. The
amount of information deleted, and the exemption under which the deletion is made,
shall be indicated on the released portion of the record, unless including that indication
would harm an interest protected by the exemption in this subsection under which the
deletion is made. If technically feasible, the amount of the information deleted, and the
exemption under which the deletion is made, shall be indicated at the place in the
record where such deletion is made.

(c)(1) Whenever a request is made which involves access to records described in
subsection (b)(7)(A) and—

(A) the investigation or proceeding involves a possible violation of
criminal law; and

(B) there is reason to believe that (i) the subject of the investigation or
proceeding is not aware of its pendency, and (ii) disclosure of the
existence of the records could reasonably be expected to interfere with
enforcement proceedings, the agency may, during only such time as that
circumstance continues, treat the records as not subject to the requirements
of this section.

(2) Whenever informant records maintained by a criminal law enforcement
agency under an informant's name or personal identifier are requested by a third
party according to the informant's name or personal identifier, the agency may
treat the records as not subject to the requirements of this section unless the
informant's status as an informant has been officially confirmed.

(3) Whenever a request is made which involves access to records maintained by
the Federal Bureau of Investigation pertaining to foreign intelligence or
counterintelligence, or international terrorism, and the existence of the records is
classified information as provided in subsection (b)(1), the Bureau may, as long as
the existence of the records remains classified information, treat the records as not
subject to the requirements of this section.

(d) This section does not authorize the withholding of information or limit the availability
of records to the public, except as specifically stated in this section. This section is not
authority to withhold information from Congress.



(e)(1) On or before February 1 of each year, each agency shall submit to the Attorney
General of the United States a report which shall cover the preceding fiscal year and
which shall include—

(A) the number of determinations made by the agency not to comply with
requests for records made to such agency under subsection (a) and the
reasons for each such determination;

(B)(i) the number of appeals made by persons under subsection (a)(6), the
result of such appeals, and the reason for the action upon each appeal that
results in a denial of information; and

(ii) a complete list of all statutes that the agency relies upon to
authorize the agency to withhold information under subsection
(b)(3), the number of occasions on which each statute was
relied upon, a description of whether a court has upheld the
decision of the agency to withhold information under each such
statute, and a concise description of the scope of any information
withheld,;

(C) the number of requests for records pending before the agency as of
September 30 of the preceding year, and the median and average number
of days that such requests had been pending before the agency as of that
date;

(D) the number of requests for records received by the agency and the
number of requests which the agency processed,;

(E) the median number of days taken by the agency to process different
types of requests, based on the date on which the requests were
received by the agency;

(F) the average number of days for the agency to respond to a request
beginning on the date on which the request was received by the
agency, the median number of days for the agency to respond to such
requests, and the range in number of days for the agency to respond
to such requests;

(G) based on the number of business days that have elapsed since each
request was originally received by the agency—

(i) the number of requests for records to which the agency has
responded with a determination within a period up to and
including 20 days, and in 20-day increments up to and
including 200 days;



(ii) the number of requests for records to which the agency has
responded with a determination within a period greater than
200 days and less than 301 days;

(iii) the number of requests for records to which the agency has
responded with a determination within a period greater than
300 days and less than 401 days; and

(iv) the number of requests for records to which the agency has
responded with a determination within a period greater than
400 days;

(H) the average number of days for the agency to provide the granted
information beginning on the date on which the request was originally
filed, the median number of days for the agency to provide the
granted information, and the range in number of days for the agency
to provide the granted information;

(1) the median and average number of days for the agency to respond
to administrative appeals based on the date on which the appeals
originally were received by the agency, the highest number of business
days taken by the agency to respond to an administrative appeal, and
the lowest number of business days taken by the agency to respond to
an administrative appeal;

(J) data on the 10 active requests with the earliest filing dates pending
at each agency, including the amount of time that has elapsed since
each request was originally received by the agency;

(K) data on the 10 active administrative appeals with the earliest filing
dates pending before the agency as of September 30 of the preceding
year, including the number of business days that have elapsed since
the requests were originally received by the agency;

(L) the number of expedited review requests that are granted and
denied, the average and median number of days for adjudicating
expedited review requests, and the number adjudicated within the
required 10 days;

(M) the number of fee waiver requests that are granted and denied,
and the average and median number of days for adjudicating fee
waiver determinations;

&) (N) the total amount of fees collected by the agency for processing
requests; and



{&) (O) the number of full-time staff of the agency devoted to processing
requests for records under this section, and the total amount expended by
the agency for processing such requests.

(2) Information in each report submitted under paragraph (1) shall be
expressed in terms of each principal component of the agency and for the
agency overall.

) (3) Each agency shall make each such report available to the public including
by computer telecommunications, or if computer telecommunications means have
not been established by the agency, by other electronic means. In addition, each
agency shall make the raw statistical data used in its reports available
electronically to the public upon request.

3} (4) The Attorney General of the United States shall make each report which
has been made available by electronic means available at a single electronic
access point. The Attorney General of the United States shall notify the Chairman
and ranking minority member of the Committee on Government Reform and
Oversight of the House of Representatives and the Chairman and ranking
minority member of the Committees on Governmental Affairs and the Judiciary
of the Senate, no later than April 1 of the year in which each such report is issued,
that such reports are available by electronic means.

4} (5) The Attorney General of the United States, in consultation with the
Director of the Office of Management and Budget, shall develop reporting and
performance guidelines in connection with reports required by this subsection by
October 1, 1997, and may establish additional requirements for such reports as the
Attorney General determines may be useful.

{5} (6) The Attorney General of the United States shall submit an annual report on
or before April 1 of each calendar year which shall include for the prior calendar
year a listing of the number of cases arising under this section, the exemption
involved in each case, the disposition of such case, and the cost, fees, and
penalties assessed under subparagraphs (E), (F), and (G) of subsection (a)(4).
Such report shall also include a description of the efforts undertaken by the
Department of Justice to encourage agency compliance with this section.

(F) For purposes of this section, the term—

(1) "agency" as defined in section 551(1) of this title includes any executive
department, military department, Government corporation, Government
controlled corporation, or other establishment in the executive branch of the
Government (including the Executive Office of the President), or any independent
regulatory agency; and



(2) ‘record’ and any other term used in this section in reference to
information includes—

(A) any information that would be an agency record subject to the
requirements of this section when maintained by an agency in any
format, including an electronic format; and

(B) any information described under subparagraph (A) that is
maintained for an agency by an entity under Government contract,
for the purposes of records management.

(9) The head of each agency shall prepare and make publicly available upon request,
reference material or a guide for requesting records or information from the agency,
subject to the exemptions in subsection (b), including—

(1) an index of all major information systems of the agency;

(2) a description of major information and record locator systems maintained by
the agency; and

(3) a handbook for obtaining various types and categories of public information
from the agency pursuant to chapter 35 of title 44, and under this section.

(h)(2) There is established the Office of Government Information Services within
the National Archives and Records Administration.

(2) The Office of Government Information Services shall—

(A) review policies and procedures of administrative agencies under
this section;

(B) review compliance with this section by administrative agencies;
and

(C) recommend policy changes to Congress and the President to
improve the administration of this section.

(3) The Office of Government Information Services shall offer mediation
services to resolve disputes between persons making requests under this
section and administrative agencies as a non-exclusive alternative to



litigation and, at the discretion of the Office, may issue advisory opinions if
mediation has not resolved the dispute.

(i) The Government Accountability Office shall conduct audits of administrative
agencies on the implementation of this section and issue reports detailing the results
of such audits.

(J) Each agency shall designate a Chief FOIA Officer who shall be a senior official of
such agency (at the Assistant Secretary or equivalent level).

(k) The Chief FOIA Officer of each agency shall, subject to the authority of the head
of the agency—

(1) have agency-wide responsibility for efficient and appropriate compliance
with this section;

(2) monitor implementation of this section throughout the agency and keep
the head of the agency, the chief legal officer of the agency, and the Attorney
General appropriately informed of the agency’s performance in
implementing this section;

(3) recommend to the head of the agency such adjustments to agency
practices, policies, personnel, and funding as may be necessary to improve its
implementation of this section;

(4) review and report to the Attorney General, through the head of the
agency, at such times and in such formats as the Attorney General may
direct, on the agency’s performance in implementing this section;

(5) facilitate public understanding of the purposes of the statutory
exemptions of this section by including concise descriptions of the exemptions
in both the agency’s handbook issued under subsection (g), and the agency’s
annual report on this section, and by providing an overview, where
appropriate, of certain general categories of agency records to which those
exemptions apply; and

(6) designate one or more FOIA Public Liaisons.

() FOIA Public Liaisons shall report to the agency Chief FOIA Officer and shall
serve as supervisory officials to whom a requester under this section can raise
concerns about the service the requester has received from the FOIA Requester
Center, following an initial response from the FOIA Requester Center Staff. FOIA
Public Liaisons shall be responsible for assisting in reducing delays, increasing
transparency and understanding of the status of requests, and assisting in the
resolution of disputes.
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ENDANGERED SPECIES ACT OF 1973
[Public Law 93-205, Approved Dec. 28, 1973, 87 Stat. 884]

[As Amended Through Public Law 107-136, Jan. 24, 2002]

AN ACT To provide for the conservation of endangered and threatened species of

fish, wildlife, and plants, and for other purposes.

Be it enacted by the Senate and House of Representatives of the

United States of America in Congress assembled, [16 U.S.C. 1531
note] That this Act may be cited as the “Endangered Species Act
of 1973”.
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FINDINGS, PURPOSES, AND POLICY
SeEc. 2. [16 U.S.C. 1531] (a) FINDINGS.—The Congress finds

and declares that—

(1) wvarious species of fish, wildlife, and plants in the
United States have been rendered extinct as a consequence of
economic growth and development untempered by adequate
concern and conservation;

(2) other species of fish, wildlife, and plants have been so
depleted in numbers that they are in danger of or threatened
with extinction;

(3) these species of fish, wildlife, and plants are of esthetic,
ecological, educational, historical, recreational, and scientific
value to the Nation and its people;

1Bracketed material does not appear in Act. Sec. 1012 of P.L. 100-478, 102 Stat. 2314, Octo-
ber 7, 1988, added sec. 18 of the Act but did not conform the table of contents of the Act.
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(4) the United States has pledged itself as a sovereign
state in the international community to conserve to the extent
practicable the various species of fish or wildlife and plants
facing extinction, pursuant to—

(A) migratory bird treaties with Canada and Mexico;
(B) the Migratory and Endangered Bird Treaty with

Japan;

(C) the Convention on Nature Protection and Wildlife

Preservation in the Western Hemisphere;

(D) the International Convention for the Northwest

Atlantic Fisheries;

(E) the International Convention for the High Seas

Fisheries of the North Pacific Ocean;

(F) the Convention on International Trade in Endan-
gered Species of Wild Fauna and Flora; and
(G) other international agreements; and

(5) encouraging the States and other interested parties,
through Federal financial assistance and a system of incen-
tives, to develop and maintain conservation programs which
meet national and international standards is a key to meeting
the Nation’s international commitments and to better safe-
guarding, for the benefit of all citizens, the Nation’s heritage
in fish, wildlife, and plants.

(b) PURPOSES.—The purposes of this Act are to provide a
means whereby the ecosystems upon which endangered species and
threatened species depend may be conserved, to provide a program
for the conservation of such endangered species and threatened
species, and to take such steps as may be appropriate to achieve
the purposes of the treaties and conventions set forth in subsection
(a) of this section.

(¢) PorLicy.—(1) It is further declared to be the policy of Con-
gress that all Federal departments and agencies shall seek to con-
serve endangered species and threatened species and shall utilize
their authorities in furtherance of the purposes of this Act.

(2) It is further declared to be the policy of Congress that Fed-
eral agencies shall cooperate with State and local agencies to re-
solve water resource issues in concert with conservation of endan-
gered species.

DEFINITIONS

Sec. 3. [16 U.S.C. 1532] For the purposes of this Act—

(1) The term “alternative courses of action” means all alter-
natives and thus is not limited to original project objectives and
agency jurisdiction.

(2) The term “commercial activity” means all activities of in-
dustry and trade, including, but not limited to, the buying or sell-
ing of commodities and activities conducted for the purpose of fa-
cilitating such buying and selling: Provided, however, That it does
not include exhibitions of commodities by museums or similar cul-
tural or historical organizations.

(83) The terms “conserve,” “conserving,” and “conservation”
mean to use and the use of all methods and procedures which are
necessary to bring any endangered species or threatened species to
the point at which the measures provided pursuant to this Act are
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no longer necessary. Such methods and procedures include, but are
not limited to, all activities associated with scientific resources
management such as research, census, law enforcement, habitat ac-
quisition and maintenance, propagation, live trapping, and trans-
plantation, and, in the extraordinary case where population pres-
sures within a given ecosystem cannot be otherwise relieved, may
include regulated taking.

(4) The term “Convention” means the Convention on Inter-
national Trade in Endangered Species of Wild Fauna and Flora,
signed on March 3, 1973, and the appendices thereto.

(5)(A) The term “critical habitat” for a threatened or endan-
gered species means—

(1) the specific areas within the geographical area occupied
by the species, at the time it is listed in accordance with the
provisions of section 4 of this Act, on which are found those
physical or biological features (I) essential to the conservation
of the species and (II) which may require special management
considerations or protection; and

(ii) specific areas outside the geographical area occupied by
the species at the time it is listed in accordance with the provi-
sions of section 4 of this Act, upon a determination by the Sec-
retary that such areas are essential for the conservation of the
species.

(B) Critical habitat may be established for those species now
listed as threatened or endangered species for which no critical
habitat has heretofore been established as set forth in subpara-
graph (A) of this paragraph.

(C) Except in those circumstances determined by the Secretary,
critical habitat shall not include the entire geographical area which
can be occupied by the threatened or endangered species.

(6) The term “endangered species” means any species which is
in danger of extinction throughout all or a significant portion of its
range other than a species of the Class Insecta determined by the
Secretary to constitute a pest whose protection under the provi-
sions of this Act would present an overwhelming and overriding
risk to man.

(7) The term “Federal agency” means any department, agency,
or instrumentality of the United States.

(8) The term “fish or wildlife” means any member of the ani-
mal kingdom, including without limitation any mammal, fish, bird
(including any migratory, nonmigratory, or endangered bird for
which protection is also afforded by treaty or other international
agreement), amphibian, reptile, mollusk, crustacean, arthropod or
other invertebrate, and includes any part, product, egg, or offspring
thereof, or the dead body or parts thereof.

(9) The term “foreign commerce” includes, among other things,
any transaction—

(A) between persons within one foreign country;

(B) between persons in two or more foreign countries;

(C) between a person within the United States and a per-
son in a foreign country; or

(D) between persons within the United States, where the
fish and wildlife in question are moving in any country or
countries outside the United States.
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(10) The term “import” means to land on, bring into, or intro-
duce into or attempt to land on, bring into, or introduce into, any
place subject to the jurisdiction of the United States, whether or
not such landing, bringing, or introduction constitutes an importa-
tion within the meaning of the customs laws of the United States.

[(11) Repealed by section 4(b) of P.L. 97-304, 96 Stat. 1420.1

(12) The term “permit or license applicant” means, when used
with respect to an action of a Federal agency for which exemption
is sought under section 7, any person whose application to such
agency for a permit or license has been denied primarily because
of the application of section 7(a) to such agency action.

(13) The term “person” means an individual, corporation, part-
nership, trust, association, or any other private entity; or any offi-
cer, employee, agent, department, or instrumentality of the Federal
Government, of any State, municipality, or political subdivision of
a State, or of any foreign government; any State, municipality, or
political subdivision of a State; or any other entity subject to the
jurisdiction of the United States.

(14) The term “plant” means any member of the plant king-
dom, including seeds, roots and other parts thereof.

(15) The term “Secretary” means, except as otherwise herein
provided, the Secretary of the Interior or the Secretary of Com-
merce as program responsibilities are vested pursuant to the provi-
sions of Reorganization Plan Numbered 4 of 1970; except that with
respect to the enforcement of the provisions of this Act and the
Convention which pertain to the importation or exportation of ter-
restrial plants, the term also means the Secretary of Agriculture.

(16) The term “species” includes any subspecies of fish or wild-
life or plants, and any distinct population segment of any species
of vertebrate fish or wildlife which interbreeds when mature.

(17) The term “State” means any of the several States, the Dis-
trict of Columbia, the Commonwealth of Puerto Rico, American
Samoa, the Virgin Islands, Guam, and the Trust Territory of the
Pacific Islands.

(18) The term “State agency” means any State agency, depart-
ment, board, commission, or other governmental entity which is re-
sponsible for the management and conservation of fish, plant, or
wildlife resources within a State.

(19) The term “take” means to harass, harm, pursue, hunt,
shoot, wound, kill, trap, capture, or collect, or to attempt to engage
in any such conduct.

(20) The term “threatened species” means any species which is
likely to become an endangered species within the foreseeable fu-
ture throughout all or a significant portion of its range.

(21) The term “United States,” when used in a geographical
context, includes all States.

DETERMINATION OF ENDANGERED SPECIES AND THREATENED SPECIES

SEcC. 4. [16 U.S.C. 1533] (a) GENERAL.—(1) The Secretary shall
by regulation promulgated in accordance with subsection (b) deter-
mine whether any species is an endangered species or a threatened
species because of any of the following factors:
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(A) the present or threatened destruction, modification, or
curtailment of its habitat or range;

(B) overutilization for commercial, recreational, scientific,
or educational purposes;

(C) disease or predation;

(D) the inadequacy of existing regulatory mechanisms; or

(E) other natural or manmade factors affecting its contin-
ued existence.

(2) With respect to any species over which program responsibil-
ities have been vested in the Secretary of Commerce pursuant to
Reorganization Plan Numbered 4 of 1970—

(A) in any case in which the Secretary of Commerce deter-
mines that such species should—

(i) be listed as an endangered species or a threatened
species, or

(i1) be changed in status from a threatened species to
an endangered species, he shall so inform the Secretary of
the Interior, who shall list such species in accordance with
this section;

(B) in any case in which the Secretary of Commerce deter-
mines that such species should—

(i) be removed from any list published pursuant to
subsection (c) of this section, or

(i) be changed in status from an endangered species
to a threatened species, he shall recommend such action to
the Secretary of the Interior, and the Secretary of the Inte-
rior, if he concurs in the recommendation, shall implement
such action; and

(C) the Secretary of the Interior may not list or remove
from any list any such species, and may not change the status
of any such species which are listed, without a prior favorable
determination made pursuant to this section by the Secretary
of Commerce.

(83) The Secretary, by regulation promulgated in accordance
with subsection (b) and to the maximum extent prudent and
determinable—

(A) shall, concurrently with making a determination under
paragraph (1) that a species is an endangered species or a
threatened species, designate any habitat of such species which
is then considered to be critical habitat; and

(B) may, from time-to-time thereafter as appropriate, re-
vise such designation.

(b) BAsis FOR DETERMINATIONS.—(1)(A) The Secretary shall
make determinations required by subsection (a)(1) solely on the
basis of the best scientific and commercial data available to him
after conducting a review of the status of the species and after tak-
ing into account those efforts, if any, being made by any State or
foreign nation, or any political subdivision of a State or foreign na-
tion, to protect such species, whether by predator control, protec-
tion of habitat and food supply, or other conservation practices,
within any area under its jurisdiction, or on the high seas.

(B) In carrying out this section, the Secretary shall give consid-
eration to species which have been—
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(i) designated as requiring protection from unrestricted
commerce by any foreign nation, or pursuant to any inter-
national agreement; or

(ii) identified as in danger of extinction, or likely to become
so within the foreseeable future, by any State agency or by any
agency of a foreign nation that is responsible for the conserva-
tion of fish or wildlife or plants.

(2) The Secretary shall designate critical habitat, and make re-
visions thereto, under subsection (a)(3) on the basis of the best sci-
entific data available and after taking into consideration the eco-
nomic impact, and any other relevant impact, of specifying any par-
ticular area as critical habitat. The Secretary may exclude any area
from critical habitat if he determines that the benefits of such ex-
clusion outweight the benefits of specifying such area as part of the
critical habitat, unless he determines, based on the best scientific
and commercial data available, that the failure to designate such
area as critical habitat will result in the extinction of the species
concerned.

(3)(A) To the maximum extent practicable, within 90 days after
receiving the petition of an interested person under section 553(e)
of title 5, United States Code, to add a species to, or to remove a
species from, either of the lists published under subsection (c), the
Secretary shall make a finding as to whether the petition presents
substantial scientific or commercial information indicating that the
petitioned action may be warranted. If such a petition is found to
present such information, the Secretary shall promptly commence
a review of the status of the species concerned. The Secretary shall
promptly publish each finding made under this subparagraph in
the Federal Register.

(B) Within 12 months after receiving a petition that is found
under subparagraph (A) to present substantial information indi-
cating that the petitioned action may be warranted, the Secretary
shall make one of the following findings:

(i) The petitioned action is not warranted, in which case
the Secretary shall promptly publish such finding in the Fed-
eral Register.

(ii) The petitioned action is warranted in which case the
Secretary shall promptly publish in the Federal Register a gen-
eral notice and the complete text of a proposed regulation to
implement such action in accordance with paragraph (5).

(iii) The petitioned action is warranted but that—

(I) the immediate proposal and timely promulgation of

a final regulation implementing the petitioned action in ac-

cordance with paragraphs (5) and (6) is precluded by pend-

ing proposals to determine whether any species is an en-
dangered species or a threatened species, and

(IT) expeditious progress is being made to add quali-
fied species to either of the lists published under sub-
section (c) and to remove from such lists species for which
the protections of the Act are no longer necessary,

in which case the Secretary shall promptly publish such find-

ing in the Federal Register, together with a description and

evaluation of the reasons and data on which the finding is
based.
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(C)3) A petition with respect to which a finding is made under
subparagraph (B)(iii) shall be treated as a petition that is resub-
mitted to the Secretary under subparagraph (A) on the date of such
finding and that presents substantial scientific or commercial infor-
mation that the petitioned action may be warranted.

(i1)) Any negative finding described in subparagraph (A) and
any finding described in subparagraph (B)(i) or (iii) shall be subject
to judicial review.

(iii)) The Secretary shall implement a system to monitor effec-
tively the status of all species with respect to which a finding is
made under subparagraph (B)(iii) and shall make prompt use of
the authority under paragraph 71 to prevent a significant risk to
the well being of any such species.

(D)(1) To the maximum extent practicable, within 90 days after
receiving the petition of an interested person under section 553(e)
of title 5, United States Code, to revise a critical habitat designa-
tion, the Secretary shall make a finding as to whether the petition
presents substantial scientific information indicating that the revi-
sion may be warranted. The Secretary shall promptly publish such
finding in the Federal Register.

(i1) Within 12 months after receiving a petition that is found
under clause (i) to present substantial information indicating that
the requested revision may be warranted, the Secretary shall de-
termine how he intends to proceed with the requested revision, and
shall promptly publish notice of such intention in the Federal Reg-
ister.

(4) Except as provided in paragraphs (5) and (6) of this sub-
section, the provisions of section 553 of title 5, United States Code
(relating to rulemaking procedures), shall apply to any regulation
promulgated to carry out the purposes of this Act.

(5) With respect to any regulation proposed by the Secretary
to implement a determination, designation, or revision referred to
in subsection (a)(1) or (3), the Secretary shall—

(A) not less than 90 days before the effective date of the
regulation—
(i) publish a general notice and the complete text of
the proposed regulation in the Federal Register, and
(i) give actual notice of the proposed regulation (in-
cluding the complete text of the regulation) to the State
agency in each State in which the species is believed to
occur, and to each county or equivalent jurisdiction in
which the species is believed to occur, and invite the com-
ment of such agency, and each such jurisdiction, thereon;
(B) insofar as practical, and in cooperation with the Sec-
retary of State, give notice of the proposed regulation to each
foreign nation in which the species is believed to occur or
whose citizens harvest the species on the high seas, and invite
the comment of such nation thereon;
(C) give notice of the proposed regulation to such profes-
sional scientific organizations as he deems appropriate;

1So0 in original. Probably should be paragraph “(7)”.
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(D) publish a summary of the proposed regulation in a
newspaper of general circulation in each area of the United
States in which the species is believed to occur; and

(E) promptly hold one public hearing on the proposed regu-
lation if any person files a request for such a hearing within
45 days after the date of publication of general notice.

(6)(A) Within the one-year period beginning on the date on
which general notice is published in accordance with paragraph
(5)(A)(i) regarding a proposed regulation, the Secretary shall pub-
lish in the Federal Register—

(i) if a determination as to whether a species is an endan-
gered species or a threatened species, or a revision of critical
habitat, is involved, either—

(I) a final regulation to implement such determination,

(I) a final regulation to implement such revision or a
finding that such revision should not be made,

(IIT) notice that such one-year period is being extended
under subparagraph (B)@), or

(IV) notice that the proposed regulation is being with-
drawn under subparagraph (B)(ii), together with the find-
ing on which such withdrawal is based; or

(ii) subject to subparagraph (C), if a designation of critical
habitat is involved, either—

(I) a final regulation to implement such designation, or
(IT) notice that such one-year period is being extended
under such subparagraph.

(B)@) If the Secretary finds with respect to a proposed regula-
tion referred to in subparagraph (A)(i) that there is substantial dis-
agreement regarding the sufficiency or accuracy of the available
data relevant to the determination or revision concerned, the Sec-
retary may extend the one-year period specified in subparagraph
(A) for not more than six months for purposes of soliciting addi-
tional data.

(i1) If a proposed regulation referred to in subparagraph (A)(i)
is not promulgated as a final regulation within such one-year pe-
riod (or longer period if extension under clause (i) applies) because
the Secretary finds that there is not sufficient evidence to justify
the action proposed by the regulation, the Secretary shall imme-
diately withdraw the regulation. The finding on which a with-
drawal is based shall be subject to judicial review. The Secretary
may not propose a regulation that has previously been withdrawn
under this clause unless he determines that sufficient new informa-
tion is available to warrant such proposal.

(iii) If the one-year period specified in subparagraph (A) is ex-
tended under clause (i) with respect to a proposed regulation, then
before the close of such extended period the Secretary shall publish
in the Federal Register either a final regulation to implement the
determination or revision concerned, a finding that the revision
should not be made, or a notice of withdrawal of the regulation
under clause (ii), together with the finding on which the with-
drawal is based.

(C) A final regulation designating critical habitat of an endan-
gered species or a threatened species shall be published concur-
rently with the final regulation implementing the determination
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that such species is endangered or threatened, unless the Secretary
deems that—

(i) it is essential to the conservation of such species that
the regulation implementing such determination be promptly
published; or

(i1) critical habitat of such species is not then deter-
minable, in which case the Secretary, with respect to the pro-
posed regulation to designate such habitat, may extend the
one-year period specified in subparagraph (A) by not more than
one additional year, but not later than the close of such addi-
tional year the Secretary must publish a final regulation,
based on such data as may be available at that time, desig-
nating, to the maximum extent prudent, such habitat.

(7) Neither paragraph (4), (5), or (6) of this subsection nor sec-
tion 553 of title 5, United States Code, shall apply to any regula-
tion issued by the Secretary in regard to any emergency posing a
significant risk to the well-being of any species of fish and wildlife
or plants, but only if—

(A) at the time of publication of the regulation in the Fed-
eral Register the Secretary publishes therein detailed reasons
why such regulation is necessary; and

(B) in the case such regulation applies to resident species
of fish or wildlife, or plants, the Secretary gives actual notice
of such regulation to the State agency in each State in which
such species is believed to occur.

Such regulation shall, at the discretion of the Secretary, take effect
immediately upon the publication of the regulation in the Federal
Register. Any regulation promulgated under the authority of this
paragraph shall cease to have force and effect at the close of the
240-day period following the date of publication unless, during such
240-day period, the rulemaking procedures which would apply to
such regulation without regard to this paragraph are complied
with. If at any time after issuing an emergency regulation the Sec-
retary determines, on the basis of the best appropriate data avail-
able to him, that substantial evidence does not exist to warrant
such regulation, he shall withdraw it.

(8) The publication in the Federal Register of any proposed or
final regulation which is necessary or appropriate to carry out the
purposes of this Act shall include a summary by the Secretary of
the data on which such regulation is based and shall show the rela-
tionship of such data to such regulation; and if such regulation des-
ignates or revises critical habitat, such summary shall, to the max-
imum extent practicable, also include a brief description and eval-
uation of those activities (whether public or private) which, in the
opinion of the Secretary, if undertaken may adversely modify such
habitat, or may be affected by such designation.

(¢) Li1sTs.—(1) The Secretary of the Interior shall publish in the
Federal Register a list of all species determined by him or the Sec-
retary of Commerce to be endangered species and a list of all spe-
cies determined by him or the Secretary of Commerce to be threat-
ened species. Each list shall refer to the species contained therein
by scientific and common name or names, if any, specify with re-
spect to such species over what portion of its range it is endangered
or threatened, and specify any critical habitat within such range.
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The Secretary shall from time to time revise each list published
under the authority of this subsection to reflect recent determina-
tions, designations, and revisions made in accordance with sub-
sections (a) and (b).

(2) The Secretary shall—

(A) conduct, at least once every five years, a review of all
species included in a list which is published pursuant to para-
graph (1) and which is in effect at the time of such review; and

(B) determine on the basis of such review whether any
such species should—

(1) be removed from such list;
(i1) be changed in status from an endangered species
to a threatened species; or
(iii) be changed in status from a threatened species to
an endangered species.
Each determination under subparagraph (B) shall be made in ac-
cordance with the provisions of subsection (a) and (b).

(d) PROTECTIVE REGULATIONS.—Whenever any species is listed
as a threatened species pursuant to subsection (c) of this section,
the Secretary shall issue such regulations as he deems necessary
and advisable to provide for the conservation of such species. The
Secretary may by regulation prohibit with respect to any threat-
ened species any act prohibited under section 9(a)(1), in the case
of fish or wildlife, or section 9(a)(2) in the case of plants, with re-
spect to endangered species; except that with respect to the taking
of resident species of fish or wildlife, such, regulations shall apply
in any State which has entered into a cooperative agreement pur-
suant to section 6(c) of this Act only to the extent that such regula-
tions have also been adopted by such State.

(e) SIMILARITY OF APPEARANCE CASES.—The Secretary may, by
regulation of commerce or taking, and to the extent he deems ad-
visable, treat any species as an endangered species or threatened
species even through it is not listed pursuant to section 4 of this
Act if he finds that—

(A) such species so closely resembles in appearance, at the
point in question, a species which has been listed pursuant to
such section that enforcement personnel would have substan-
tial difficulty in attempting to differentiate between the listed
and unlisted species;

(B) the effect of this substantial difficulty is an additional
threat to an endangered or threatened species; and

(C) such treatment of an unlisted species will substantially
facilitate the enforcement and further the policy of this Act.
(f)(1) RECOVERY PLANS.—The Secretary shall develop and im-

plement plans (hereinafter in this subsection referred to as “recov-
ery plans”) for the conservation and survival of endangered species
and threatened species listed pursuant to this section, unless he
finds that such a plan will not promote the conservation of the spe-
cies. The Secretary, in development and implementing recovery
plans, shall, to the maximum extent practicable—

(A) give priority to those endangered species or threatened
species, without regard to taxonomic classification, that are
most likely to benefit from such plans, particularly those spe-
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cies that are, or may be, in conflict with construction or other
development projects or other forms of economic activity;?!
(B) incorporate in each plan—

(i) a description of such site-specific management ac-
tions as may be necessary to achieve the plan’s goal for the
conservation and survival of the species;

(i) objective, measurable criteria which, when met,
would result in a determination, in accordance with the
provisions of this section, that the species be removed from
the list; and

(iii) estimates of the time required and the cost to
carry out those measures needed to achieve the plan’s goal
and to achieve intermediate steps toward that goal.

(2) The Secretary, in developing and implementing recovery
plans, may procure the services of appropriate public and private
agencies and institutions and other qualified persons. Recovery
teams appointed pursuant to this subsection shall not be subject to
the Federal Advisory Committee Act.

(8) The Secretary shall report every two years to the Com-
mittee on Environment and Public Works of the Senate and the
Committee on Merchant Marine and Fisheries of the House of Rep-
resentatives on the status of efforts to develop and implement re-
covery plans for all species listed pursuant to this section and on
the status of all species for which such plans have been developed.

(4) The Secretary shall, prior to final approval of a new or re-
vised recovery plan, provide public notice and an opportunity for
public review and comment on such plan. The Secretary shall con-
sider all information presented during the public comment period
prior to approval of the plan.

(5) Each Federal agency shall, prior to implementation of a
new or revised recovery plan, consider all information presented
during the public comment period under paragraph (4).

(g) MONITORING.—(1) The Secretary shall implement a system
in cooperation with the States to monitor effectively for not less
than five years the status of all species which have recovered to the
point at which the measures provided pursuant to this Act are no
longer necessary and which, in accordance with the provisions of
this section, have been removed from either of the lists published
under subsection (c).

(2) The Secretary shall make prompt use of the authority
under paragraph 71 of subsection (b) of this section to prevent a
significant risk to the well being of any such recovered species.

(h) AGENCY GUIDELINES.—The Secretary shall establish, and
publish in the Federal Register, agency guidelines to insure that
the purposes of this section are achieved efficiently and effectively.
Such guidelines shall include, but are not limited to—

(1) procedures for recording the receipt and the disposition
of petitions submitted under subsection (b)(3) of this section;

(2) criteria for making the findings required under such
subsection with respect to petitions;

1So0 in law. Probably should be “; and”.
1So0 in original. Probably should be paragraph “(7)”.
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(3) a ranking system to assist in the identification of spe-

cies that should receive priority review under subsection (a)(1)

of the section; and

(4) a system for developing and implementing, on a pri-

ority basis, recovery plans under subsection (f) of this section.

The Secretary shall provide to the public notice of, and opportunity

to submit written comments on, any guideline (including any

amendment thereto) proposed to be established under this sub-
section.

(1) If, in the case of any regulation proposed by the Secretary
under the authority of this section, a State agency to which notice
thereof was given in accordance with subsection (b)(5)(A)(ii) files
comments disagreeing with all or part of the proposed regulation,
and the Secretary issues a final regulation which is in conflict with
such comments, or if the Secretary fails to adopt a regulation pur-
suant to an action petitioned by a State agency under subsection
(b)(3), the Secretary shall submit to the State agency a written jus-
tification for his failure to adopt regulations consistent with the
agency’s comments or petition.

LAND ACQUISITION

SEC. 5. (a) [16 U.S.C. 1534] PROGRAM.—The Secretary, and
the Secretary of Agriculture with respect to the National Forest
System, shall establish and implement a program to conserve fish,
wildlife, and plants, including those which are listed as endangered
species or threatened species pursuant to section 4 of this Act. To
carry out such a program, the appropriate Secretary—

(1) shall utilize the land acquisition and other authority
under the Fish and Wildlife Act of 1956, as amended, the Fish
and Wildlife Coordination Act, as amended, and the Migratory
Bird Conservation Act, as appropriate; and

(2) is authorized to acquire by purchase, donation, or oth-
erwise, lands, waters, or interest therein, and such authority
shall be in addition to any other land acquisition vested in
him.

(b) AcQUISITIONS.—Funds made available pursuant to the
Land and Water Conservation Fund Act of 1965, as amended, may
be used for the purpose of acquiring lands, waters, or interests
therein under subsection (a) of this section.

COOPERATION WITH THE STATES

SeEc. 6. [16 U.S.C. 1535] (a) GENERAL.—In carrying out the
program authorized by this Act, the Secretary shall cooperate to
the maximum extent practicable with the States. Such cooperation
shall include consultation with the States concerned before acquir-
ing any land or water, or interest therein, for the purpose of con-
serving any endangered species or threatened species.

(b) MANAGEMENT AGREEMENTS.—The Secretary may enter into
agreements with any State for the administration and management
of any area established for the conservation of endangered species
or threatened species. Any revenues derived from the administra-
tion of such areas under these agreements shall be subject to the
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provisions of section 401 of the Act of June 15, 1935 (49 Stat. 383;
16 U.S.C. 715s).

(c)(1) COOPERATIVE AGREEMENTS.—In furtherance of the pur-
poses of this Act, the Secretary is authorized to enter into a cooper-
ative agreement in accordance with this section with any State
which establishes and maintains an adequate and active program
for the conservation of endangered species and threatened species.
Within one hundred and twenty days after the Secretary receives
a certified copy of such a proposed State program, he shall make
a determination whether such program is in accordance with this
Act. Unless he determines, pursuant to this paragraph, that the
State program is not in accordance with this Act, he shall enter
into a cooperative agreement with the State for the purpose of as-
sisting in implementation of the State program. In order for a State
program to be deemed an adequate and active program for the con-
servation of endangered species and threatened species, the Sec-
retary must find, and annually thereafter reconfirm such finding,
that under the State program—

(A) authority resides in the State agency of conserve resi-
dent species of fish or wildlife determined by the State agency
or the Secretary to be endangered or threatened;

(B) the State agency has established acceptable conserva-
tion programs, consistent with the purposes and policies of this
Act, for all resident species of fish or wildlife in the State
which are deemed by the Secretary to be endangered or threat-
ened, and has furnished a copy of such plan and program to-
gether with all pertinent details, information, and data re-
quested to the Secretary;

(C) the State agency is authorized to conduct investiga-
tions to determine the status and requirements for survival of
resident species of fish and wildlife;

(D) the State agency is authorized to establish programs,
including the acquisition of land or aquatic habitat or interests
therein, for the conservation of resident endangered or threat-
ened species of fish or wildlife; and

(E) provision is made for public participation in desig-
nating resident species of fish or wildlife as endangered or
threatened; or

that under the State program—

(i) the requirements set forth in subparagraphs (C), (D),
and (E) of this paragraph are complied with, and

(i) plans are included under which immediate attention
will be given to those resident species of fish and wildlife
which are determined by the Secretary or the State agency to
be endangered or threatened and which the Secretary and the
State agency agree are most urgently in need of conservation
programs; except that a cooperative agreement entered into
with a State whose program is deemed adequate and active
pursuant to clause (i) and this clause shall not affect the appli-
cability of prohibitions set forth in or authorized pursuant to
section 4(d) or section 9(a)(1) with respect to the taking of any
resident endangered or threatened species.

(2) In furtherance of the purposes of this Act, the Secretary is
authorized to enter into a cooperative agreement in accordance
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with this section with any State which establishes and maintains
an adequate and active program for the conservation of endangered
species and threatened species of plants. Within one hundred and
twenty days after the Secretary receives a certified copy of such a
proposed State program, he shall make a determination whether
such program is in accordance with this Act. Unless he determines,
pursuant to this paragraph, that the State program is not in ac-
cordance with this Act, he shall enter into a cooperative agreement
with the State for the purpose of assisting in implementation of the
State program. In order for a State program to be deemed an ade-
quate and active program for the conservation of endangered spe-
cies of plants and threatened species of plants, the Secretary must
find, and annually thereafter reconfirm such findings, that under
the State program—

(A) authority resides in the State agency to conserve resi-
dent species of plants determined by the State agency or the
Secretary to be endangered or threatened;

(B) the State agency has established acceptable conserva-
tion programs, consistent with the purposes and policies of this
Act, for all resident species of plants in the State which are
deemed by the Secretary to be endangered or threatened, and
has furnished a copy of such plan and program together with
all pertinent details, information, and data requested to the
Secretary;

(C) the State agency is authorized to conduct investiga-
tions to determine the status and requirements for survival of
resident species of plants; and

(D) provision is made for public participation in desig-
nating resident species of plants as endangered or threatened;
or that under the State program—

(i) the requirements set forth in subparagraphs (C)
and (D) of this paragraph are complied with, and

(i1) plans are included under which immediate atten-

tion will be given to those resident species of plants which
are determined by the Secretary or the State agency to be
endangered or threatened and which the Secretary and the
State agency agree are most urgently in need of conserva-
tion programs; except that a cooperative agreement en-
tered into with a State whose program is deemed adequate
and active pursuant to clause (i) and this clause shall not
affect the applicability of prohibitions set forth in or au-
thorized pursuant to section 4(d) or section 9(a)(1) with re-
spect to the taking of any resident endangered or threat-
ened species.

(d) ALLOCATION OF FUNDS.—(1) The Secretary is authorized to
provide financial assistance to any State, through its respective
State agency, which has entered into a cooperative agreement pur-
suant to subsection (c) of this section to assist in development of
programs for the conservation of endangered and threatened spe-
cies or to assist in monitoring the status of candidate species pur-
suant to subparagraph (C) of section 4(b)(3) and recovered species
pursuant to section 4(g). The Secretary shall allocate each annual
appropriation made in accordance with the provisions of subsection
(1) of this section to such States based on consideration of—



QN\COMP\WILDLIFE\ESA73

January 24, 2002

235 ENDANGERED SPECIES ACT OF 1973 Sec. 6

(A) the international commitments of the United States to
protect endangered species or threatened species;

(B) the readiness of a State to proceed with a conservation
grogram consistent with the objectives and purposes of this

ct;

(C) the number of endangered species and threatened spe-
cies within a State;

(D) the potential for restoring endangered species and
threatened species within a State;

(E) the relative urgency to initiate a program to restore
and protect an endangered species or threatened species in
terms of survival of the species;

(F) the importance of monitoring the status of candidate
species within a State to prevent a significant risk to the well
being of any such species; and

(G) the importance of monitoring the status of recovered
species within a State to assure that such species do not return
to the point at which the measures provided pursuant to this
Act are again necessary.

So much of the annual appropriation made in accordance with pro-
visions of subsection (i) of this section allocated for obligation to
any State for any fiscal year as remains unobligated at the close
thereof is authorized to be made available to that State until the
close of the succeeding fiscal year. Any amount allocated to any
State which is unobligated at the end of the period during which
it is available for expenditure is authorized to be made available
for expenditure by the Secretary in conducting programs under this
section.

(2) Such cooperative agreements shall provide for (A) the ac-
tions to be taken by the Secretary and the States; (B) the benefits
that are expected to be derived in connection with the conservation
of endangered or threatened species; (C) the estimated cost of these
actions; and (D) the share of such costs to be bore by the Federal
Government and by the States; except that—

(i) the Federal share of such program costs shall not ex-
ceed 75 percent of the estimated program cost stated in the
agreement; and

(ii) the Federal share may be increased to 90 percent
whenever two or more States having a common interest in one
or more endangered or threatened species, the conservation of
which may be enhanced by cooperation of such States, enter
jointly into agreement with the Secretary.

The Secretary may, in his discretion, and under such rules and reg-
ulations as he may prescribe, advance funds to the State for financ-
ing the United States pro rata share agreed upon in the coopera-
tive agreement. For the purposes of this section, the non-Federal
share may, in the discretion of the Secretary, be in the form of
money or real property, the value of which will be determined by
the Secretary whose decision shall be final.

(e) REVIEW OF STATE PROGRAMS.—Any action taken by the Sec-
retary under this section shall be subject to his periodic review at
no greater than annual intervals.

(f) CONFLICTS BETWEEN FEDERAL AND STATE LAWS.—Any State
law or regulation which applies with respect to the importation or
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exportation of, or interstate or foreign commerce in, endangered
specie or threatened species is void to the extent that it may effec-
tively (1) permit what is prohibited by this Act of by any regulation
which implements this Act, or (2) prohibit what is authorized pur-
suant to an exemption or permit provided for in this Act or in any
regulation which implements this Act. This Act shall not otherwise
be construed to void any State law or regulation which is intended
to conserve migratory, resident, or introduced fish or wildlife, or to
permit or prohibit sale of such fish or wildlife. Any State law or
regulation respecting the taking of an endangered species or
threatened species may be more restrictive than the exemptions or
permits provided for in this Act or in any regulation which imple-
fIlrlen&:s this Act but not less restrictive than the prohibitions so de-
ined.

(g) TRANSITION.—(1) For purposes of this subsection, the term
“establishment period” means, with respect to any State, the period
beginning on the date of enactment of this Act and ending on
whichever of the following dates first occurs: (A) the date of the
close of the 120-day period following the adjournment of the first
regular session of the legislative of such State which commences
after such date of enactment, or (B) the date of the close of the 15-
month period following such date of enactment.

(2) The prohibitions set forth in or authorized pursuant to sec-
tions 4(d) and 9(a)(1)(B) of this Act shall not apply with respect to
the taking of any resident endangered species or threatened species
(other than species listed in Appendix I to the Convention or other-
wise specifically covered by any other treaty or Federal law) within
any State—

(A) which is then a party to a cooperative agreement with
the Secretary pursuant to section 6(c) of this Act (except to the
extent that the taking of any such species is contrary to the
law of such State); or

N (B) except for any time within the establishment period
when—

(i) the Secretary applies such prohibition to such spe-

cies at the request of the State, or
(i) the Secretary applies such prohibition after he
finds, and publishes his finding, that an emergency exists
posing a significant risk to the well-being of such species
and that the prohibition must be applied to protect such
species. The Secretary’s finding and publication may be
made without regard to the public hearing or comment
provisions of section 553 of title 5, United States Code, or
any other provision of this Act; but such prohibition shall
expire 90 days after the date of its imposition unless the

Secretary further extends such prohibition by publishing

notice and a statement of justification of such extension.

(h) REGULATIONS.—The Secretary is authorized to promulgate
such regulations as may be appropriate to carry out the provisions
of this section relating to financial assistance to States.

(1) APPROPRIATIONS.—(1) To carry out the provisions of this sec-
tion for fiscal years after September 30, 1988, there shall be depos-
ited into a special fund known as the cooperative endangered spe-
cies conservation fund, to be administered by the Secretary, an
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amount equal to five percent of the combined amounts covered each
fiscal year into the Federal aid to wildlife restoration fund under
section 3 of the Act of September 2, 1937, and paid, transferred,
or otherwise credited each fiscal year to the Sport Fishing Restora-
tion Account established under 1016 of the Act of July 18, 1984.

(2) Amounts deposited into the special fund are authorized to
be appropriated annually and allocated in accordance with sub-
section (d) of this section.

INTERAGENCY COOPERATION

SEC. 7. [16 U.S.C. 15361 (a) FEDERAL AGENCY ACTIONS AND
CONSULTATIONS.—(1) The Secretary shall review other programs
administered by him and utilize such programs in furtherance of
the purposes of this Act. All other Federal agencies shall, in con-
sultation with and with the assistance of the Secretary, utilize
their authorities in furtherance of the purposes of this Act by car-
rying out programs for the conservation of endangered species and
threatened species listed pursuant to section 4 of this Act.

(2) Each Federal agency shall, in consultation with and with
the assistance of the Secretary, insure that any action authorized,
funded, or carried out by such agency (hereinafter in this section
referred to as an “agency action”) is not likely to jeopardize the con-
tinued existence of any endangered species or threatened species or
result in the destruction or adverse modification of habitat of such
species which is determined by the Secretary, after consultation as
appropriate with affected States, to be critical, unless such agency
has been granted an exemption for such action by the Committee
pursuant to subsection (h) of this section. In fulfilling the require-
ments of this paragraph each agency shall use the best scientific
and commercial data available.

(3) Subject to such guidelines as the Secretary may establish,
a Federal agency shall consult with the Secretary on any prospec-
tive agency action at the request of, and in cooperation with, the
prospective permit or license applicant if the applicant has reason
to believe that an endangered species or a threatened species may
be present in the area affected by his project and that implementa-
tion of such action will likely affect such species.

(4) Each Federal agency shall confer with the Secretary on any
agency action which is likely to jeopardize the continued existence
of any species proposed to be listed under section 4 or result in the
destruction or adverse modification of critical habitat proposed to
be designated for such species. This paragraph does not require a
limitation on the commitment of resources as described in sub-
section (d).

(b) OPINION OF SECRETARY.—(1)(A) Consultation under sub-
section (a)(2) with respect to any agency action shall be concluded
within the 90-day period beginning on the date on which initiated
or, subject to subparagraph (B), within such other period of time
as is mutually agreeable to the Secretary and the Federal agency.

(B) In the case of an agency action involving a permit or li-
cense applicant, the Secretary and the Federal agency may not mu-
tually agree to conclude consultation within a period exceeding 90
days unless the Secretary, before the close of the 90th day referred
to in subparagraph (A)—
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(i) if the consultation period proposed to be agreed to will
end before the 150th day after the date on which consultation
was initiated, submits to the applicant a written statement set-
ting forth—

(I) the reasons why a longer period is required;

(IT) the information that is required to complete the
consultation; and

(III) the estimated date on which consultation will be
completed; or

(i1) if the consultation period proposed to be agreed to will
end 150 or more days after the date on which consultation was
initiated, obtains the consent of the applicant to such period.

The Secretary and the Federal agency may mutually agree to ex-
tend a consultation period established under the preceding sen-
tence if the Secretary, before the close of such period, obtains the
consent of the applicant to the extension.

(2) Consultation under subsection (a)(3) shall be concluded
within such period as is agreeable to the Secretary, the Federal
agency, and the applicant concerned.

(3)(A) Promptly after conclusion of consultation under para-
graph (2) or (3) of subsection (a), the Secretary shall provide to the
Federal agency and the applicant, if any, a written statement set-
ting forth the Secretary’s opinion, and a summary of the informa-
tion on which the opinion is based, detailing how the agency action
affects the species or its critical habitat. If jeopardy or adverse
modification is found, the Secretary shall suggest those reasonable
and prudent alternatives which he believes would not violate sub-
section (a)(2) and can be taken by the Federal agency or applicant
in implementing the agency action.

(B) Consultation under subsection (a)(3), and an opinion based
by the Secretary incident to such consultation, regarding an agency
action shall be treated respectively as a consultation under sub-
section (a)(2), and as an opinion issued after consultation under
such subsection, regarding that action if the Secretary reviews the
action before it is commenced by the Federal agency and finds, and
notifies such agency, that no significant changes have been made
with respect to the action and that no significant change has oc-
curred regarding the information used during the initial consulta-
tion.

(4) If after consultation under subsection (a)(2) of this section,
the Secretary concludes that—

(A) the agency action will not violate such subsection, or
offers reasonable and prudent alternatives which the Secretary
believes would not violate such subsection;

(B) the taking of an endangered species or a threatened
species incidental to the agency action will not violate such
subsection; and

(C) if an endangered species or threatened species of a ma-
rine mammal is involved, the taking is authorized pursuant to
section 101(a)(5) of the Marine Mammal Protection Act of 1972;

the Secretary shall provide the Federal agency and the applicant
concerned, if any, with a written statement that—

(i) specifies the impact of such incidental taking on the
species,
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(ii) specifies those reasonable and prudent measures that
the Secretary considers necessary or appropriate to minimize
such impact,

(iii) in the case of marine mammals, specifies those meas-
ures that are necessary to comply with section 101(a)(5) of the
Marine Mammal Protection Act of 1972 with regard to such
taking, and

(iv) sets forth the terms and conditions (including, but not
limited to, reporting requirements) that must be complied with
by the Federal agency or applicant (if any), or both, to imple-
ment the measures specified under clauses (ii) and (iii).

(c) BIOLOGICAL ASSESSMENT.—(1) To facilitate compliance with
the requirements of subsection (a)(2) each Federal agency shall,
with respect to any agency action of such agency for which no con-
tract for construction has been entered into and for which no con-
struction has begun on the date of enactment of the Endangered
Species Act Amendments of 1978, request of the Secretary informa-
tion whether any species which is listed or proposed to be listed
may be present in the area of such proposed action. If the Sec-
retary advises, based on the best scientific and commercial data
available, that such species may be present, such agency shall con-
duct a biological assessment for the purpose of identifying any en-
dangered species or threatened species which is likely to be af-
fected by such action. Such assessment shall be completed within
180 days after the date on which initiated (or within such other pe-
riod as in mutually agreed to by the Secretary and such agency, ex-
cept that if a permit or license applicant is involved, the 180-day
period may not be extended unless such agency provides the appli-
cant, before the close of such period, with a written statement set-
ting forth the estimated length of the proposed extension and the
reasons therefor) and, before any contract for construction is en-
tered into and before construction is begun with respect to such ac-
tion. Such assessment may be undertaken as part of a Federal
agency’s compliance with the requirements of section 102 of the
National Environmental Policy Act of 1969 (42 U.S.C. 4332).

(2) Any person who may wish to apply for an exemption under
subsection (g) of this section for that action may conduct a biologi-
cal assessment to identify any endangered species or threatened
species which is likely to be affected by such action. Any such bio-
logical assessment must, however, be conducted in cooperation with
the Secretary and under the supervision of the appropriate Federal
agency.

(d) LIMITATION ON COMMITMENT OF RESOURCES.—After initi-
ation of consultation required under subsection (a)(2), the Federal
agency and the permit or license applicant shall not make any irre-
versible or irretrievable commitment of resources with respect to
the agency action which has the effect of foreclosing the formula-
tion or implementation of any reasonable and prudent alternative
measures which would not violate subsection (a)(2).

(e)(1) ESTABLISHMENT OF COMMITTEE.—There is established a
committee to be known as the Endangered Species Committee
(hereinafter in this section referred to as the “Committee”).

(2) The Committee shall review any application submitted to
it pursuant to this section and determine in accordance with sub-
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section (h) of this section whether or not to grant an exemption
from the requirements of subsection (a)(2) of this action for the ac-
tion set forth in such application.

(3) The Committee shall be composed of seven members as fol-
lows:

(A) The Secretary of Agriculture.

(B) The Secretary of the Army.

(C) The Chairman of the Council of Economic Advisors.

(D) The Administrator of the Environmental Protection
Agency. Agency.!

(E) The Secretary of the Interior.

(F) The Administrator of the National Oceanic and Atmos-
pheric Administration.

(G) The President, after consideration of any recommenda-
tions received pursuant to subsection (g)(2)(B) shall appoint
one individual from each affected State, as determined by the
Secretary, to be a member of the Committee for the consider-
ation of the application for exemption for an agency action with
respect to which such recommendations are made, not later
than 30 days after an application is submitted pursuant to this
section.

(4)(A) Members of the Committee shall receive no additional
pay on account of their service on the Committee.

(B) While away from their homes or regular places of business
in the performance of services for the Committee, members of the
Committee shall be allowed travel expenses, including per diem in
lieu of subsistence, in the same manner as persons employed inter-
mittently in the Government service are allowed expenses under
section 5703 of title 5 of the United States Code !

(5)(A) Five members of the Committee or their representatives
shall constitute a quorum for the transaction of any function of the
Committee, except that, in no case shall any representative be con-
sidered in determining the existence of a quorum for the trans-
action of any function of the Committee if that function involves a
vote by the Committee on any matter before the Committee.

(B) The Secretary of the Interior shall be the Chairman of the
Committee.

(C) The Committee shall meet at the call of the Chairman or
five of its members.

(D) All meetings and records of the Committee shall be open to
the public.

(6) Upon request of the Committee, the head of any Federal
agency is authorized to detail, on a nonreimbursable basis, any of
the personnel of such agency to the Committee to assist it in car-
rying out its duties under this section.

(7T)(A) The Committee may for the purpose of carrying out its
duties under this section hold such hearings, sit and act at such
times and places, take such testimony, and receive such evidence,
as the Committee deems advisable.

1So in law. At the end of section 7(e)(3)(D) of the Endangered Species Act of 1973, the second
“Agency.” should had been stricken.

1S0 in law. At the end of section 7(e)(4)(B) of the Endangered Species Act of 1973, the period
at end of the paragraph was omitted.
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(B) When so authorized by the Committee, any member or
agent of the Committee may take any action which the Committee
is authorized to take by this paragraph.

(C) Subject to the Privacy Act, the Committee may secure di-
rectly from any Federal agency information necessary to enable it
to carry out its duties under this section. Upon request of the
Chairman of the Committee, the head of such Federal agency shall
furnish such information to the Committee.

(D) The Committee may use the United States mails in the
same manner and upon the same conditions as a Federal agency.

(E) The Administrator of General Services shall provide to the
Committee on a reimbursable basis such administrative support
services as the Committee may request.

(8) In carrying out its duties under this section, the Committee
may promulgate and amend such rules, regulations, and proce-
dures, and issue and amend such orders as it deems necessary.

(9) For the purpose of obtaining information necessary for the
consideration of an application for an exemption under this section
the Committee may issue subpoenas for the attendance and testi-
mony of witnesses and the production of relevant papers, books,
and documents.

(10) In no case shall any representative, including a represent-
ative of a member designated pursuant to paragraph (3)(G) of this
subsection, be eligible to cast a vote on behalf of any member.

(f) REGULATIONS.—Not later than 90 days after the date of en-
actment of the Endangered Species Act Amendments of 1978, the
Secretary shall promulgate regulations which set forth the form
and manner in which applications for exemption shall be submitted
to the Secretary and the information to be contained in such appli-
cations. Such regulations shall require that information submitted
in an application by the head of any Federal agency with respect
to any agency action include but not be limited to—

(1) a description of the consultation process carried out
pursuant to subsection (a)(2) of this section between the head
of the Federal agency and the Secretary; and

(2) a statement describing why such action cannot be al-
tered or modified to conform with the requirements of sub-
section (a)(2) of this section.

(g) APPLICATION FOR EXEMPTION AND REPORT TO THE COM-
MITTEE.—(1) A Federal agency, the Governor of the State in which
an agency action will occur, if any, or a permit or license applicant
may apply to the Secretary for an exemption for an agency action
of such agency if, after consultation under subsection (a)(2), the
Secretary’s opinion under subsection (b) indicates that the agency
action would violate subsection (a)(2). An application for an exemp-
tion shall be considered initially by the Secretary in the manner
provided for in this subsection, and shall be considered by the Com-
mittee for a final determination under subsection (h) after a report
is made pursuant to paragraph (5). The applicant for an exemption
shall be referred to as the “exemption applicant” in this section.

(2)(A) An exemption applicant shall submit a written applica-
tion to the Secretary, in a form prescribed under subsection (f), not
later than 90 days after the completion of the consultation process;
except that, in the case of any agency action involving a permit or
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license applicant, such application shall be submitted not later
than 90 days after the date on which the Federal agency concerned
takes final agency action with respect to the issuance of the permit
or license. For purposes of the preceding sentence, the term “final
agency action” means (i) a disposition by an agency with respect to
the issuance of a permit or license that is subject to administrative
review, whether or not such disposition is subject to judicial review;
or (ii) if administrative review is sought with respect to such dis-
position, the decision resulting after such review. Such application
shall set forth the reasons why the exemption applicant considers
that the agency action meets the requirements for an exemption
under this subsection.

(B) Upon receipt of an application for exemption for an agency
action under paragraph (1), the Secretary shall promptly (i) notify
the Governor of each affected State, if any, as determined by the
Secretary, and request the Governors so notified to recommend in-
dividuals to be appointed to the Endangered Species Committee for
consideration of such application; and (ii) publish notice of receipt
of the application in the Federal Register, including a summary of
the information contained in the application and a description of
the agency action with respect to which the application for exemp-
tion has been filed.

(8) The Secretary shall within 20 days after the receipt of an
application for exemption, or within such other period of time as
is mutually agreeable to the exemption applicant and the
Secretary—

(A) determine that the Federal agency concerned and the
exemption applicant have—

(i) carried out the consultation responsibilities de-
scribed in subsection (a) in good faith and made a reason-
able and responsible effort to develop and fairly consider
modifications or reasonable and prudent alternatives to
the proposed agency action which would not violate sub-
section (a)(2);

(i1) conducted any biological assessment required by
subsection (c¢); and

(iii) to the extent determinable within the time pro-
vided herein, refrained from making any irreversible or ir-
retrievable commitment of resources prohibited by sub-
section (d); or
(B) deny the application for exemption because the Federal

agency concerned or the exemption applicant have not met the

requirements set forth in subparagraph (A)(i), (ii), and (iii).
The denial of an application under subparagraph (B) shall be con-
sidered final agency action for purposes of chapter 7 of title 5,
United States Code.

(4) If the Secretary determines that the Federal agency con-
cerned and the exemption applicant have met the requirements set
forth in paragraph (3)(A) (i), (ii) and (iii) he shall, in consultation
with the Members of the Committee, hold a hearing on the applica-
tion for exemption in accordance with sections 554, 555, and 556
(other than subsection (b) (1) and (2) thereof) of title 5, United
States Code, and prepare the report to be submitted pursuant to
paragraph (5).
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(5) Within 140 days after making the determinations under
paragraph (3) or within such other period of time as in mutually
agreeable to the exemption applicant and the Secretary, the Sec-
retary shall submit to the Committee a report discussing—

(A) the availability and reasonable and prudent alter-
natives to the agency action, and the nature and extent of the
benefits of the agency action and of alternative courses of ac-
tion consistent with conserving the species of the critical habi-
tat;

(B) a summary of the evidence concerning whether or not
the agency action 1s in the public interest and is of national or
regional significance;

(C) appropriate reasonable mitigation and enhancement
measures which should be considered by the Committee; and

(D) whether the Federal agency concerned and the exemp-
tion applicant refrained from making any irreversible or irre-
trievable commitment of resources prohibited by subsection (d).
(6) To the extent practicable within the time required for ac-

tion under subsection (g) of this section, and except to the extent
inconsistent with the requirements of this section, the consider-
ation of any application for an exemption under this section and
the conduct of any hearing under this subsection shall be in accord-
ance with sections 554, 555, and 556 (other than subsection (b)(3)
of section 556) of title 5, United States Code.

(7) Upon request of the Secretary, the head of any Federal
agency is authorized to detail, on a nonreimbursable basis, any of
the personnel of such agency to the Secretary to assist him in car-
rying out his duties under this section.

(8) All meetings and records resulting from activities pursuant
to this subsection shall be open to the public.

(h) EXEMPTION.—(1) The Committee shall make a final deter-
mination whether or not to grant an exemption within 30 days
after receiving the report of the Secretary pursuant to subsection
(2)(5). The Committee shall grant an exemption from the require-
ments of subsection (a)(2) for an agency action if, by a vote of not
less than five of its members voting in person—

(A) it determines on the record, based on the report of the
Secretary, the record of the hearing held under subsection
(g)(4), and on such other testimony or evidence as it may re-
ceive, that—

(i) there are no reasonable and prudent alternatives to
the agency action;

(i1) the benefits of such action clearly outweigh the
benefits of alternative courses of action consistent with
conserving the species or its critical habitat, and such ac-
tion is in the public interest;

(iii) the action is of regional or national significance;
and

(iv) neither the Federal agency concerned nor the ex-
emption applicant made any irreversible or irretrievable
commitment of resources prohibited by subsection (d); and
(B) it establishes such reasonable mitigation and enhance-

ment measures, including, but not limited to, live propagation,

transplantation, and habitat acquisition and improvement, as
January 24, 2002
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are necessary and appropriate to minimize the adverse effects

of the agency action upon the endangered species, threatened

species, or critical habitat concerned.
Any final determination by Committee under this subsection shall
be considered final agency action for purposes of chapter 7 of title
5 of the United States Code.

(2)(A) Except as provided in subparagraph (B), an exemption
for an agency action granted under paragraph (1) shall constitute
a permanent exemption with respect to all endangered or threat-
ened species for the purposes of completing such agency action—

(i) regardless whether the species was identified in the bio-
logical assessment; and

(i) only if a biological assessment has been conducted
under subsection (c) with respect to such agency action.

. (B) An exemption shall be permanent under subparagraph (A)
unless—

(i) the Secretary finds, based on the best scientific and
commercial data available, that such exemption would result
in the extinction of a species that was not the subject of con-
sultation under subsection (a)(2) or was not identified in any
biological assessment conducted under subsection (c¢), and

(ii) the Committee determines within 60 days after the
date of the Secretary’s finding that the exemption should not
be permanent.

If the Secretary makes a finding described in clause (i), the Com-
mittee shall meet with respect to the matter within 30 days after
the date of the finding.

(i) REVIEW BY SECRETARY OF STATE.—Notwithstanding any
other provision of this Act, the Committee shall be prohibited from
considering for exemption any application made to it, if the Sec-
retary of State, after a review of the proposed agency action and
its potential implications, and after hearing, certifies, in writing, to
the Committee within 60 days of any application made under this
section that the granting of any such exemption and the carrying
out of such action would be in violation of an international treaty
obligation or other international obligation of the United States.
The Secretary of State shall, at the time of such certification, pub-
lish a copy thereof in the Federal Register.

(j) Notwithstanding any other provision of this Act, the Com-
mittee shall grant an exemption for any agency action if the Sec-
retary of Defense finds that such exemption is necessary for rea-
sons of national security.

(k) SPECIAL PROVISIONS.—An exemption decision by the Com-
mittee under this section shall not be a major Federal action for
purposes of the National Environmental Policy Act of 1969 (42
U.S.C. 4321 et seq.): Provided, That an environmental impact
statement which discusses the impacts upon endangered species or
threatened species or their critical habitats shall have been pre-
viously prepared with respect to any agency action exempted by
such order.

(I) COMMITTEE ORDERS.—(1) If the Committee determines
under subsection (h) that an exemption should be granted with re-
spect to any agency action, the Committee shall issue an order
granting the exemption and specifying the mitigation and enhance-
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ment measures established pursuant to subsection (h) which shall
be carried out and paid for by the exemption applicant in imple-
menting the agency action. All necessary mitigation and enhance-
ment measures shall be authorized prior to the implementing of
the agency action and funded concurrently with all other project
features.

(2) The applicant receiving such exemption shall include the
costs of such mitigation and enhancement measures within the
overall costs of continuing the proposed action. Notwithstanding
the preceding sentence the costs of such measures shall not be
treated as project costs for the purpose of computing benefit-cost or
other ratios for the proposed action. Any applicant may request the
Secretary to carry out such mitigation and enhancement measures.
The costs incurred by the Secretary in carrying out any such meas-
ures shall be paid by the applicant receiving the exemption. No
later than one year after the granting of an exemption, the exemp-
tion applicant shall submit to the Council on Environmental Qual-
ity a report describing its compliance with the mitigation and en-
hancement measures prescribed by this section. Such report shall
be submitted annually until all such mitigation and enhancement
measures have been completed. Notice of the public availability of
such reports shall be published in the Federal Register by the
Council on Environmental Quality.

(m) NoTiCE.—The 60-day notice requirement of section 11(g) of
this Act shall not apply with respect to review of any final deter-
mination of the Committee under subsection (h) of this section
granting an exemption from the requirements of subsection (a)(2)
of this section.

(n) JUDICIAL REVIEW.—Any person, as defined by section 3(13)
of this Act, may obtain judicial review, under chapter 7 of title 5
of the United States Code, of any decision of the Endangered Spe-
cies Committee under subsection (h) in the United States Court of
Appeals for (1) any circuit wherein the agency action concerned will
be, or is being, carried out, or (2) in any case in which the agency
action will be, or is being, carried out outside of any circuit, the
District of Columbia, by filing in such court within 90 days after
the date of issuance of the decision, a written petition for review.
A copy of such petition shall be transmitted by the clerk of the
court to the Committee and the Committee shall file in the court
the record in the proceeding, as provided in section 2112, of title
28, United States Code. Attorneys designated by the Endangered
Species Committee may appear for, and represent the Committee
in any action for review under this subsection.

(o) EXEMPTION AS PROVIDING EXCEPTION ON TAKING OF ENDAN-
GERED SPECIES.—Notwithstanding sections 4(d) and 9(a)(1)(B) and
(C) of this Act, sections 101 and 102 of the Marine Mammal Protec-
tion Act of 1972, or any regulation promulgated to implement any
such section—

(1) any action for which an exemption is granted under
subsection (h) of this section shall not be considered to be a
taking of any endangered species or threatened species with
respect to any activity which is necessary to carry out such ac-
tion; and
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(2) any taking that is in compliance with the terms and
conditions specified in a written statement provided under sub-
section (b)(4)(iv) of this section shall not be considered to be a
prohibited taking of the species concerned.

(p) EXEMPTIONS IN PRESIDENTIALLY DECLARED DISASTER
AREAS.—In any area which has been declared by the President to
be a major disaster area under the Disaster Relief and Emergency
Assistance Act, the President is authorized to make the determina-
tions required by subsections (g) and (h) of this section for any
project for the repair or replacement of a public facility substan-
tially as it existed prior to the disaster under section 405 or 406
of the Disaster Relief and Emergency Assistance Act, and which
the President determines (1) is necessary to prevent the recurrence
of such a natural disaster and to reduce the potential loss of
human life, and (2) to involve an emergency situation which does
not allow the ordinary procedures of this section to be followed.
Notwithstanding any other provision of this section, the Committee
shall accept the determinations of the President under this sub-
section.

INTERNATIONAL COOPERATION

SEc. 8. [16 U.S.C. 15371 (a) FINANCIAL ASSISTANCE.—As a
demonstration of the commitment of the United States to the
worldwide protection of endangered species and threatened species,
the President may, subject to the provisions of section 1415 of the
Supplemental Appropriation Act, 1953 (31 U.S.C. 724), use foreign
currencies accruing to the United States Government under the
Agricultural Trade Development and Assistance Act of 1954 or any
other law to provide to any foreign county (with its consent) assist-
ance in the development and management of programs in that
country which the Secretary determines to be necessary or useful
for the conservation of any endangered species or threatened spe-
cies listed by the Secretary pursuant to section 4 of this Act. The
President shall provide assistance (which includes, but is not lim-
ited to, the acquisition, by lease or otherwise, of lands, waters, or
interests therein) to foreign countries under this section under such
terms and conditions as he deems appropriate. Whenever foreign
currencies are available for the provision of assistance under this
section, such currencies shall be used in preference to funds appro-
priated under the authority of section 15 of this Act.

(b) ENCOURAGEMENT OF FOREIGN PROGRAMS.—In order to
carry out further the provisions of this Act, the Secretary, through
the Secretary of State shall encourage—

(1) foreign countries to provide for the conservation of fish
or wildlife and plants including endangered species and threat-
ened species listed pursuant to section 4 of this Act;

(2) the entering into of bilateral or multilateral agreements
with foreign countries to provide for such conservation; and

(3) foreign persons who directly or indirectly take fish or
wildlife or plants in foreign countries or on the high seas for
importation into the United States for commercial or other
purposes to develop and carry out with such assistance as he
may provide, conservation practices designed to enhance such
fish or wildlife or plants and their habitat.
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(c) PERSONNEL.—After consultation with the Secretary of State,
the Secretary may—

(1) assign or otherwise make available any officer or em-
ployee of his department for the purpose of cooperating with
foreign countries and international organizations in developing
personnel resources and programs which promote the conserva-
tion of fish or wildlife or plants, and

(2) conduct or provide financial assistance for the edu-
cational training of foreign personnel, in this country or
abroad, in fish, wildlife, or plant management, research and
law enforcement and to render professional assistance abroad
in such matters.

(d) INVESTIGATIONS.—After consultation with the Secretary of
State and the Secretary of the Treasury, as appropriate, the Sec-
retary may conduct or cause to be conducted such law enforcement
investigations and research abroad as he deems necessary to carry
out the purposes of this Act.

CONVENTION IMPLEMENTATION

SEc. 8A. [16 U.S.C. 1537al (a) MANAGEMENT AUTHORITY AND
SCIENTIFIC AUTHORITY.—The Secretary of the Interior (hereinafter
in this section referred to as the “Secretary”) is designated as the
Management Authority and the Scientific Authority for purposes of
the Convention and the respective functions of each such Authority
%hall be carried out through the United States Fish and Wildlife

ervice.

(b) MANAGEMENT AUTHORITY FUNCTIONS.—The Secretary shall
do all things necessary and appropriate to carry out the functions
of the Management Authority under the Convention.

(c) SCIENTIFIC AUTHORITY FUNCTIONS.—(1) The Secretary shall
do all things necessary and appropriate to carry out the functions
of the Scientific Authority under the Convention.

(2) The Secretary shall base the determinations and advice
given by him under Article IV of the Convention with respect to
wildlife upon the best available biological information derived from
professionally accepted wildlife management practices; but is not
required to make, or require any State to make, estimates of popu-
lation size in making such determinations or giving such advice.

(d) RESERVATIONS BY THE UNITED STATES UNDER CONVEN-
TION.—If the United States votes against including any species in
Appendix I or II of the Convention and does not enter a reservation
pursuant to paragraph (3) of Article XV of the Convention with re-
spect to that species, the Secretary of State, before the 90th day
after the last day on which such a reservation could be entered,
shall submit to the Committee on Merchant Marine and Fisheries
of the House of Representatives, and to the Committee on the Envi-
ronment and Public Works of the Senate, a written report setting
forth the reasons why such a reservation was not entered.

(e) WILDLIFE PRESERVATION IN WESTERN HEMISPHERE.—(1)
The Secretary of the Interior (hereinafter in this subsection re-
ferred to as the “Secretary”), in cooperation with the Secretary of
State, shall act on behalf of, and represent, the United States in
all regards as required by the Convention on Nature Protection and
Wildlife Preservation in the Western Hemisphere (56 Stat. 1354,
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T.S. 982, hereinafter in this subsection referred to as the “Western
Convention”). In the discharge of these responsibilities, the Sec-
retary and the Secretary of State shall consult with the Secretary
of Agriculture, the Secretary of Commerce, and the heads of other
agencies with respect to matters relating to or affecting their areas
of responsibility.

(2) The Secretary and the Secretary of State shall, in coopera-
tion with the contracting parties to the Western Convention and,
to the extent feasible and appropriate, with the participation of
State agencies, take such steps as are necessary to implement the
Western Convention. Such steps shall include, but not be limited
to—

(A) cooperation with contracting parties and international
organizations for the purpose of developing personnel resources
and programs that will facilitate implementation of the West-
ern Convention;

(B) identification of those species of birds that migrate be-
tween the United States and other contracting parties, and the
habitats upon which those species depend, and the implemen-
tation of cooperative measures to ensure that such species will
not become endangered or threatened; and

(C) identification of measures that are necessary and ap-
propriate to implement those provisions of the Western Con-
vention which address the protection of wild plants.

(38) No later than September 30, 1985, the Secretary and the
Secretary of State shall submit a report to Congress describing
those steps taken in accordance with the requirements of this sub-
section and identifying the principal remaining actions yet nec-
essary for comprehensive and effective implementation of the West-
ern Convention.

(4) The provisions of this subsection shall not be construed as
affecting the authority, jurisdiction, or responsibility of the several
States to manage, control, or regulate resident fish or wildlife
under State law or regulations.

PROHIBITED ACTS

SeEc. 9. [16 U.S.C. 1538] (a) GENERAL.—(1) Except as provided
in sections 6(g)(2) and 10 of this Act, with respect to any endan-
gered species of fish or wildlife listed pursuant to section 4 of this
Act it is unlawful for any person subject to the jurisdiction of the
United States to—

(A) import any such species into, or export any such spe-
cies from the United States;

(B) take any such species within the United States or the
territorial sea of the United States;

(C) take any such species upon the high seas;

(D) possess, sell, deliver, carry, transport, or ship, by any
means whatsoever, any such species taken in violation of sub-
paragraphs (B) and (C);

(E) deliver, receive, carry, transport, or ship in interstate
or foreign commerce, by any means whatsoever and in the
course of a commercial activity, any such species;

(F) sell or offer for sale in interstate or foreign commerce
any such species; or
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(G) violate any regulation pertaining to such species or to
any threatened species of fish or wildlife listed pursuant to sec-
tion 4 of this Act and promulgated by the Secretary pursuant
to authority provided by this Act.

(2) Except as provided in sections 6(g)(2) and 10 of this Act,
with respect to any endangered species of plants listed pursuant to
section 4 of this Act, it is unlawful for any person subject to the
jurisdiction of the United States to—

(A) import any such species into, or export any such spe-
cies from, the United States;

(B) remove and reduce to possession any such species from
areas under Federal jurisdiction; maliciously damage or de-
stroy any such species on any such area; or remove cut, dig up,
or damage or destroy any such species on any other area in
knowing violation of any law or regulation of any state or in
the course of any violation of a state criminal trespass law;

(C) deliver, receive, carry, transport, or ship in interstate
or foreign commerce, by any means whatsoever and in the
course of a commercial activity, any such species;

(D) sell or offer for sale in interstate or foreign commerce
any such species; or

(E) violate any regulation pertaining to such species or to
any threatened species of plants listed pursuant to section 4 of
this Act and promulgated by the Secretary pursuant to author-
ity provided by this Act.

(b)(1) SPECIES HELD IN CAPTIVITY OR CONTROLLED ENVIRON-
MENT.—The provisions of subsections (a)(1)(A) and (a)(1)X(G) of this
section shall not apply to any fish or wildlife which was held in
captivity or in a controlled environment on (A) December 28, 1973,
or (B) the date of the publication in the Federal Register of a final
regulation adding such fish or wildlife species to any list published
pursuant to subsection (c) of section 4 of this Act: Provided, That
such holding and any subsequent holding or use of the fish or wild-
life as not in the course of a commercial activity. With respect to
any act prohibited by subsections (a)(1)(A) and (a)(1)(G) of this sec-
tion which occurs after a period of 180 days from (i) December 28,
1973, or (ii) the date of publication in the Federal Register of a
final regulation adding such fish or wildlife species to any list pub-
lished pursuant to subsection (c) of section 4 of this Act, there shall
be a rebuttable presumption that the fish or wildlife involved in
such act is not entitled to the exemption contained in this sub-
section.

(2)(A) The provisions of subsections (a)(1) shall not apply to—

(i) any raptor legally held in captivity or in a controlled en-
vironment on the effective date of the Endangered Species Act
Amendments of 1978; or

(i) any progeny of any raptor described in clause (i); until
such time as any such raptor or progeny is intentionally re-
turned to a wild state.

(B) Any person holding any raptor or progeny described in sub-
paragraph (A) must be able to demonstrate that the raptor or prog-
eny does, in fact, qualify under the provisions of this paragraph,
and shall maintain and submit to the Secretary, on request, such
inventories, documentation, and records as the Secretary may by
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regulation require as being reasonably appropriate to carry out the
purposes of this paragraph. Such requirements shall not unneces-
sarily duplicate the requirements of other rules and regulations
promulgated by the Secretary.

(¢) VIOLATION OF CONVENTION.—(1) It is unlawful for any per-
son subject to the jurisdiction of the United States to engage in any
trade in any specimens contrary to the provisions of the Conven-
tion, or to possess any specimens traded contrary to the provisions
of the Convention, including the definitions of terms in article I
thereof.

(2) Any importation into the United States of fish or wildlife
shall, if—

(A) such fish or wildlife is not an endangered species listed
pursuant to section 4 of this Act but is listed in Appendix II
of the Convention,;

(B) the taking and exportation of such fish or wildlife is
not contrary to the provisions of the Convention and all other
applicable requirements of the Convention have been satisfied;

(C) the applicable requirements of subsection (d), (e), and
() of this section have been satisfied; and

(D) such importation is not made in the course of a com-
mercial activity;

be presumed to be an important not in violation of any provision
of this Act or any regulation issued pursuant to this Act.

(d) IMPORTS AND EXPORTS.—

(1) IN GENERAL.—It is unlawful for any person, without
first having obtained permission from the Secretary, to engage
in business—

(A) as an importer or exporter of fish or wildlife (other
than shellfish and fishery products which (i) are not listed
pursuant to section 4 of this Act as endangered species or
threatened species, and (ii) are imported for purposes of
human or animal consumption or taken in waters under
the jurisdiction of the United States or on the high seas for
recreational purposes) or plants; or

(B) as an importer or exporter of any amount of raw
or worked African elephant ivory.

(2) REQUIREMENTS.—Any person required to obtain permis-
sion under paragraph (1) of this subsection shall—

(A) keep such records as will fully and correctly dis-
close each importation or exportation of fish, wildlife,
plants, or African elephant ivory made by him and the
subsequent disposition, made by him with respect to such
fish, wildlife, plants, or ivory;

(B) at all reasonable times upon notice by a duly au-
thorized representative of the Secretary, afford such rep-
resentative access to his place of business, an opportunity
to examine his inventory of imported fish, wildlife, plants,
or African elephant ivory and the records required to be
kept under subparagraph (A) of this paragraph, and to
copy such records; and

(C) file such reports as the Secretary may require.
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(3) REGULATIONS.—The Secretary shall prescribe such reg-
ulations as are necessary and appropriate to carry out the pur-
poses of this subsection.

(4) RESTRICTION ON CONSIDERATION OF VALUE OF AMOUNT
OF AFRICAN ELEPHANT IVORY IMPORTED OR EXPORTED.—In
granting permission under this subsection for importation or
exportation of African elephant ivory, the Secretary shall not
vary the requirements for obtaining such permission on the
basis of the value or amount of ivory imported or exported
under such permission.

(e) REPORTS.—It is unlawful for any person importing or ex-
porting fish or wildlife (other than shellfish and fishery products
which (1) are not listed pursuant to section 4 of this Act as endan-
gered or threatened species, and (2) are imported for purposes of
human or animal consumption or taken in waters under the juris-
diction of the United States or on the high seas for recreational
purposes) or plants to fail to file any declaration or report as the
Secretary deems necessary to facilitate enforcement of this Act or
to meet the obligations of the Convention.

(f) DESIGNATION OF PORTS.—(1) It is unlawful for any person
subject to the jurisdiction of the United States to import into or ex-
port from the United States any fish or wildlife (other than shell-
fish and fishery products which (A) are not listed pursuant to sec-
tion 4 of this Act as endangered species or threatened species, and
(B) are imported for purposes of human or animal consumption or
taken in waters under the jurisdiction of the United States or on
the high seas for recreational purposes) or plants, except at a port
of ports designated by the Secretary of the Interior. For the pur-
poses of facilitating enforcement of this Act and reducing the costs
thereof, the Secretary of the Interior, with approval of the Sec-
retary of the Treasury and after notice and opportunity for public
hearing, may, by regulation, designate ports and change such des-
ignations. The Secretary of the Interior, under such terms and con-
ditions as he may prescribe, may permit the importation or expor-
tation at nondesignated ports in the interest of the health or safety
of the fish or wildlife or plants, or for other reasons if, in his discre-
tion, he deems it appropriate and consistent with the purpose of
this subsection.

(2) Any port designated by the Secretary of the Interior under
the authority of section 4(d) of the Act of December 5, 1969 (16
U.S.C. 666¢cc—4(d), shall, if such designation is in effect on the day
before the date of the enactment of this Act, be deemed to be a port
designated by the Secretary under paragraph (1) of this subsection
until such time as the Secretary otherwise provides.

(g) VIOLATIONS.—It is unlawful for any person subject to the
jurisdiction of the United States to attempt to commit, solicit an-
other to commit, or cause to be committed, any offense defined in
this section.

EXCEPTIONS

Sec. 10. [16 U.S.C. 1539] (a) PERMITS.—(1) The Secretary may
permit, under such terms and conditions as he shall prescribe—

(A) any act otherwise prohibited by section 9 for scientific

purposes or to enhance the propagation or survival of the af-
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fected species, including, but not limited to, acts necessary for

the establishment and maintenance of experimental popu-

lations pursuant subsection (j); or

(B) any taking otherwise prohibited by section 9(a)(1)(B) if
such taking is incidental to, and not the purpose of, the car-
rying out of an otherwise lawful activity.

(2)(A) No permit may be issued by the Secretary authorizing
any taking referred to in paragraph (1)(B) unless the applicant
therefor submits to the Secretary a conservation plan that
specifies—

(i) the impact which will likely result from such taking;

(ii) what steps the applicant will take to minimize and
mitigate such impacts, and the funding that will be available
to implement such steps;

(iii) what alternative actions to such taking the applicant
considered and the reasons why such alternatives are not
being utilized; and

(iv) such other measures that the Secretary may require as
being necessary or appropriate for purposes of the plan.

(B) If the Secretary finds, after opportunity for public com-
ment, with respect to a permit application and the related con-
servation plan that—

(i) the taking will be incidental,;

(ii) the applicant will, to the maximum extent practicable,
minimize and mitigate the impacts of such taking;

(iii) the applicant will ensure that adequate funding for
the plan will be provided,;

(iv) the taking will not appreciably reduce the likelihood of
the survival and recovery of the species in the wild; and

(v) the measures, if any, required under subparagraph
(A)@Gv) will be met;

and he has received such other assurances as he may require that
the plan will be implemented, the Secretary shall issue the permit.
The permit shall contain such terms and conditions as the Sec-
retary deems necessary or appropriate to carry out the purposes of
this paragraph, including, but not limited to, such reporting re-
quirements as the Secretary deems necessary for determining
whether such terms and conditions are being complied with.

(C) The Secretary shall revoke a permit issued under this
paragraph if he finds that the permittee is not complying with the
terms and conditions of the permit.

(b) HArRDSHIP EXEMPTIONS.—(1) If any person enters into a
contract with respect to a species of fish or wildlife or plant before
the date of the publication in the Federal Register of notice of con-
sideration of that species as an endangered species and the subse-
quent listing of that species as an endangered species pursuant to
section 4 of this Act will cause undue hardship to such person
under the contract, the Secretary, in order to minimize such hard-
ship, may exempt such person from the application of section 9(a)
of this Act to the extent the Secretary deems appropriate if such
person applies to him for such exemption and includes with such
application such information as the Secretary may require to prove
such hardship; except that (A) no such exemption shall be for a du-
ration of more than one year from the date of publication in the
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Federal Register of notice of consideration of the species concerned,
or shall apply to a quantity of fish or wildlife or plants in excess
of that specified by the Secretary; (B) the one-year period for those
species of fish or wildlife listed by the Secretary as endangered
prior to the effective date of this Act shall expire in accordance
with the terms of section 3 of the Act of December 5, 1969 (83 Stat.
275); and (C) no such exemption may be granted for the importa-
tion or exportation of a specimen listed in Appendix I of the Con-
vention which is to be used in a commercial activity.

(2) As used in this subsection, the term “undue economic hard-
ship” shall include, but not be limited to:

(A) substantial economic loss resulting from inability
caused by this Act to perform contracts with respect to species
of fish and wildlife entered into prior to the date of publication
in the Federal Register of a notice of consideration of such spe-
cies as an endangered species;

(B) substantial economic loss to persons who, for the year
prior to the notice of consideration of such species as an endan-
gered species, derived a substantial portion of their income
from the lawful taking of any listed species, which taking
would be made unlawful under this Act; or

(C) curtailment of subsistence taking made unlawful under
this Act by persons (i) not reasonably able to secure other
sources of subsistence; and (ii) dependent to a substantial ex-
tent upon hunting and fishing for subsistence; and (iii) who
must engage in such curtailed taking for subsistence purposes.
(38) The Secretary may make further requirements for a show-

ing of undue economic hardship as he deems fit. Exceptions grant-
ed under this section may be limited by the Secretary in his discre-
tion as to time, area, or other factor of applicability.

(c) NoTIiCE AND REVIEW.—The Secretary shall publish notice in
the Federal Register of each application for an exemption or permit
which is made under this section. Each notice shall invite the sub-
mission from interested parties, within thirty days after the date
of the notice, of written data, views, or arguments with respect to
the application; except that such thirty-day period may be waived
by the Secretary in an emergency situation where the health or life
of an endangered animal is threatened and no reasonable alter-
native is available to the applicant, but notice of any such waiver
shall be published by the Secretary in the Federal Register within
ten days following the issuance of the exemption or permit. Infor-
mation received by the Secretary as part of any application shall
be available to the public as a matter of public record at every
stage of the proceeding.

(d) PERMIT AND EXEMPTION PoLICY.—The Secretary may grant
exceptions under subsections (a)(1)(A) and (b) of this section only
if he finds and publishes his finding in the Federal Register that
(1) such exceptions were applied for in good faith, (2) if granted and
exercised will not operate to the disadvantage of such endangered
species, and (3) will be consistent with the purposes and policy set
forth in section 2 of this Act.

(e) ALASKA NATIVES.—(1) Except as provided in paragraph (4)
of this subsection the provisions of this Act shall not apply with re-
spect to the taking of any endangered species or threatened spe-
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cies, or the importation of any such species taken pursuant to this
section, by—

(A) any Indian, Aleut, or Eskimo who is an Alaskan Native
who resides in Alaska; or

(B) any non-native permanent resident of an Alaska native
village;

if such taking is primarily for subsistence purposes. Non-edible by-
products of species taken pursuant to this section may be sold in
interstate commerce when made into authentic native articles of
handicrafts and clothing; except that the provisions of this sub-
section shall not apply to any non-native resident of an Alaskan
native village found by the Secretary to be not primarily dependent
upon the taking of fish and wildlife for consumption or for the cre-
ation and sale of authentic native articles of handicrafts and cloth-
ing.

(2) Any taking under this subsection may not be accomplished
in a wasteful manner.

(3) As used in this subsection—

(i) The term “subsistence” includes selling any edible por-
tion of fish or wildlife in native villages and towns in Alaska
for native consumption within native villages or towns; and
1(i) The term “authentic native articles of handicrafts and

clothing” means items composed wholly or in some significant re-
spect to natural materials, and which are produced, decorated or
fashioned in the exercise of traditional native handicrafts without
the use of pantographs, multiple carvers, or other mass copying de-
vices. Traditional native handicrafts include, but are not limited to,
weaving, carving, stitching, sewing, lacing, beading, drawing, and
painting.

(4) Notwithstanding the provisions of paragraph (1) of this sub-
section, whenever the Secretary determines that any species of fish
or wildlife which is subject to taking under the provisions of this
subsection is an endangered species or threatened species, and that
such taking materially and negatively affects the threatened or en-
dangered species, he may prescribe regulations upon the taking of
such species by any such Indian, Aleut, Eskimo, or non-native
Alaskan resident of an Alaskan native village. Such regulations
may be established with reference to species, geographical descrip-
tion of the area included, the season for taking, or any other factors
related to the reason for establishing such regulations and con-
sistent with the policy of this Act. Such regulations shall be pre-
scribed after a notice and hearings in the affected judicial districts
of Alaska and as otherwise required by section 103 of the Marine
Mammal Protection Act of 1972, and shall be removed as soon as
the Secretary determines that the need for their impositions has
disappeared.

(£)(1) As used in this subsection—

(A) The term “pre-Act endangered species part” means—

(i) any sperm whale oil, including derivatives thereof,
which was lawfully held within the United States on De-
cember 28, 1973, in the course of a commercial activity; or

1So0 in law. Section 10(e)(3)(ii) of the Endangered Species Act of 1973 paragraph indention
is incorrect. Indention should be same as 10(e)(3)(i)
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(i1) any finished scrimshaw product, if such product or
the raw material for such product was lawfully held within
the United States on December 28, 1973, in the course of
a commercial activity.

(B) The term “scrimshaw product” means any art form
which involves the substantial etching or engraving of designs
upon, or the substantial carving of figures, patterns, or designs
from, any bone or tooth of any marine mammal of the order
Cetacea. For purposes of this subsection, polishing or the add-
ing of minor superficial markings does not constitute substan-
tial etching, engraving, or carving.

(2) The Secretary, pursuant to the provisions of this subsection,
may exempt, if such exemption is not in violation of the Conven-
tion, any pre-Act endangered species part from one or more of the
following prohibitions.

(A) The prohibition on exportation from the United States
set forth in section 9(a)(1)(A) of this Act.

(B) Any prohibition set forth in section 9(a)(1) (E) or (F) of
this Act.

(3) Any person seeking an exemption described in paragraph
(2) of this subsection shall make application therefor to the Sec-
retary in such form and manner as he shall prescribe, but no such
application may be considered by the Secretary unless the
application—

(A) is received by the Secretary before the close of the one-
year period beginning on the date on which regulations pro-
mulgated by the Secretary to carry out this subsection first
take effect;

(B) contains a complete and detailed inventory of all pre-
Act endangered species parts for which the applicant seeks ex-
emption;

(C) is accompanied by such documentation as the Sec-
retary may require to prove that any endangered species part
or product claimed by the applicant to be a pre-Act endangered
species part is in fact such a part; and

(D) contains such other information as the Secretary
deems necessary and appropriate to carry out the purposes of
this subsection.

(4) If the Secretary approves any application for exemption
made under this subsection, he shall issue to the applicant a cer-
tificate of exemption which shall specify—

(A) any prohibition in section 9(a) of this Act which is ex-
empted;

(B) the pre-Act endangered species parts to which the ex-
emption applies;

(C) the period of time during which the exemption is in ef-
fect, but no exemption made under this subsection shall have
force and effect after the close of the three-year period begin-
ning on the date of issuance of the certificate unless such ex-
emption is renewed under paragraph (8); and

(D) any term or condition prescribed pursuant to para-
graph (5) (A) or (B), or both, which the Secretary deems nec-
essary or appropriate.
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(5) The Secretary shall prescribe such regulations as he deems
necessary and appropriate to carry out the purposes of this sub-
section. Such regulations may set forth—

(A) terms and conditions which may be imposed on appli-
cants for exemptions under this subsection (including, but not
limited to, requirements that applicants register, inventories,
keep complete sales records, permit duly authorized agents of
the Secretary to inspect such inventories and records, and peri-
odically file appropriate reports with the Secretary); and

(B) terms and conditions which may be imposed on any
subsequent purchaser of any pre-Act endangered species part
covered by an exemption granted under this subsection;

to insure that any such part so exempted is adequately accounted
for and not disposed of contrary to the provisions of this Act. No
regulation prescribed by the Secretary to carry out the purposes of
this subsection shall be subject to section 4(f)(2)(A)(i) of this Act.

(6)(A) Any contract for the sale of pre-Act endangered species
parts which is entered into by the Administrator of General Serv-
ices prior to the effective date of this subsection and pursuant to
the notice published in the Federal Register on January 9, 1973,
shall not be rendered invalid by virtue of the fact that fulfillment
of such contract may be prohibited under section 9(a)(1)(F).

(B) In the event that this paragraph is held invalid, the valid-
ity of the remainder of the Act, including the remainder of this sub-
section, shall not be affected.

(7) Nothing in this subsection shall be construed to—

(A) exonerate any person from any act committed in viola-
tion of paragraphs (1)(A), (1)(E), or (1)(F) of section 9(a) prior
to the date of enactment of this subsection; or

(B) immunize any person from prosecution for any such
act.

(8)(A)1) Any valid certificate of exemption which was renewed
after October 13, 1982, and was in effect on March 31, 1988, shall
be deemed to be renewed for a 6-month period beginning on the
date of enactment of the Endangered Species Act Amendments of
1988. Any person holding such a certificate may apply to the Sec-
retary for one additional renewal of such certificate for a period not
to exceed 5 years beginning on the date of such enactment.

(B) If the Secretary approves any application for renewal of an
exemption under this paragraph, he shall issue to the applicant a
certificate of renewal of such exemption which shall provide that
all terms, conditions, prohibitions, and other regulations made ap-
plicable by the previous certificate shall remain in effect during the
period of the renewal.

(C) No exemption or renewal of such exemption made under
this subsection shall have force and effect after the expiration date
of the certificate of renewal of such exemption issued under this
paragraph.

(D) No person may, after January 31, 1984, sell or offer for
sale in interstate or foreign commerce, and pre-Act finished scrim-
shaw product unless such person holds a valid certificate of exemp-
tion issued by the Secretary under this subsection, and unless such
product or the raw material for such product was held by such per-
son on October 13, 1982.
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(g) In connection with any action alleging a violation of section
9, any person claiming the benefit of any exemption or permit
under this Act shall have the burden of proving that the exemption
or permit is applicable, has been granted, and was valid and in
force at the time of the alleged violation.

(h) CERTAIN ANTIQUE ARTICLES.—(1) Sections 4(d), 9(a), and
9(c) do not apply to any article which—

(A) is not less than 100 years of age;

(B) is composed in whole or in part of any endangered spe-
cies or threatened species listed under section 4;

(C) has not been repaired or modified with any part of any
such species on or after the date of the enactment of this Act;
and

(D) is entered at a port designated under paragraph (3).

(2) Any person who wishes to import an article under the ex-
ception provided by this subsection shall submit to the customs of-
ficer concerned at the time of entry of the article such documenta-
tion as the Secretary of the Treasury, after consultation with the
Secretary of the Interior, shall by regulation require as being nec-
essary to establish that the article meets the requirements set
forth in paragraph (1) (A), (B), and (C).

(3) The Secretary of the Treasury, after consultation with the
Secretary of the Interior, shall designate one port within each cus-
toms region at which articles described in paragraph (1) (A), (B),
and (C) must be entered into the customs territory of the United
States.

(4) Any person who imported, after December 27, 1973, and on
or before the date of the enactment of the Endangered Species Act
Amendments of 1978, any article described in paragraph (1)
which—

(A) was not repaired or modified after the date of importa-
tion with any part of any endangered species or threatened
species listed under section 4;

(B) was forfeited to the United States before such date of
the enactment, or is subject to forfeiture to the United States
on such date of enactment, pursuant to the assessment of a
civil penalty under section 11; and

(C) is in the custody of the United States on such date of
enactment;

may, before the close of the one-year period beginning on such date
of enactment make application to the Secretary for return of the
article. Application shall be made in such form and manner, and
contain such documentation, as the Secretary prescribes. If on the
basis of any such application which is timely filed, the Secretary
is satisfied that the requirements of this paragraph are met with
respect to the article concerned, the Secretary shall return the arti-
cle to the applicant and the importation of such article shall, on
and after the date of return, be deemed to be a lawful importation
under this Act.

(i) NONCOMMERCIAL TRANSSHIPMENTS.—Any importation into
the United States of fish or wildlife shall, if—

(1) such fish or wildlife was lawfully taken and exported
from the country of origin and country of reexport, if any;
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(2) such fish or wildlife is in transit or transshipment
through any place subject to the jurisdiction of the United
States en route to a country where such fish or wildlife may
be lawfully imported and received,;

(3) the exporter or owner of such fish or wildlife gave ex-
plicit instructions not to ship such fish or wildlife through any
place subject to the jurisdiction of the United States, or did all
that could have reasonably been done to prevent trans-
shipment, and the circumstances leading to the transshipment
were beyond the exporter’s or owner’s control,

(4) the applicable requirements of the Convention have
been satisfied; and

(5) such importation is not made in the course of a com-
mercial activity,

be an importation not in violation of any provision of this Act or
any regulation issued pursuant to this Act while such fish or wild-
life remains in the control of the United States Customs Service.

(j) EXPERIMENTAL POPULATIONS.—(1) For purposes of this sub-
section, the term “experimental population” means any population
(including any offspring arising solely therefrom) authorized by the
Secretary for release under paragraph (2), but only when, and at
such times as, the population is wholly separate geographically
from nonexperimental populations of the same species.

(2)(A) The Secretary may authorize the release (and the re-
lated transportation) of any population (including eggs, propagules,
or individuals) of an endangered species or a threatened species
outside the current range of such species if the Secretary deter-
mines that such release will further the conservation of such spe-
cies.

(B) Before authorizing the release of any population under sub-
paragraph (A), the Secretary shall by regulation identify the popu-
lation and determine, on the basis of the best available informa-
tion, whether or not such population is essential to the continued
existence of an endangered species or a threatened species.

(C) For the purposes of this Act, each member of an experi-
nillental population shall be treated as a threatened species; except
that—

(i) solely for purposes of section 7 (other than subsection
(a)(1) thereof), an experimental population determined under
subparagraph (B) to be not essential to the continued existence
of a species shall be treated, except when it occurs in an area
within the National Wildlife Refuge System or the National
Pardeystem, as a species proposed to be listed under section
4; an

(i1) critical habitat shall not be designated under this Act
for any experimental population determined under subpara-
graph (B) to be not essential to the continued existence of a
species.

(3) The Secretary, with respect to population of endangered
species or threatened species that the Secretary authorized, before
the date of the enactment of this subsection, for release in geo-
graphical areas separate from the other populations of such spe-
cies, shall determine by regulation which of such populations are
an experimental population for the purposes of this subsection and
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whether or not each is essential to the continued existence of an
endangered species or a threatened species.

PENALTIES AND ENFORCEMENT

SeEc. 11. [16 U.S.C. 1540] (a) CiviL. PENALTIES.—(1) Any per-
son who knowingly violates, and any person engaged in business
as an importer or exporter of fish, wildlife, or plants who violates,
any provision of this Act, or any provision of any permit or certifi-
cate issued hereunder, or of any regulation issued in order to im-
plement subsection (a)(1)(A), (B), (C), (D), (E), or (F), (a)(2(A), (B),
(C), or (D), (c), (d), (other than regulation relating to recordkeeping
or filing or reports), (f), or (g) of section 9 of this Act, may be as-
sessed a civil penalty by the Secretary of not more than $25,000
for each violation. Any person who knowingly violates, and any per-
son engaged in business as an importer or exporter of fish, wildlife,
or plants who violates, any provision of any other regulation issued
under this Act may be assessed a civil penalty by the Secretary of
not more than $12,000 for each such violation. Any person who oth-
erwise violates any provision of this Act, or any regulation, permit,
or certificate issued hereunder, may be assessed a civil penalty by
the Secretary of not more than $500 for each such violation. No
penalty may be assessed under this subsection unless such person
is given notice and opportunity for a hearing with respect to such
violation. Each violation shall be a separate offense. Any such civil
penalty may be remitted or mitigated by the Secretary. Upon any
failure to pay a penalty assessed under this subsection, the Sec-
retary may request the Attorney General to institute a civil action
in a district court of the United States for any district in which
such person is found, resides, or transacts business to collect the
penalty and such court shall have jurisdiction to hear and decide
any such action. The court shall hear such action on the record
made before the Secretary and shall sustain his action if it is sup-
ported by substantial evidence on the record considered as a whole.

(2) Hearings held during proceedings for the assessment of
civil penalties by paragraph (1) of this subsection shall be con-
ducted in accordance with section 554 of title 5, United States
Code. The Secretary may issue subpoenas for the attendance and
testimony of witnesses and the production of relevant papers,
books, and documents, and administer oaths. Witnesses summoned
shall be paid the same fees and mileage that are paid to witnesses
in the courts of the United States. In case of contumacy or refusal
to obey a subpoena served upon any person pursuant to this para-
graph, the district court of the United States for any district in
which such person is found or resides or transacts business, upon
application by the United States and after notice to such person,
shall have jurisdiction to issue an order requiring such person to
appear and give testimony before the Secretary or to appear and
produce documents before the Secretary, or both, and any failure
to obey such order of the court may be punished by such court as
a contempt thereof.

(3) Notwithstanding any other provision of this Act, no civil
penalty shall be imposed if it can be shown by a preponderance of
the evidence that the defendant committed an act based on a good
faith belief that he was acting to protect himself or herself, a mem-
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ber of his or her family, or any other individual from bodily harm,
from any endangered or threatened species.

(b) CRIMINAL VIOLATIONS.—(1) Any person who knowingly vio-
lates any provision of this Act, of any permit or certificate issued
hereunder, or of any regulation issued in order to implement sub-
section (a)(1)(A), (B), (C), (D), (E), or (F); (a)(2)(A), (B), (C), or (D),
(c), (d) (other than a regulation relating to recordkeeping, or filing
of reports), (f), or (g) of section 9 of this Act shall, upon conviction,
be fined not more than $50,000 or imprisoned for not more than
one year, or both. Any person who knowingly violates any provision
of any other regulation issued under this Act shall, upon convic-
tion, be fined not more than $25,000 or imprisoned for not more
than six months, or both.

(2) The head of any Federal agency which has issued a lease,
license, permit, or other agreement authorizing a person to import
or export fish, wildlife, or plants, or to operate a quarantine station
for imported wildlife, or authorizing the use of Federal lands, in-
cluding grazing of domestic livestock, to any person who is con-
victed of a criminal violation of this Act or any regulation, permit,
or certificate issued hereunder may immediately modify, suspend,
or revoke each lease, license, permit, or other agreement. The Sec-
retary shall also suspend for a period of up to one year, or cancel,
any Federal hunting or fishing permits or stamps issued to any
person who is convicted of a criminal violation of any provision of
this Act or any regulation, permit, or certificate issued hereunder.
The United States shall not be liable for the payments of any com-
pensation, reimbursement, or damages in connection with the
modification, suspension, or revocation of any leases, licenses per-
mits stamps, or other agreements pursuant to this section.

(3) Notwithstanding any other provision of this Act, it shall be
a defense to prosecution under this subsection if the defendant
committed the offense based on a good faith belief that he was act-
ing to protect himself or herself, a member of his or her family, or
any other individual, from bodily harm from any endangered or
threatened species.

(c) DisTRICT COURT JURISDICTION.—The several district courts
of the United States; including the courts enumerated in section
460 of title 28, United States Code, shall have jurisdiction over any
actions arising under this Act. For the purpose of this Act, Amer-
ican Samoa shall be included within the judicial district of the Dis-
trict Court of the United States for the District of Hawaii.

(d) REWARDS AND CERTAIN INCIDENTAL EXPENSES.—The Sec-
retary or the Secretary of the Treasury shall pay, from sums re-
ceived as penalties, fines, or forfeitures of property for any viola-
tions of this chapter or any regulation issued hereunder (1) a re-
ward to any person who furnishes information which leads to an
arrest, a criminal conviction, civil penalty assessment, or forfeiture
of property for any violation of this chapter or any regulation
issued hereunder, and (2) the reasonable and necessary costs in-
curred by any person in providing temporary care for any fish,
wildlife, or plant pending the disposition of any civil or criminal
proceeding alleging a violation of this chapter with respect to that
fish, wildlife, or plant. The amount of the reward, if any, is to be
designated by the Secretary or the Secretary of the Treasury, as
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appropriate. Any officer or employee of the United States or any
State or local government who furnishes information or renders
service in the performance of his official duties is ineligible for pay-
ment under this subsection. Whenever the balance of sums received
under this section and section 6(d) of the Act of November 16, 1981
(16 U.S.C. 3375(d)) as penalties or fines, or from forfeitures of prop-
erty, exceed $500,000, the Secretary of the Treasury shall deposit
an amount equal to such excess balance in the cooperative endan-
gered species conservation fund established under section 6(i) of
this Act.

(e) ENFORCEMENT.—(1) The provisions of this Act and any reg-
ulations or permits issued pursuant thereto shall be enforced by
the Secretary, the Secretary of the Treasury, or the Secretary of
the Department in which the Coast Guard is operating, or all such
Secretaries. Each such Secretary may utilize by agreement, with or
without reimbursement, the personnel, services, and facilities of
any other Federal agency or any State agency for purposes of en-
forcing this Act.

(2) The judges of the district courts of the United States and
the United States magistrates may within their respective jurisdic-
tions, upon proper oath or affirmation showing probable cause,
issue such warrants or other process as may be required for en-
forcement of this Act and any regulation issued thereunder.

(3) Any person authorized by the Secretary, the Secretary of
the Treasury, or the Secretary of the Department in which the
Coast Guard is operating, to enforce this Act may detain for inspec-
tion and inspect any package, crate, or other container, including
its contents, and all accompanying documents, upon importation or
exportation. Such persons may make arrests without a warrant for
any violation of this Act if he has reasonable grounds to believe
that the person to be arrested is committing the violation in his
presence or view and may execute and serve any arrest warrant,
search warrant, or other warrant or civil or criminal process issued
by any officer or court of competent jurisdiction for enforcement of
this Act. Such person so authorized may search and seize, with or
without a warrant, as authorized by law. Any fish, wildlife, prop-
erty, or item so seized shall be held by any person authorized by
the Secretary, the Secretary of the Treasury, or the Secretary of
the Department in which the Coast Guard is operating pending
disposition of civil or criminal proceedings, or the institution of an
action in rem for forfeiture of such fish, wildlife, property, or item
pursuant to paragraph (4) of the subsection; except that the Sec-
retary may, in lieu of holding such fish, wildlife, property, or item,
permit the owner or consignee to post a bond or other surety satis-
factory to the Secretary, but upon forfeiture of any such property
to the United States, or the abandonment or waiver of any claim
to any such property, it shall be disposed of (other than by sale to
the general public) by the Secretary in such a manner, consistent
with the purposes of this Act, as the Secretary shall by regulation
prescribe.

(4)(A) All fish or wildlife or plants taken, possessed, sold, pur-
chased, offered for sale or purchase, transported, delivered, re-
ceived, carried, shipped, exported, or imported contrary to the pro-
visions of this Act, any regulation made pursuant thereto, or any
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permit or certificate issued hereunder shall be subject to forfeiture
to the United States.

(B) All guns, traps, nets, and other equipment, vessels, vehi-
cles, aircraft, and other means of transportation used to aid the
taking, possessing, selling, purchasing, offering for sale or pur-
chase, transporting, delivering, receiving, carrying, shipping, ex-
porting, or importing of any fish or wildlife or plants in violation
of this Act, any regulation made pursuant thereto, or any permit
or certificate issued thereunder shall be subject to forfeiture to the
United States upon conviction of a criminal violation pursuant to
section 11(b)(1) of this Act.

(5) All provisions of law relating to the seizure, forfeiture, and
condemnation of a vessel for violation of the customs laws, the dis-
position of such vessel or the proceeds from the sale thereof, and
the remission or mitigation of such forfeiture, shall apply to the
seizures and forfeitures incurred, or alleged to have been incurred,
under the provisions of this Act, insofar as such provisions of law
are applicable and not inconsistent with the provisions of this Act;
except that all powers, rights, and duties conferred or imposed by
the customs laws upon any officer or employee of the Treasury De-
partment shall, for the purposes of this Act, be exercised or per-
formed by the Secretary or by such persons as he may designate.

(6) The Attorney General of the United States may seek to en-
join any person who is alleged to be in violation of any provision
of this Act or regulation issued under authority thereof.

(f) REGULATIONS.—The Secretary, the Secretary of the Treas-
ury, and the Secretary of the Department in which the Coast
Guard is operating, are authorized to promulgate such regulations
as may be appropriate to enforce this Act, and charge reasonable
fees for expenses to the Government connected with permits or cer-
tificates authorized by this Act including processing applications
and reasonable inspections, and with the transfer, board, handling,
or storage of fish or wildlife or plants and evidentiary items seized
and forfeited under this Act. All such fees collected pursuant to this
subsection shall be deposited in the Treasury to the credit of the
appropriation which is current and chargeable for the cost of fur-
nishing the services. Appropriated funds may be expended pending
reimbursement from parties in interest.

(g) CITizEN SulTs.—(1) Except as provided in paragraph (2) of
{:)hi}f lel‘lbseCtiOIl any person may commence a civil suit on his own

ehalf—

(A) to enjoin any person, including the United States and
any other governmental instrumentality or agency (to the ex-
tent permitted by the eleventh amendment to the Constitu-
tion), who is alleged to be in violation of any provision of this
Act or regulation issued under the authority thereof; or

(B) to compel the Secretary to apply, pursuant to section
6(g2)(2)(B)(ii) of this Act, the prohibitions set forth in or author-
ized pursuant to section 4(d) or section 9(a)(1)(B) of this Act
with respect to the taking of any resident endangered species
or threatened species within any State; or

(C) against the Secretary where there is alleged a failure
of the Secretary to perform any act or duty under section 4
which is not discretionary with the Secretary.
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The district courts shall have jurisdiction, without regard to the
amount in controversy or the citizenship of the parties, to enforce
any such provision or regulation or to order the Secretary to per-
form such act or duty, as the case may be. In any civil suit com-
menced under subparagraph (B) the district court shall compel the
Secretary to apply the prohibition sought if the court finds that the
gllegation that an emergency exists is supported by substantial evi-
ence.

(2)(A) No action may be commenced under subparagraph (1)(A)
of this section—

(i) prior to sixty days after written notice of the violation
has been given to the Secretary, and to any alleged violator of
any such provision or regulation;

(i1) if the Secretary has commenced action to impose a pen-
alty pursuant to subsection (a) of this section; or

(ii1) if the United States has commenced and is diligently
prosecuting a criminal action in a court of the United States
i)r a State to redress a violation of any such provision or regu-
ation.

(B) No action may be commenced under subparagraph (1)(B) of
this section—

(i) prior to sixty days after written notice has been given
to the Secretary setting forth the reasons why an emergency
is thought to exist with respect to an endangered species or a
threatened species in the State concerned; or

(i1) if the Secretary has commenced and is diligently pros-
ecuting action under section 6(g)(2)(B)(ii) of this Act to deter-
mine whether any such emergency exists.

(C) No action may be commenced under subparagraph (1)(C) of
this section prior to sixty days after written notice has been given
to the Secretary; except that such action may be brought imme-
diately after such notification in the case of an action under this
section respecting an emergency posing a significant risk to the
well-being of any species of fish or wildlife or plants.

(3)(A) Any suit under this subsection may be brought in the ju-
dicial district in which the violation occurs.

(B) In any such suit under this subsection in which the United
States is not a party, the Attorney General, at the request of the
Secretary, may intervene on behalf of the United States as a mat-
ter of right.

(4) The court, in issuing any final order in any suit brought
pursuant to paragraph (1) of this subsection, may award costs of
litigation (including reasonable attorney and expert witness fees) to
any party, whenever the court determines such award is appro-
priate.

(5) The injunctive relief provided by this subsection shall not
restrict any right which any person (or class of persons) may have
under any statute or common law to seek enforcement of any
standard or limitation or to seek any other relief (including relief
against the Secretary or a State agency).

(h) CoORDINATION WITH OTHER LAWS.—The Secretary of Agri-
culture and the Secretary shall provide for appropriate coordina-
tion of the administration of this Act with the administration of the
animal quarantine laws (21 U.S.C. 101-105, 111-135b, and 612—
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614) and section 306 of the Tariff Act of 1930 (19 U.S.C. 1306).
Nothing in this Act or any amendment made by this Act shall be
construed as superseding or limiting in any manner the functions
of the Secretary of Agriculture under any other law relating to pro-
hibited or restricted importations or possession of animals and
other articles and no proceeding or determination under this Act
shall preclude any proceeding or be considered determinative of
any issue of fact or law in any proceeding under any Act adminis-
tered by the Secretary of Agriculture. Nothing in this Act shall be
construed as superseding or limiting in any manner the functions
and responsibilities of the Secretary of the Treasury under the Tar-
iff Act of 1930, including, without limitation, section 527 of that Act
(19 U.S.C. 1527), relating to the importation of wildlife taken,
killed, possessed, or exported to the United States in violation of
the laws or regulations of a foreign country.

ENDANGERED PLANTS

SEc. 12. [16 U.S.C. 1541] The Secretary of the Smithsonian
Institution, in conjunction with other affected agencies, is author-
ized and directed to review (1) species of plants which are now or
may become endangered, or threatened and (2) methods of ade-
quately conserving such species, and to report to Congress, within
one year after the date of the enactment of this Act, the results of
such review including recommendations for new legislation or the
amendment of existing legislation.

CONFORMING AMENDMENTS
SEC. 13. [Section 13 consists of amendments to other Acts.]
REPEALER
SEC. 14. [Section 14 consists of repeals of provisions of law.]
AUTHORIZATION OF APPROPRIATIONS

SEC. 15. [16 U.S.C. 1542] (a) IN GENERAL.—Except as pro-
vided in subsection (b), (¢), and (d), there are authorized to be
appropriated—

(1) not to exceed $35,000,000 for fiscal year 1988,
$36,500,000 for fiscal year 1989, $38,000,000 for fiscal year
1990, $39,500,000 for fiscal year 1991, and $41,500,000 for fis-
cal year 1992 to enable the Department of the Interior to carry
out such functions and responsibilities as it may have been
given under this Act;

(2) not to exceed $5,750,000 for fiscal year 1988,
$6,250,000 for each of fiscal years 1989 and 1990, and
$6,750,000 for each of fiscal year 1991 and 1992 to enable the
Department of Commerce to carry out such functions and re-
sponsibilities as it may have been given under this Act; and

(3) not to exceed $2,200,000 for fiscal year 1988,
$2,400,000 for each of fiscal years 1989 and 1990, and
$2,600,000 for each of fiscal years 1991 and 1992, to enable the
Department of Agriculture to carry out its functions and re-
sponsibilities with respect to the enforcement of this Act and
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the Convention which pertain to the importation or exportation

of plants.

(b) EXEMPTIONS FROM ACT.—There are authorized to be appro-
priated to the Secretary to assist him and the Endangered Species
Committee in carrying out their functions under sections?! 7 (e), (g),
and (h) not to exceed $600,000 for each of fiscal years 1988, 1989,
1990, 1991, and 1992.

(¢c) CONVENTION IMPLEMENTATION.—There are authorized to be
appropriated to the Department of the Interior for purposes of car-
rying out section 8A(e) not to exceed $400,000 for each of fiscal
years 1988, 1989, and 1990, and $500,000 for each of fiscal years
1991 and 1992, and such sums shall remain available until ex-
pended.

EFFECTIVE DATE

SEc. 16. [16 U.S.C. 1531 note] This Act shall take effect on
the date of its enactment.

MARINE MAMMAL PROTECTION ACT OF 1972

SEC. 17. [16 U.S.C. 1543] Except as otherwise provided in this
Act, no provision of this Act shall take precedence over any more

restrictive conflicting provision of the Marine Mammal Protection
Act of 1972.

ANNUAL COST ANALYSIS BY THE FISH AND WILDLIFE SERVICE

Sec. 18. [16 U.S.C. 1544] Notwithstanding section 3003 of
Public Law 104-66 (31 U.S.C. 1113 note; 109 Stat. 734), on or be-
fore January 15, 1990, and each January 15 thereafter, the Sec-
retary of the Interior, acting through the Fish and Wildlife Service,
shall submit to the Congress an annual report covering the pre-
ceding fiscal year which shall contain—

(1) an accounting on a species by species basis of all rea-
sonably unidentifiable Federal expenditures made primarily for
the conservation of endangered or threatened species pursuant
to this Act; and

(2) an accounting on a species by species basis for all rea-
sonably identifiable expenditures made primarily for the con-
servation of endangered or threatened species pursuant to this
Act by states receiving grants under section 6.

1So0 in original. Probably should be “section”.



COMPUTER SECURITY ACT OF 1987
Public Law 100-235 (H.R. 145)

January 8, 1988

SECTION 1. SHORT TITLE

The Act may be cited as the "Computer Security Act of 1987".

SEC. 2 PURPOSE

(a) IN GENERAL.-The Congress declares that improving the security
and privacy of sensitive information in Federal computer systems is
in the public interest, and hereby creates a means for establishing
minimum acceptable security practices for such systems, without

limiting the scope of security measures already planned or in use.

(b) SPECIFIC PURPOSES.-The purposes of this Act are--

(1) by amending the Act of March 3, 1901, to assign to the
National Bureau of Standards responsibility for developing standards
and guidelines for Federal computer systems, including responsibility
for developing standards and guidelines needed to assure the
cost-effective security and privacy of sensitive information in
Federal computer systems, drawing on the technical advice and
assistance (including work products) of the National Security Agency,

where appropriate;

(2) to provide for promulgation of such standards and guidelines

by amending section 111(d) of the Federal Property and Administrative



Services Act of 1949;

(3) to require establishment of security plans by all operators

of Federal computer systems that contain sensitive information; and

(4) to require mandatory periodic training for all persons
involved in management, use, or operation of Federal computer systems

that contain sensitive information.

SEC. 3. ESTABLISHMENT OF COMPUTER STANDARDS PROGRAM.

The Act of March 3, 1901, (15 U.S.C. 271-278h), is amended--

(1) in section 2(f), by striking out "and" at the end of
paragraph (18), by striking out the period at the end of paragraph
(19) and inserting in lieu thereof: "; and", and by inserting after

such paragraph the following:

"(20) the study of computer systems (as that term is defined in
section 20(d) of this Act) and their use to control machinery and

processes.";

(2) by redesignating section 20 as section 22, and by inserting

after section 19 the following new sections: "SEC. 20. (a) The

National Bureau of Standards shall--

"(1l) have the mission of developing standards, guidelines, and



associated methods and techniques for computer systems;

"(2) except as described in paragraph (3) of this subsection
(relating to security standards), develop uniform standards and
guidelines for Federal computer systems, except those systems
excluded by section 2315 of title 10, United States Code, or section

3502 (2) of title 44, United States Code.

"(3) have responsibility within the Federal Government for
developing technical, management, physical, and administrative
standards and guidelines for the cost-effective security and privacy

of sensitive information in Federal computer systems except--

" (D) those systems excluded by section 2315 of title 10,
United States Code, or section 3502 (2) of title 44, United States

Code; and

"(B) those systems which are protected at all times by
procedures established for information which has been specifically
authorized under criteria established by an Executive Order or an Act
of Congress to be kept secret in the interest of national defense or

foreign policy,

The primary purpose of which standards and guidelines shall
be to control loss and unauthorized modification or disclosure of
sensitive information in such systems and to prevent computer-related

fraud and misuse;

"(4) submit standards and guidelines developed pursuant to



paragraphs (2) and (3) of this subsection, along with recommendations
as to the extent to which these should be made compulsory and
binding, to the Secretary of Commerce for promulgation under section
111 (d) of the Federal Property and Administrative Services Act of

1949;

"(5) develop guidelines for use by operators of Federal computer
systems that contain sensitive information in training their
employees in security awareness and accepted security practice, as

required by section 5 of the Computer Security Act of 1987; and

"(6) develop validation procedures for, and evaluate the
effectiveness of, standards and guidelines developed pursuant to
paragraphs (1), (2), and (3) of this subsection through research and

liaison with other government and private agencies.

"(b) In fulfilling subsection (a) of this section, the National

Bureau of Standards is authorized--

"(l) to assist the private sector, upon request, in using and
applying the results of the programs and activities under this

section;

"(2) to make recommendations, as appropriate, to the
Administrator of General Services on policies and regulations
proposed pursuant to section 111(d) of the Federal Property and

Administrative Services Act of 1949;



"(3) as requested, to provide to operators of Federal computer
systems technical assistance in implementing the standards and
guidelines promulgated pursuant to section 111(d) of the Federal

Property and Administrative Services Act of 1949;

"(4) to assist, as appropriate, the Office of Personnel
Management in developing regulations pertaining to training, as

required by section 5 of the Computer Security Act of 1987;

"(5) to perform research and to conduct studies, as needed, to
determine the nature and extent of the vulnerabilities of, and to
devise techniques for the cost effective security and privacy of

sensitive information in Federal computer systems; and

"(6) to coordinate closely with other agencies and offices
(including, but not limited to, the Departments of Defense and
Energy, the National Security Agency, the General Accounting Office,
the Office of Technology Assessment, and the Office of Management and

Budget) —-

" (A) to assure maximum use of all existing and planned
programs, materials, studies, and reports relating to computer
systems security and privacy, in order to avoid unnecessary and

costly duplication of effort; and

"(B) to assure, to the maximum extent feasible, that
standards developed pursuant to subsection (a) (3) and (5) are
consistent and compatible with standards and procedures developed for

the protection of information in Federal computer systems which is



authorized under criteria established by Executive order or an Act of
Congress to be kept secret in the interest of national defense or

foreign policy.

"(c) For the purposes of--

"(1) developing standards and guidelines for the protection of
sensitive information in Federal computer systems under subsections

(a) (1) and (a) (3), and

"(2) performing research and conducting studies under subsection
(b) (5), the National Bureau of Standards shall draw upon computer
system technical security guidelines developed by the National
Security Agency to the extent that the National Bureau of Standards
determines that such guidelines are consistent with the requirements

for protecting sensitive information in Federal computer systems.

"(d) As used in this section--

"(1l) the term computer system'--

"A) means any equipment or interconnected system or

subsystems of equipment that is used in the automatic acquisition,

storage, manipulation, management, movement, control, display,

switching, interchange, transmission, or reception, of data or

information; and

"(B) includes--



" (i) computers;

"(ii) ancillary equipment;

"(iii) software, firmware, and similar procedures;

"(iv) services, including support services; and

"(v) related resources as defined by regulations
issued by the Administrator for General Services pursuant to section

111 of the Federal Property and Administrative Services Act of 1949;

"(2) the term 'Federal computer system'--

" (A) means a computer system operated by a Federal agency
or by a contractor of a Federal agency or other organization that
processes information (using a computer system) on behalf of the

Federal Government to accomplish a Federal function; and

"(B) includes automatic data processing equipment as that
term is defined in section 111 (a) (2) of the Federal Property and

Administrative Services Act of 1949;

"(3) the term 'operator of a Federal computer system'
means a Federal agency, contractor of a Federal agency, or other
organization that processes information using a computer system on

behalf of the Federal Government to accomplish a Federal function;



"(4) the term 'sensitive information' means any
information, the loss, misuse, or unauthorized access to or
modification of which could adversely affect the national interest or
the conduct of Federal programs, or the privacy to which individuals
are entitled under section 552a of title 5, United States Code
(the Privacy Act), but which has not been specifically authorized
under criteria established by an Executive order or an Act of
Congress to be kept secret in the interest of national defense or

foreign policy; and

"(5) the term 'Federal agency' has the meaning given such
term by section 3(b) of the Federal Property and Administrative

Services Act of 1949.

"SEC. 21. (a) There is hereby established a Computer System
Security and Privacy Advisory Board within the Department of
Commerce. The Secretary of Commerce shall appoint the chairman of
the Board. The Board shall be composed of twelve additional members

appointed by the Secretary of Commerce as follows:

"(1) four members from outside the Federal Government who
are eminent in the computer or telecommunications industry, at lease
one of whom is representative of small or medium sized companies in

such industries;

"(2) four members from outside the Federal Government who
are eminent in the fields of computer or telecommunications

technology, or related disciplines, but who are not employed by or



representative of a producer of computer or telecommunications

equipment; and

"(3) four members from the Federal Government who have
computer systems management experience, including experience in
computer systems security and privacy, at least one of whom shall be

from the National Security Agency.

"(b) The duties of the Board shall be--

"(1l) to identify emerging managerial, technical,
administrative, and physical safeguard issues relative to computer

systems security and privacy;

"(2) to advise the Bureau of Standards and the Secretary of
Commerce on security and privacy issues pertaining to Federal

computer systems; and

"(3) to report its findings to the Secretary of Commerce,
the Director of the Office of Management and Budget, the Director of
the National Security Agency, and the appropriate Committees of the

Congress.

"(c) The term of office of each member of the Board shall be four

years, except that--

"(1) of the initial members, three shall be appointed for
terms of one year, three shall be appointed for terms of two years,

three shall be appointed for terms of three years, and three shall be



appointed for terms of four years; and

"(2) any member appointed to fill a vacancy in the Board
shall serve for the remainder of the term for which his predecessor

was appointed.

"(d) The Board shall not act in the absence of a quorum, which

shall consist of seven members.

"(e) Members of the Board, other than full-time employees of the
Federal Government while attending meetings of such committees or
while otherwise performing duties at the request of the Board
Chairman while away from their homes or a regular place of business,
may be allowed travel expenses in accordance with subchapter I of

chapter 57 of title 5, United States Code.

"(f) To provide the staff services necessary to assist the Board in
carrying out its functions, the Board may utilize personnel from the
National Bureau of Standards or any other agency of the Federal

Government with the consent of the head of the agency.

"(g) As used in this section, the terms 'computer system' and

'Federal computer system' have the meanings given in section 20(d) of

this Act."; and

"(3) by adding at the end thereof the following new section:

"SEC. 23. This Act may be cited as the National Bureau of



Standards Act."

SEC. 4 AMENDMENT TO BROOKS ACT.

Section 111(d) of the Federal Property and Administrative Services

Act of 1949 (40 U.S.C. 759(d)) is amended to read as follows:

"(d) (1) The Secretary of Commerce shall, on the basis of standards
and guidelines developed by the National Bureau of Standards pursuant
to section 20(a) (2) and (3) of the National Bureau of Standards Act,
promulgate standards and guidelines pertaining to Federal computer
systems, making such standards compulsory and binding to the extent
to which the Secretary determines necessary to improve the efficiency
of operation or security and privacy of Federal computer systems.

The President may disapprove or modify such standards and guidelines
if he determines such action to be in the public interest. The
President's authority to disapprove or modify such standards and
guidelines may not be delegated. Notice of such disapproval or
modification shall be submitted promptly to the Committee on
Government Operations of the House of Representatives and the
Committee on Governmental Affairs of the Senate and shall be
published promptly in the Federal Register. Upon receiving notice of
such disapproval or modification, the Secretary of Commerce shall
immediately rescind or modify such standards or guidelines as

directed by the President.

"(2) The head of a Federal agency may employ standards for the cost

effective security and privacy of sensitive information in a Federal



computer system within or under the supervision of that agency that
ar more stringent than the standards promulgated by the Secretary of
Commerce, if such standards contain, at a minimum, the provisions of
those applicable standards made compulsory and binding by the

Secretary of Commerce.

"(3) The standards determined to be compulsory and binding may be
waived by the Secretary of Commerce in writing upon a determination
that compliance would adversely affect the accomplishment of the
mission of an operator of a Federal computer system, or cause a major
adverse financial impact on the operator which is not offset by
government-wide savings. The Secretary may delegate to the head of
one or more Federal agencies authority to waive such standards to the
extent to which the Secretary determines such action to be necessary
and desirable to allow for timely and effect implementation of
Federal computer systems standards. The head of such agency may
redelegate such authority only to a senior official designated
pursuant to section 3506(b) of title 44, United States Code. Notice
of each such waiver and delegation shall be transmitted promptly to
the Committee on Government Operations of the House of
Representatives and the Committee on Governmental Affairs of the

Senate and shall be published promptly in the Federal Register.

"(4) The Administrator shall revise the Federal information
resources management regulations (41 CFR ch. 201) to be consistent
with the standards and guidelines promulgated by the Secretary of

Commerce under this subsection.



"(5) As used in this subsection, the terms 'Federal computer
system' and 'operator of a Federal computer system' have the meanings

given in section 20(d) of the National Bureau of Standards Act.".

SEC. 5. FEDERAL COMPUTER SYSTEM SECURITY TRAINING.

(a) In General.--Each Federal agency shall provide for the
mandatory periodic training in computer security awareness and
accepted computer security practice of all employees who are involved
with the management, use, or operation of each Federal computer
system within or under the supervision of that agency. Such training

shall be--

(1) provided in accordance with the guidelines developed
pursuant to section 20(a) (5) of the National Bureau of Standards Act
(as added by section 3 of this Act), and in accordance with the
regulations issued under subsection (c) of this section for Federal

civilian employees; or

(2) provided by an alternative training program approved by
the head of that agency on the basis of a determination that the
alternative training program is at least as effective in

accomplishing the objectives of such guidelines and regulations.

(b) TRAINING OBJECTIVES.--Training under this section shall be
started within 60 days after the issuance of the regulations

described in subsection (c). Such training shall be designed--



(1) to enhance employees' awareness of the threats to and

vulnerability of computer systems; and

(2) to encourage the use of improved computer security

practices.

(c) REGULATIONS.--Within six months after the date of the enactment
of this Act, the Director of the Office of Personnel Management shall
issue regulations prescribing the procedures and scope of the
training to be provided Federal civilian employees under subsection

(a) and the manner in which such training is to be carried out.

SEC. 6. ADDITIONAL RESPONSIBILITIES FOR COMPUTER SYSTEMS SECURITY

AND PRIVACY.

(a) IDENTIFICATION OF SYSTEMS THAT CONTAIN SENSITIVE INFORMATION-
Within 6 months after the date of enactment of this Act, each Federal
agency shall identify each Federal computer system, and system under
development, which is within or under the supervision of that agency

and which contains sensitive information.

(b) SECURITY PLAN.--Within one year after the date of enactment of
this Act, each such agency shall, consistent with the standards,
guidelines, policies, and regulations prescribed pursuant to section
111 (d) of the Federal Property and Administrative Services Act of
1949, establish a plan for the security and privacy of each Federal

computer system identified by that agency pursuant to subsection (a)



that is commensurate with the risk and magnitude or the harm
resulting from the loss, misuse, or unauthorized access to or
modification of the information contained in such system. Copies of
each such plan shall be transmitted to the National Bureau of
Standards and the National Security Agency for advice and comment. A
summary of such plan shall be included in the agency's five-year plan
required by section 3505 of title 44, United States Code. Such plan
shall be subject to disapproval by the Director of the Office of
Management and Budget. Such plan shall be revised annually as

necessary.

SEC. 7. DEFINITIONS.

As used in this Act, the terms "computer system", "Federal computer
system", "operator of a Federal computer system", "sensitive
information", and "Federal agency" have the meanings given in section
20(d) of the National Bureau of Standards Act (as added by section 3

of this Act).

SEC. 8. RULES OF CONSTRUCTION OF ACT.

Nothing in this Act, or in any amendment made by this Act, shall be

construed--

(1) to constitute authority to withhold information sought

pursuant to section 552 of title 5, United States Code; or



(2) to authorize any Federal agency to limit, restrict,
regulate, or control the collection, maintenance, disclosure, use,
transfer, or sale of any information (regardless of the medium in

which the information may be maintained) that is--

(A) privately-owned information;

(B) disclosable under section 552 of title 5, United

States Code, or other law requiring or authorizing the public

disclosure of information; or

(C) public domain information.



THE PRIVACY ACT OF 1974
5U.S.C. §552a

As Amended

§ 552a. Records maintained on individuals
(a) Definitions
For purposes of this section--

(1) the term "agency" means agency as defined in section 552(f) of this
title;

(2) the term "individual" means a citizen of the United States or an alien
lawfully admitted for permanent residence;

(3) the term "maintain” includes maintain, collect, use or disseminate;

(4) the term "record” means any item, collection, or grouping of
information about an individual that is maintained by an agency, including,
but not limited to, his education, financial transactions, medical history,
and criminal or employment history and that contains his name, or the
identifying number, symbol, or other identifying particular assigned to the
individual, such as a finger or voice print or a photograph;

(5) the term "system of records" means a group of any records under the
control of any agency from which information is retrieved by the name of
the individual or by some identifying number, symbol, or other identifying
particular assigned to the individual,

(6) the term "statistical record” means a record in a system of records
maintained for statistical research or reporting purposes only and not used
in whole or in part in making any determination about an identifiable
individual, except as provided by section 8 of Title 13;

(7) the term "routine use" means, with respect to the disclosure of a
record, the use of such record for a purpose which is compatible with the
purpose for which it was collected,;

(8) the term "matching program"--

(A) means any computerized comparison of--



(i) two or more automated systems of records or a system of
records with non-Federal records for the purpose of--

() establishing or verifying the eligibility of, or continuing
compliance with statutory and regulatory requirements by,
applicants for, recipients or beneficiaries of, participants in, or
providers of services with respect to, cash or in-kind assistance or
payments under Federal benefit programs, or

(1) recouping payments or delinquent debts under such Federal
benefit programs, or

(if) two or more automated Federal personnel or payroll systems of
records or a system of Federal personnel or payroll records with
non-Federal records,

(B) but does not include--

(i) matches performed to produce aggregate statistical data without
any personal identifiers;

(i) matches performed to support any research or statistical project,
the specific data of which may not be used to make decisions
concerning the rights, benefits, or privileges of specific individuals;

(iif) matches performed, by an agency (or component thereof)
which performs as its principal function any activity pertaining to the
enforcement of criminal laws, subsequent to the initiation of a
specific criminal or civil law enforcement investigation of a named
person or persons for the purpose of gathering evidence against
such person or persons;

(iv) matches of tax information (I) pursuant to section 6103(d) of the
Internal Revenue Code of 1986, (Il) for purposes of tax
administration as defined in section 6103(b)(4) of such Code, (lII)
for the purpose of intercepting a tax refund due an individual under
authority granted by section 404(e), 464, or 1137 of the Social
Security Act; or (IV) for the purpose of intercepting a tax refund due
an individual under any other tax refund intercept program
authorized by statute which has been determined by the Director of
the Office of Management and Budget to contain verification,
notice, and hearing requirements that are substantially similar to
the procedures in section 1137 of the Social Security Act;

(v) matches--
(I) using records predominantly relating to Federal

personnel, that are performed for routine administrative
purposes (subject to guidance provided by the Director of



the Office of Management and Budget pursuant to
subsection (v)); or

(1) conducted by an agency using only records from systems
of records maintained by that agency;

if the purpose of the match is not to take any adverse financial,
personnel, disciplinary, or other adverse action against Federal
personnel; or

(vi) matches performed for foreign counterintelligence purposes or
to produce background checks for security clearances of Federal
personnel or Federal contractor personnel,

(vii) matches performed incident to a levy described in section
6103(k)(8) of the Internal Revenue Code of 1986; or

(viii) matches performed pursuant to section 202(x)(3) or 1611(e)(1)
of the Social Security Act (42 U.S.C. § 402(x)(3), § 1382(e)(1);

(9) the term "recipient agency" means any agency, or contractor thereof,
receiving records contained in a system of records from a source agency
for use in a matching program;

(10) the term "non-Federal agency" means any State or local government,
or agency thereof, which receives records contained in a system of
records from a source agency for use in a matching program;

(11) the term "source agency" means any agency which discloses records
contained in a system of records to be used in a matching program, or any
State or local government, or agency thereof, which discloses records to
be used in a matching program;

(12) the term "Federal benefit program” means any program administered
or funded by the Federal Government, or by any agent or State on behalf
of the Federal Government, providing cash or in-kind assistance in the
form of payments, grants, loans, or loan guarantees to individuals; and

(13) the term "Federal personnel” means officers and employees of the
Government of the United States, members of the uniformed services
(including members of the Reserve Components), individuals entitled to
receive immediate or deferred retirement benefits under any retirement
program of the Government of the United States (including survivor
benefits).

(b) Conditions of disclosure



No agency shall disclose any record which is contained in a system of records by
any means of communication to any person, or to another agency, except
pursuant to a written request by, or with the prior written consent of, the individual
to whom the record pertains, unless disclosure of the record would be--
(1) to those officers and employees of the agency which maintains the
record who have a need for the record in the performance of their duties;

(2) required under section 552 of this title;

(3) for a routine use as defined in subsection (a)(7) of this section and
described under subsection (e)(4)(D) of this section;

(4) to the Bureau of the Census for purposes of planning or carrying out a
census or survey or related activity pursuant to the provisions of Title 13;

(5) to a recipient who has provided the agency with advance adequate
written assurance that the record will be used solely as a statistical
research or reporting record, and the record is to be transferred in a form
that is not individually identifiable;

(6) to the National Archives and Records Administration as a record which
has sufficient historical or other value to warrant its continued preservation
by the United States Government, or for evaluation by the Archivist of the
United States or the designee of the Archivist to determine whether the
record has such value;

(7) to another agency or to an instrumentality of any governmental
jurisdiction within or under the control of the United States for a civil or
criminal law enforcement activity if the activity is authorized by law, and if
the head of the agency or instrumentality has made a written request to
the agency which maintains the record specifying the particular portion
desired and the law enforcement activity for which the record is sought;

(8) to a person pursuant to a showing of compelling circumstances
affecting the health or safety of an individual if upon such disclosure
notification is transmitted to the last known address of such individual;

(9) to either House of Congress, or, to the extent of matter within its
jurisdiction, any committee or subcommittee thereof, any joint committee
of Congress or subcommittee of any such joint committee;

(10) to the Comptroller General, or any of his authorized representatives,
in the course of the performance of the duties of the General Accounting
Office;

(11) pursuant to the order of a court of competent jurisdiction; or



(12) to a consumer reporting agency in accordance with section 3711(e) of
Title 31.

(c) Accounting of Certain Disclosures

Each agency, with respect to each system of records under its control, shall--
(1) except for disclosures made under subsections (b)(1) or (b)(2) of this
section, keep an accurate accounting of--

(A) the date, nature, and purpose of each disclosure of a record to
any person or to another agency made under subsection (b) of this
section; and

(B) the name and address of the person or agency to whom the
disclosure is made;

(2) retain the accounting made under paragraph (1) of this subsection for
at least five years or the life of the record, whichever is longer, after the
disclosure for which the accounting is made;

(3) except for disclosures made under subsection (b)(7) of this section,
make the accounting made under paragraph (1) of this subsection
available to the individual named in the record at his request; and

(4) inform any person or other agency about any correction or notation of
dispute made by the agency in accordance with subsection (d) of this
section of any record that has been disclosed to the person or agency if
an accounting of the disclosure was made.

(d) Access to records

Each agency that maintains a system of records shall--
(1) upon request by any individual to gain access to his record or to any
information pertaining to him which is contained in the system, permit him
and upon his request, a person of his own choosing to accompany him, to
review the record and have a copy made of all or any portion thereof in a
form comprehensible to him, except that the agency may require the
individual to furnish a written statement authorizing discussion of that
individual's record in the accompanying person's presence;

(2) permit the individual to request amendment of a record pertaining to
him and--

(A) not later than 10 days (excluding Saturdays, Sundays, and legal
public holidays) after the date of receipt of such request,
acknowledge in writing such receipt; and



(B) promptly, either--

(i) make any correction of any portion thereof which the
individual believes is not accurate, relevant, timely, or
complete; or

(i) inform the individual of its refusal to amend the record in
accordance with his request, the reason for the refusal, the
procedures established by the agency for the individual to
request a review of that refusal by the head of the agency or
an officer designated by the head of the agency, and the
name and business address of that official;

(3) permit the individual who disagrees with the refusal of the agency to
amend his record to request a review of such refusal, and not later than 30
days (excluding Saturdays, Sundays, and legal public holidays) from the
date on which the individual requests such review, complete such review
and make a final determination unless, for good cause shown, the head of
the agency extends such 30-day period; and if, after his review, the
reviewing official also refuses to amend the record in accordance with the
request, permit the individual to file with the agency a concise statement
setting forth the reasons for his disagreement with the refusal of the
agency, and notify the individual of the provisions for judicial review of the
reviewing official's determination under subsection (g)(1)(A) of this section;

(4) in any disclosure, containing information about which the individual has
filed a statement of disagreement, occurring after the filing of the
statement under paragraph (3) of this subsection, clearly note any portion
of the record which is disputed and provide copies of the statement and, if
the agency deems it appropriate, copies of a concise statement of the
reasons of the agency for not making the amendments requested, to
persons or other agencies to whom the disputed record has been
disclosed; and

(5) nothing in this section shall allow an individual access to any
information compiled in reasonable anticipation of a civil action or
proceeding.

(e) Agency requirements

Each agency that maintains a system of records shall--
(1) maintain in its records only such information about an individual as is
relevant and necessary to accomplish a purpose of the agency required to
be accomplished by statute or by Executive order of the President;



(2) collect information to the greatest extent practicable directly from the
subject individual when the information may result in adverse
determinations about an individual's rights, benefits, and privileges under
Federal programs;

(3) inform each individual whom it asks to supply information, on the form
which it uses to collect the information or on a separate form that can be
retained by the individual--

(A) the authority (whether granted by statute, or by Executive order
of the President) which authorizes the solicitation of the information
and whether disclosure of such information is mandatory or
voluntary;

(B) the principal purpose or purposes for which the information is
intended to be used;

(C) the routine uses which may be made of the information, as
published pursuant to paragraph (4)(D) of this subsection; and

(D) the effects on him, if any, of not providing all or any part of the
requested information;

(4) subject to the provisions of paragraph (11) of this subsection, publish
in the Federal Register upon establishment or revision a notice of the
existence and character of the system of records, which notice shall
include--

(A) the name and location of the system;

(B) the categories of individuals on whom records are maintained in
the system;

(C) the categories of records maintained in the system,;

(D) each routine use of the records contained in the system,
including the categories of users and the purpose of such use;

(E) the policies and practices of the agency regarding storage,
retrievability, access controls, retention, and disposal of the
records;

(F) the title and business address of the agency official who is
responsible for the system of records;



(G) the agency procedures whereby an individual can be notified at
his request if the system of records contains a record pertaining to
him;

(H) the agency procedures whereby an individual can be notified at
his request how he can gain access to any record pertaining to him
contained in the system of records, and how he can contest its
content; and

() the categories of sources of records in the system,;

(5) maintain all records which are used by the agency in making any
determination about any individual with such accuracy, relevance,
timeliness, and completeness as is reasonably necessary to assure
fairness to the individual in the determination;

(6) prior to disseminating any record about an individual to any person
other than an agency, unless the dissemination is made pursuant to
subsection (b)(2) of this section, make reasonable efforts to assure that
such records are accurate, complete, timely, and relevant for agency
purposes;

(7) maintain no record describing how any individual exercises rights
guaranteed by the First Amendment unless expressly authorized by
statute or by the individual about whom the record is maintained or unless
pertinent to and within the scope of an authorized law enforcement
activity;

(8) make reasonable efforts to serve notice on an individual when any
record on such individual is made available to any person under
compulsory legal process when such process becomes a matter of public
record,;

(9) establish rules of conduct for persons involved in the design,
development, operation, or maintenance of any system of records, or in
maintaining any record, and instruct each such person with respect to
such rules and the requirements of this section, including any other rules
and procedures adopted pursuant to this section and the penalties for
noncompliance;

(10) establish appropriate administrative, technical and physical
safeguards to insure the security and confidentiality of records and to
protect against any anticipated threats or hazards to their security or
integrity which could result in substantial harm, embarrassment,
inconvenience, or unfairness to any individual on whom information is
maintained;



(11) at least 30 days prior to publication of information under paragraph
(4)(D) of this subsection, publish in the Federal Register notice of any new
use or intended use of the information in the system, and provide an
opportunity for interested persons to submit written data, views, or
arguments to the agency; and

(12) if such agency is a recipient agency or a source agency in a matching
program with a non-Federal agency, with respect to any establishment or
revision of a matching program, at least 30 days prior to conducting such
program, publish in the Federal Register notice of such establishment or
revision.

(f) Agency rules

In order to carry out the provisions of this section, each agency that maintains a
system of records shall promulgate rules, in accordance with the requirements
(including general notice) of section 553 of this title, which shall--
(1) establish procedures whereby an individual can be notified in response
to his request if any system of records named by the individual contains a
record pertaining to him;

(2) define reasonable times, places, and requirements for identifying an
individual who requests his record or information pertaining to him before
the agency shall make the record or information available to the individual;

(3) establish procedures for the disclosure to an individual upon his
request of his record or information pertaining to him, including special
procedure, if deemed necessary, for the disclosure to an individual of
medical records, including psychological records, pertaining to him;

(4) establish procedures for reviewing a request from an individual
concerning the amendment of any record or information pertaining to the
individual, for making a determination on the request, for an appeal within
the agency of an initial adverse agency determination, and for whatever
additional means may be necessary for each individual to be able to
exercise fully his rights under this section; and

(5) establish fees to be charged, if any, to any individual for making copies
of his record, excluding the cost of any search for and review of the
record.

The Office of the Federal Register shall biennially compile and publish the rules
promulgated under this subsection and agency notices published under
subsection (e)(4) of this section in a form available to the public at low cost.

(9)(2) Civil remedies



Whenever any agency
(A) makes a determination under subsection (d)(3) of this section
not to amend an individual's record in accordance with his request,
or fails to make such review in conformity with that subsection;

(B) refuses to comply with an individual request under subsection
(d)(1) of this section;

(C) fails to maintain any record concerning any individual with such
accuracy, relevance, timeliness, and completeness as is necessary
to assure fairness in any determination relating to the qualifications,
character, rights, or opportunities of, or benefits to the individual
that may be made on the basis of such record, and consequently a
determination is made which is adverse to the individual; or

(D) fails to comply with any other provision of this section, or any
rule promulgated thereunder, in such a way as to have an adverse
effect on an individual, the individual may bring a civil action against
the agency, and the district courts of the United States shall have
jurisdiction in the matters under the provisions of this subsection.

(2)(A) In any suit brought under the provisions of subsection (g)(1)(A) of

this section, the court may order the agency to amend the individual's

record in accordance with his request or in such other way as the court

may direct. In such a case the court shall determine the matter de novo.
(B) The court may assess against the United States reasonable
attorney fees and other litigation costs reasonably incurred in any
case under this paragraph in which the complainant has
substantially prevailed.

(3)(A) In any suit brought under the provisions of subsection (g)(1)(B) of
this section, the court may enjoin the agency from withholding the records
and order the production to the complainant of any agency records
improperly withheld from him. In such a case the court shall determine the
matter de novo, and may examine the contents of any agency records in
camera to determine whether the records or any portion thereof may be
withheld under any of the exemptions set forth in subsection (k) of this
section, and the burden is on the agency to sustain its action.
(B) The court may assess against the United States reasonable
attorney fees and other litigation costs reasonably incurred in any
case under this paragraph in which the complainant has
substantially prevailed.

(4) In any suit brought under the provisions of subsection (g)(1)(C) or (D)
of this section in which the court determines that the agency acted in a
manner which was intentional or willful, the United States shall be liable to
the individual in an amount equal to the sum of--

10



(A) actual damages sustained by the individual as a result of the
refusal or failure, but in no case shall a person entitled to recovery
receive less than the sum of $1,000; and

(B) the costs of the action together with reasonable attorney fees as
determined by the court.

(5) An action to enforce any liability created under this section may be
brought in the district court of the United States in the district in which the
complainant resides, or has his principal place of business, or in which the
agency records are situated, or in the District of Columbia, without regard
to the amount in controversy, within two years from the date on which the
cause of action arises, except that where an agency has materially and
willfully misrepresented any information required under this section to be
disclosed to an individual and the information so misrepresented is
material to establishment of the liability of the agency to the individual
under this section, the action may be brought at any time within two years
after discovery by the individual of the misrepresentation. Nothing in this
section shall be construed to authorize any civil action by reason of any
injury sustained as the result of a disclosure of a record prior to
September 27, 1975.

(h) Rights of legal guardians

For the purposes of this section, the parent of any minor, or the legal guardian of
any individual who has been declared to be incompetent due to physical or
mental incapacity or age by a court of competent jurisdiction, may act on behalf
of the individual.

()(1) Criminal penalties

Any officer or employee of an agency, who by virtue of his employment or official
position, has possession of, or access to, agency records which contain
individually identifiable information the disclosure of which is prohibited by this
section or by rules or regulations established thereunder, and who knowing that
disclosure of the specific material is so prohibited, willfully discloses the material
in any manner to any person or agency not entitled to receive it, shall be guilty of
a misdemeanor and fined not more than $5,000.
(2) Any officer or employee of any agency who willfully maintains a system
of records without meeting the notice requirements of subsection (e)(4) of
this section shall be guilty of a misdemeanor and fined not more than
$5,000.

(3) Any person who knowingly and willfully requests or obtains any record
concerning an individual from an agency under false pretenses shall be
guilty of a misdemeanor and fined not more than $5,000.

11



(j) General exemptions

The head of any agency may promulgate rules, in accordance with the
requirements (including general notice) of sections 553(b)(1), (2), and (3), (c),
and (e) of this title, to exempt any system of records within the agency from any
part of this section except subsections (b), (c)(1) and (2), (e)(4)(A) through (F),
(e)(®), (7), (9), (10), and (11), and (i) if the system of records is--

(1) maintained by the Central Intelligence Agency; or

(2) maintained by an agency or component thereof which performs as its
principal function any activity pertaining to the enforcement of criminal
laws, including police efforts to prevent, control, or reduce crime or to
apprehend criminals, and the activities of prosecutors, courts, correctional,
probation, pardon, or parole authorities, and which consists of (A)
information compiled for the purpose of identifying individual criminal
offenders and alleged offenders and consisting only of identifying data and
notations of arrests, the nature and disposition of criminal charges,
sentencing, confinement, release, and parole and probation status; (B)
information compiled for the purpose of a criminal investigation, including
reports of informants and investigators, and associated with an identifiable
individual; or (C) reports identifiable to an individual compiled at any stage
of the process of enforcement of the criminal laws from arrest or
indictment through release from supervision.

At the time rules are adopted under this subsection, the agency shall include in
the statement required under section 553(c) of this title, the reasons why the
system of records is to be exempted from a provision of this section.

(k) Specific exemptions

The head of any agency may promulgate rules, in accordance with the
requirements (including general notice) of sections 553(b)(1), (2), and (3), (c),
and (e) of this title, to exempt any system of records within the agency from
subsections (c)(3), (d), (e)(1), (e)(4)(G), (H), and (I) and (f) of this section if the
system of records is--

(1) subject to the provisions of section 552(b)(1) of this title;

(2) investigatory material compiled for law enforcement purposes, other
than material within the scope of subsection (j)(2) of this section: Provided,
however, That if any individual is denied any right, privilege, or benefit that
he would otherwise be entitled by Federal law, or for which he would
otherwise be eligible, as a result of the maintenance of such material,

such material shall be provided to such individual, except to the extent that
the disclosure of such material would reveal the identity of a source who
furnished information to the Government under an express promise that
the identity of the source would be held in confidence, or, prior to the
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effective date of this section, under an implied promise that the identity of
the source would be held in confidence;

(3) maintained in connection with providing protective services to the
President of the United States or other individuals pursuant to section
3056 of Title 18;

(4) required by statute to be maintained and used solely as statistical
records;

(5) investigatory material compiled solely for the purpose of determining
suitability, eligibility, or qualifications for Federal civilian employment,
military service, Federal contracts, or access to classified information, but
only to the extent that the disclosure of such material would reveal the
identity of a source who furnished information to the Government under an
express promise that the identity of the source would be held in
confidence, or, prior to the effective date of this section, under an implied
promise that the identity of the source would be held in confidence;

(6) testing or examination material used solely to determine individual
gualifications for appointment or promotion in the Federal service the
disclosure of which would compromise the objectivity or fairness of the
testing or examination process; or

(7) evaluation material used to determine potential for promotion in the
armed services, but only to the extent that the disclosure of such material
would reveal the identity of a source who furnished information to the
Government under an express promise that the identity of the source
would be held in confidence, or, prior to the effective date of this section,
under an implied promise that the identity of the source would be held in
confidence.

At the time rules are adopted under this subsection, the agency shall include in
the statement required under section 553(c) of this title, the reasons why the
system of records is to be exempted from a provision of this section.

(1) Archival records

(1) Each agency record which is accepted by the Archivist of the United
States for storage, processing, and servicing in accordance with section
3103 of Title 44 shall, for the purposes of this section, be considered to be
maintained by the agency which deposited the record and shall be subject
to the provisions of this section. The Archivist of the United States shall
not disclose the record except to the agency which maintains the record,
or under rules established by that agency which are not inconsistent with
the provisions of this section.
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(2) Each agency record pertaining to an identifiable individual which was
transferred to the National Archives of the United States as a record which
has sufficient historical or other value to warrant its continued preservation
by the United States Government, prior to the effective date of this
section, shall, for the purposes of this section, be considered to be
maintained by the National Archives and shall not be subject to the
provisions of this section, except that a statement generally describing
such records (modeled after the requirements relating to records subject
to subsections (e)(4)(A) through (G) of this section) shall be published in
the Federal Register.

(3) Each agency record pertaining to an identifiable individual which is
transferred to the National Archives of the United States as a record which
has sufficient historical or other value to warrant its continued preservation
by the United States Government, on or after the effective date of this
section, shall, for the purposes of this section, be considered to be
maintained by the National Archives and shall be exempt from the
requirements of this section except subsections (e)(4)(A) through (G) and
(e)(9) of this section.

(m) Government contractors

(1) When an agency provides by a contract for the operation by or on
behalf of the agency of a system of records to accomplish an agency
function, the agency shall, consistent with its authority, cause the
requirements of this section to be applied to such system. For purposes of
subsection (i) of this section any such contractor and any employee of
such contractor, if such contract is agreed to on or after the effective date
of this section, shall be considered to be an employee of an agency.

(2) A consumer reporting agency to which a record is disclosed under
section 3711(e) of Title 31 shall not be considered a contractor for the
purposes of this section.

(n) Mailing lists

An individual's name and address may not be sold or rented by an agency unless
such action is specifically authorized by law. This provision shall not be
construed to require the withholding of names and addresses otherwise
permitted to be made public.

(o) Matching agreements -- (1) No record which is contained in a system of
records may be disclosed to a recipient agency or non-Federal agency for use in
a computer matching program except pursuant to a written agreement between
the source agency and the recipient agency or non-Federal agency specifying--
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(A) the purpose and legal authority for conducting the program;

(B) the justification for the program and the anticipated results,
including a specific estimate of any savings;

(C) a description of the records that will be matched, including each
data element that will be used, the approximate number of records
that will be matched, and the projected starting and completion
dates of the matching program;

(D) procedures for providing individualized notice at the time of
application, and notice periodically thereafter as directed by the
Data Integrity Board of such agency (subject to guidance provided
by the Director of the Office of Management and Budget pursuant
to subsection (v)), to--

(i) applicants for and recipients of financial assistance or
payments under Federal benefit programs, and

(if) applicants for and holders of positions as Federal
personnel, that any information provided by such applicants,
recipients, holders, and individuals may be subject to
verification through matching programs;

(E) procedures for verifying information produced in such matching
program as required by subsection (p);

(F) procedures for the retention and timely destruction of
identifiable records created by a recipient agency or non-Federal
agency in such matching program;

(G) procedures for ensuring the administrative, technical, and
physical security of the records matched and the results of such
programs;

(H) prohibitions on duplication and redisclosure of records provided
by the source agency within or outside the recipient agency or the
non-Federal agency, except where required by law or essential to
the conduct of the matching program;

(I) procedures governing the use by a recipient agency or non-
Federal agency of records provided in a matching program by a
source agency, including procedures governing return of the
records to the source agency or destruction of records used in such
program;
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(J) information on assessments that have been made on the
accuracy of the records that will be used in such matching program;
and

(K) that the Comptroller General may have access to all records of
a recipient agency or a non-Federal agency that the Comptroller
General deems necessary in order to monitor or verify compliance
with the agreement.

(2)(A) A copy of each agreement entered into pursuant to paragraph (1)
shall--
(i) be transmitted to the Committee on Governmental Affairs
of the Senate and the Committee on Government
Operations of the House of Representatives; and

(ii) be available upon request to the public.

(B) No such agreement shall be effective until 30 days after the
date on which such a copy is transmitted pursuant to subparagraph

(A)).

(C) Such an agreement shall remain in effect only for such period,
not to exceed 18 months, as the Data Integrity Board of the agency
determines is appropriate in light of the purposes, and length of
time necessary for the conduct, of the matching program.

(D) Within 3 months prior to the expiration of such an agreement
pursuant to subparagraph (C), the Data Integrity Board of the
agency may, without additional review, renew the matching
agreement for a current, ongoing matching program for not more
than one additional year if--

(i) such program will be conducted without any change; and

(ii) each party to the agreement certifies to the Board in
writing that the program has been conducted in compliance
with the agreement.

(p) Verification and Opportunity to Contest Findings

(1) In order to protect any individual whose records are used in a matching
program, no recipient agency, non-Federal agency, or source agency may
suspend, terminate, reduce, or make a final denial of any financial
assistance or payment under a Federal benefit program to such individual,
or take other adverse action against such individual, as a result of
information produced by such matching program, until--
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(A)(i) the agency has independently verified the information; or

(ii) the Data Integrity Board of the agency, or in the case of a

non-Federal agency the Data Integrity Board of the source

agency, determines in accordance with guidance issued by

the Director of the Office of Management and Budget that--
(I the information is limited to identification and
amount of benefits paid by the source agency under a
Federal benefit program; and

(I there is a high degree of confidence that the
information provided to the recipient agency is
accurate;

(B) the individual receives a notice from the agency containing a
statement of its findings and informing the individual of the
opportunity to contest such findings; and

(C)(i) the expiration of any time period established for the program
by statute or regulation for the individual to respond to that notice;
or

(i) in the case of a program for which no such period is
established, the end of the 30-day period beginning on the
date on which notice under subparagraph (B) is mailed or
otherwise provided to the individual.

(2) Independent verification referred to in paragraph (1) requires

investigation and confirmation of specific information relating to an

individual that is used as a basis for an adverse action against the

individual, including where applicable investigation and confirmation of--
(A) the amount of any asset or income involved;

(B) whether such individual actually has or had access to such
asset or income for such individual's own use; and

(C) the period or periods when the individual actually had such
asset or income.

(3) Notwithstanding paragraph (1), an agency may take any appropriate
action otherwise prohibited by such paragraph if the agency determines
that the public health or public safety may be adversely affected or
significantly threatened during any notice period required by such
paragraph.

(q) Sanctions
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(1) Notwithstanding any other provision of law, no source agency may
disclose any record which is contained in a system of records to a
recipient agency or non-Federal agency for a matching program if such
source agency has reason to believe that the requirements of subsection
(p), or any matching agreement entered into pursuant to subsection (o), or
both, are not being met by such recipient agency.

(2) No source agency may renew a matching agreement unless--

(A) the recipient agency or non-Federal agency has certified that it
has complied with the provisions of that agreement; and

(B) the source agency has no reason to believe that the certification
is inaccurate.

(r) Report on new systems and matching programs

Each agency that proposes to establish or make a significant change in a system
of records or a matching program shall provide adequate advance notice of any
such proposal (in duplicate) to the Committee on Government Operations of the
House of Representatives, the Committee on Governmental Affairs of the
Senate, and the Office of Management and Budget in order to permit an
evaluation of the probable or potential effect of such proposal on the privacy or
other rights of individuals.

(s) [Biennial report] Repealed by the Federal Reports Elimination and Sunset Act
of 1995, Pub. L. No. 104-66, § 3003, 109 Stat. 707, 734-36 (1995), amended by
Pub. L. No. 106-113, § 236, 113 Stat. 1501, 1501A-302 (1999) (changing
effective date to May 15, 2000).

(t) Effect of other laws

(1) No agency shall rely on any exemption contained in section 552 of this
title to withhold from an individual any record which is otherwise
accessible to such individual under the provisions of this section.

(2) No agency shall rely on any exemption in this section to withhold from
an individual any record which is otherwise accessible to such individual
under the provisions of section 552 of this title.

(u) Data Integrity Boards
(1) Every agency conducting or participating in a matching program shall
establish a Data Integrity Board to oversee and coordinate among the

various components of such agency the agency's implementation of this
section.
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(2) Each Data Integrity Board shall consist of senior officials designated by
the head of the agency, and shall include any senior official designated by
the head of the agency as responsible for implementation of this section,
and the inspector general of the agency, if any. The inspector general
shall not serve as chairman of the Data Integrity Board.

(3) Each Data Integrity Board--

(A) shall review, approve, and maintain all written agreements for
receipt or disclosure of agency records for matching programs to
ensure compliance with subsection (0), and all relevant statutes,

regulations, and guidelines;

(B) shall review all matching programs in which the agency has
participated during the year, either as a source agency or recipient
agency, determine compliance with applicable laws, regulations,
guidelines, and agency agreements, and assess the costs and
benefits of such programs;

(C) shall review all recurring matching programs in which the
agency has participated during the year, either as a source agency
or recipient agency, for continued justification for such disclosures;

(D) shall compile an annual report, which shall be submitted to the
head of the agency and the Office of Management and Budget and
made available to the public on request, describing the matching
activities of the agency, including--

(i) matching programs in which the agency has participated
as a source agency or recipient agency;

(i) matching agreements proposed under subsection (0) that
were disapproved by the Board;

(iif) any changes in membership or structure of the Board in
the preceding year;

(iv) the reasons for any waiver of the requirement in
paragraph (4) of this section for completion and submission
of a cost-benefit analysis prior to the approval of a matching
program;

(v) any violations of matching agreements that have been
alleged or identified and any corrective action taken; and
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(vi) any other information required by the Director of the
Office of Management and Budget to be included in such
report;

(E) shall serve as a clearinghouse for receiving and providing
information on the accuracy, completeness, and reliability of
records used in matching programs;

(F) shall provide interpretation and guidance to agency components
and personnel on the requirements of this section for matching
programs;

(G) shall review agency recordkeeping and disposal policies and
practices for matching programs to assure compliance with this
section; and

(H) may review and report on any agency matching activities that
are not matching programs.

(4)(A) Except as provided in subparagraphs (B) and (C), a Data Integrity
Board shall not approve any written agreement for a matching program
unless the agency has completed and submitted to such Board a cost-
benefit analysis of the proposed program and such analysis demonstrates
that the program is likely to be cost effective.

(B) The Board may waive the requirements of subparagraph (A) of
this paragraph if it determines in writing, in accordance with
guidelines prescribed by the Director of the Office of Management
and Budget, that a cost-benefit analysis is not required.

(C) A cost-benefit analysis shall not be required under
subparagraph (A) prior to the initial approval of a written agreement
for a matching program that is specifically required by statute. Any
subsequent written agreement for such a program shall not be
approved by the Data Integrity Board unless the agency has
submitted a cost-benefit analysis of the program as conducted
under the preceding approval of such agreement.

(5)(A) If a matching agreement is disapproved by a Data Integrity Board,
any party to such agreement may appeal the disapproval to the Director of
the Office of Management and Budget. Timely notice of the filing of such
an appeal shall be provided by the Director of the Office of Management
and Budget to the Committee on Governmental Affairs of the Senate and
the Committee on Government Operations of the House of
Representatives.
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(B) The Director of the Office of Management and Budget may
approve a matching agreement notwithstanding the disapproval of
a Data Integrity Board if the Director determines that--
(i) the matching program will be consistent with all applicable
legal, regulatory, and policy requirements;

(ii) there is adequate evidence that the matching agreement
will be cost- effective; and

(iif) the matching program is in the public interest.

(C) The decision of the Director to approve a matching agreement
shall not take effect until 30 days after it is reported to committees
described in subparagraph (A).

(D) If the Data Integrity Board and the Director of the Office of
Management and Budget disapprove a matching program
proposed by the inspector general of an agency, the inspector
general may report the disapproval to the head of the agency and
to the Congress.

(6) The Director of the Office of Management and Budget shall, annually
during the first 3 years after the date of enactment of this subsection and
biennially thereafter, consolidate in a report to the Congress the
information contained in the reports from the various Data Integrity Boards
under paragraph (3)(D). Such report shall include detailed information
about costs and benefits of matching programs that are conducted during
the period covered by such consolidated report, and shall identify each
waiver granted by a Data Integrity Board of the requirement for completion
and submission of a cost-benefit analysis and the reasons for granting the
waiver.

(7) In the reports required by paragraphs (3)(D) and (6), agency matching
activities that are not matching programs may be reported on an
aggregate basis, if and to the extent necessary to protect ongoing law
enforcement or counterintelligence investigations.

(v) Office of Management and Budget Responsibilities

The Director of the Office of Management and Budget shall--
(1) develop and, after notice and opportunity for public comment,
prescribe guidelines and regulations for the use of agencies in
implementing the provisions of this section; and

(2) provide continuing assistance to and oversight of the implementation of
this section by agencies.
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The following section originally was part of the Privacy Act but was not
codified; it may be found at § 552a (note).

Sec. 7(a) (1) It shall be unlawful for any Federal, State or local
government agency to deny to any individual any right, benefit, or privilege
provided by law because of such individual's refusal to disclose his social
security account number.
(2) the provisions of paragraph (1) of this subsection shall not apply
with respect to--
(A) any disclosure which is required by Federal statute, or

(B) any disclosure of a social security number to any
Federal, State, or local agency maintaining a system of
records in existence and operating before January 1, 1975, if
such disclosure was required under statute or regulation
adopted prior to such date to verify the identity of an
individual.

(b) Any Federal, State or local government agency which requests an
individual to disclose his social security account number shall inform that
individual whether that disclosure is mandatory or voluntary, by what
statutory or other authority such number is solicited, and what uses will be
made of it.

The following sections originally were part of P.L. 100-503, the Computer
Matching and Privacy Protection Act of 1988; they may be found at § 552a
(note).

Sec. 6 Functions of the Director of the Office of Management and Budget.
(b) Implementation Guidance for Amendments -- The Director shall,
pursuant to section 552a(v) of Title 5, United States Code, develop
guidelines and regulations for the use of agencies in implementing
the amendments made by this Act not later than 8 months after the
date of enactment of this Act.

Sec. 9 Rules of Construction.

Nothing in the amendments made by this Act shall be construed to
authorize--

(1) the establishment or maintenance by any agency of a national
data bank that combines, merges, or links information on
individuals maintained in systems of records by other Federal
agencies;

(2) the direct linking of computerized systems of records maintained
by Federal agencies;
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(3) the computer matching of records not otherwise authorized by
law; or

(4) the disclosure of records for computer matching except to a
Federal, State, or local agency.

Sec. 10 Effective Dates.
(a) In Genera | -- Except as provided in subsection (b), the
amendments made by this Act shall take effect 9 months after the
date of enactment of this Act.

(b) Exceptions -- The amendment made by sections 3(b) [Notice of
Matching Programs -- Report to Congress and the Office of
Management and Budget], 6 [Functions of the Director of the Office
of Management and Budget], 7 [Compilation of Rules and Notices],
and 8 [Annual Report] of this Act shall take effect upon enactment.
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14th and Constitution Avenue, NW.,
Washington, DC 20230 (or via the
Internet at dHynek@doc.gov).

FOR FURTHER INFORMATION CONTACT:
Requests for additional information or
copies of the information collection
instrument and instructions should be
directed to Patricia Lawson, 301-713—
2322 or patricia.lawson@noaa.gov.
SUPPLEMENTARY INFORMATION:

1. Abstract

The marine mammal stranding report
provides information on strandings so
that the National Marine Fisheries
Service (NMFS) can compile and
analyze by region the species, numbers,
conditions, and causes of illnesses and
deaths in stranded marine mammals.
NMFS requires this information to
fulfill its management responsibilities
under the Marine Mammal Protection
Act (16 U.S.C. 1421a). The NMFS is also
responsible for the welfare of marine
mammals while in rehabilitation status.
The data from the marine mammal
rehabilitation disposition report are
required for monitoring and tracking of
marine mammals held at various NMFS-
authorized facilities. This information is
submitted primarily by volunteer
members of the marine mammal
stranding networks who are authorized
by NMFS.

II. Method of Collection

Paper applications, electronic reports,
and telephone calls are required from
participants, and methods of submittal
include the Internet through the NMFS
National Marine Mammal Stranding
Database and facsimile transmission of
paper forms.

III. Data

OMB Control Number: 0648—0178.

Form Number: None.

Type of Review: Regular submission.

Affected Public: Not-for-profit
institutions; and business or other for-
profit organizations.

Estimated Number of Respondents:
400.

Estimated Time Per Response: 30
minutes.

Estimated Total Annual Burden
Hours: 2,400.

Estimated Total Annual Cost to
Public: $2,448.

IV. Request for Comments

Comments are invited on: (a) Whether
the proposed collection of information
is necessary for the proper performance
of the functions of the agency, including
whether the information shall have
practical utility; (b) the accuracy of the
agency’s estimate of the burden
(including hours and cost) of the

proposed collection of information; (c)
ways to enhance the quality, utility, and
clarity of the information to be
collected; and (d) ways to minimize the
burden of the collection of information
on respondents, including through the
use of automated collection techniques
or other forms of information
technology.

Comments submitted in response to
this notice will be summarized and/or
included in the request for OMB
approval of this information collection;
they also will become a matter of public
record.

Dated: May 11, 2010.
Gwellnar Banks,

Management Analyst, Office of the Chief
Information Officer.

[FR Doc. 2010-11544 Filed 5-13—-10; 8:45 am]
BILLING CODE 3510-22-P

DEPARTMENT OF COMMERCE

National Oceanic and Atmospheric
Administration

Proposed Information Collection;
Comment Request; Applications and
Reporting Requirements for the
Incidental Take of Marine Mammals by
Specified Activities (Other Than
Commercial Fishing Operations) Under
the Marine Mammal Protection Act (fka
Applications and Reporting
Requirements for the Incidental Take
of Marine Mammals by Specified
Activities Under the Marine Mammal
Protection Act)

AGENCY: National Oceanic and
Atmospheric Administration (NOAA).
ACTION: Notice.

SUMMARY: The Department of
Commerce, as part of its continuing
effort to reduce paperwork and
respondent burden, invites the general
public and other Federal agencies to
take this opportunity to comment on
proposed and/or continuing information
collections, as required by the
Paperwork Reduction Act of 1995.
DATES: Written comments must be
submitted on or before July 13, 2010.
ADDRESSES: Direct all written comments
to Diana Hynek, Departmental
Paperwork Clearance Officer,
Department of Commerce, Room 6625,
14th and Constitution Avenue, NW.,
Washington, DC 20230 (or via the
Internet at dHynek@doc.gov).

FOR FURTHER INFORMATION CONTACT:
Requests for additional information or
copies of the information collection
instrument and instructions should be
directed to Jeannine Cody, (301) 713—
2289 or Jeannine.Cody@noaa.gov.

SUPPLEMENTARY INFORMATION:

1. Abstract

The Marine Mammal Protection Act
of 1972 (MMPA; 16 U.S.C. 1361 et. seq.)
prohibits the “take” of marine mammals
unless otherwise authorized or
exempted by law. Among the provisions
that allow for lawful take of marine
mammals, sections 101(a)(5)(A) and (D)
of the MMPA direct the Secretary of
Commerce to allow, upon request, the
incidental, but not intentional, taking of
small numbers of marine mammals by
U.S. citizens who engage in a specified
activity (other than commercial fishing),
within a specified geographical region,
if certain findings are made and either
regulations are issued or, if the taking is
limited to harassment, a notice of a
proposed authorization is provided to
the public for review.

Authorization for incidental takings
shall be granted: (1) If the Secretary,
acting by delegation through the
National Marine Fisheries Service
(NMFS), finds that the taking will have
a negligible impact on the species or
stock(s) and will not have an
unmitigable adverse impact on the
availability of the species or stock(s) for
subsistence uses (where relevant), and
(2) if the permissible methods of taking
and requirements pertaining to the
mitigation, monitoring and reporting of
such takings are set forth.

Issuance of an incidental take
authorization (ITA) under section
101(a)(5)(A) or (D) of the MMPA
requires three sets of information
collection: (1) A complete application
for an ITA, as set forth in NMFS’
implementing regulations at 50 CFR
216.104, which provides the
information necessary for NMFS to
make the necessary statutory
determinations; (2) information relating
to required monitoring; and (3)
information related to required
reporting. These collections of
information enable NMFS to: (1)
Evaluate the proposed activity’s impact
on marine mammals; (2) arrive at the
appropriate determinations required by
the MMPA and other applicable laws
prior to issuing the authorization; and
(3) monitor impacts of activities for
which take authorizations have been
issued to determine if predictions
regarding impacts on marine mammals
were valid.

II. Method of Collection

Applicants may transmit an electronic
application file or report (e.g. .doc or
.pdf file) via e-mail, or deliver paper
forms via hand delivery, the U.S. Postal
Service, or by an overnight delivery
service.
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III. Data

OMB Control Number: 0648—0151.

Form Number: None.

Type of Review: Regular submission.

Affected Public: Non-profit
institutions; state, local, or tribal
government; business or other for-profit
organizations.

Estimated Number of Respondents:
71.

Estimated Time per Response: 339
hours for an Incidental Harassment
Authorization (IHA) application; 310
hours for an ITHA interim report (if
applicable); 422 hours for an ITHA draft
annual report; 163 hours for an IHA
final annual report (if applicable); 1,100
hours for the initial preparation of an
application for new regulations; 70
hours for an annual Letter of
Authorization (LOA) application; 220
hours for a LOA draft annual report; 65
hours for a LOA final annual report (if
applicable); 625 hours for a LOA draft
comprehensive report; and 300 hours
for a LOA final comprehensive report (if
applicable). Response times will vary
for the public based upon the
complexity of the requested action.

Estimated Total Annual Burden
Hours: 27,814.

Estimated Total Annual Cost to
Public: $358,000 in capital costs (if
applicable) and $3,575 in
recordkeeping/reporting costs.

IV. Request for Comments

Comments are invited on: (a) Whether
the proposed collection of information
is necessary for the proper performance
of the functions of the agency, including
whether the information shall have
practical utility; (b) the accuracy of the
agency’s estimate of the burden
(including hours and cost) of the
proposed collection of information; (c)
ways to enhance the quality, utility, and
clarity of the information to be
collected; and (d) ways to minimize the
burden of the collection of information
on respondents, including through the
use of automated collection techniques
or other forms of information
technology.

Comments submitted in response to
this notice will be summarized and/or
included in the request for OMB
approval of this information collection;
they also will become a matter of public
record.

Dated: May 10, 2010.
Gwellnar Banks,

Management Analyst, Office of the Chief
Information Officer.

[FR Doc. 2010-11502 Filed 5-13-10; 8:45 am]
BILLING CODE 3510-22-P

DEPARTMENT OF COMMERCE

National Oceanic and Atmospheric
Administration

Proposed Information Collection;
Comment Request; Highly Migratory
Species Dealer Reporting Family of
Forms

AGENCY: National Oceanic and
Atmospheric Administration (NOAA),
Commerce.

ACTION: Notice.

SUMMARY: The Department of
Commerce, as part of its continuing
effort to reduce paperwork and
respondent burden, invites the general
public and other Federal agencies to
take this opportunity to comment on
proposed and/or continuing information
collections, as required by the
Paperwork Reduction Act of 1995.
DATES: Written comments must be
submitted on or before July 13, 2010.
ADDRESSES: Direct all written comments
to Diana Hynek, Departmental
Paperwork Clearance Officer,
Department of Commerce, Room 6625,
14th and Constitution Avenue, NW.,
Washington, DC 20230 (or via the
Internet at dHynek@doc.gov).

FOR FURTHER INFORMATION CONTACT:
Requests for additional information or
copies of the information collection
instrument and instructions should be
directed to Craig Cockrell, (301) 713—
2347 or Craig.Cockrell@noaa.gov.
SUPPLEMENTARY INFORMATION:

I. Abstract

Under the provisions of the
Magnuson-Stevens Fishery
Conservation and Management Act (16
U.S.C. 1801 et seq.), the National Marine
Fisheries Service (NMFS) is responsible
for management of the Nation’s marine
fisheries. NMFS must also carry out, as
necessary and appropriate, obligations
the United States undertakes
internationally regarding tuna
management through the Atlantic Tunas
Convention Act (16 U.S.C. 971 et seq.).
NMFS must collect domestic landings
data for Atlantic highly migratory
species (HMS) via dealer reports in
order to provide information vital for
fishery management. In addition, the
United States must monitor the import,
export, and re-export of bluefin tuna,
frozen bigeye tuna, and swordfish in
order to comply with international
obligations established through
membership in the International
Commission for the Conservation of
Atlantic Tunas (ICCAT). ICCAT has
implemented a trade monitoring
program for bluefin tuna, frozen bigeye

tuna, and swordfish to discourage
illegal, unregulated, and unreported
fishing activities as well as to further
understand catches of and international
trade in these species. Similar objectives
are the basis for the Southern bluefin
tuna (BFT) trade monitoring program
established by the Commission for the
Conservation of Southern Bluefin Tuna
(CGSBT). Although the United States is
not a member of the CCSBT, effective
management of the Southern bluefin
tuna resource is in the best interest of
affected parties in the United States.
Thus, the United States has
implemented the CCSBT trade
monitoring program, along with the
analogous ICCAT programs.

This collection serves as a family of
forms for Atlantic HMS dealer reporting
requirements, including for the
purchase of HMS from fishermen, and
the import, export, and/or re-export of
HMS.

II. Method of Collection

Information is submitted via mail or
fax.

III. Data

OMB Control Number: 0648—0040.

Form Number: None.

Type of Review: Regular submission.

Affected Public: Business or other for-
profit organizations.

Estimated Number of Respondents:
1,456.

Estimated Time per Response: 5
minutes each for catch and statistical
documents and re-export certificates; 1
minute for tagging; 2 hours for
validation; 15 minutes for HMS
International Trade biweekly report; 15
minutes for Southeast Region HMS
biweekly dealer report and Northeast
Region trip tickets; 3 minutes for
Southeast Region HMS biweekly dealer
negative reporting; 15 minutes for
Atlantic BFT biweekly dealer report; 2
minutes for Atlantic BFT landing cards.

Estimated Total Annual Burden
Hours: 6,794.

Estimated Total Annual Cost to
Public: $11,612 in recordkeeping/
reporting costs.

IV. Request for Comments

Comments are invited on: (a) Whether
the proposed collection of information
is necessary for the proper performance
of the functions of the agency, including
whether the information shall have
practical utility; (b) the accuracy of the
agency’s estimate of the burden
(including hours and cost) of the
proposed collection of information; (c)
ways to enhance the quality, utility, and
clarity of the information to be
collected; and (d) ways to minimize the
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