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Prepared by:

Reviewed by: Sarah D. Brabson, NOAA Office of the Chief Information Officer

Name-of-System 
Unique Project Identifier:  

Project Description:

1. What information is to be collected (e.g., nature and source)? 
2. Why is the information being collected (e.g., to determine eligibility)? 

3. What is the intended use of the information (e.g., to verify existing data)? 

4. With whom will the information be shared (e.g., another agency for a specified programmatic purpose)? 

5. What opportunities do individuals have to decline to provide information (i.e., where providing information is voluntary) or to consent to particular uses of the information (other than required or authorized uses), and how may individuals grant consent? 
6. How will the information be secured (e.g., administrative and technological controls)? 

Management Controls

Operational Controls

Technical Controls (please address this specific request as part of your information here: 
Please describe your process for logging/monitoring data extracts, including the process for reviewing the logged information to determine: 1) how it is used, and 2) if there is still a need for it after 90 days (such extracts must be destroyed after 90 days if no longer needed).  If the logging/monitoring process is automated, please describe the process used for implementing NIST-800-53 Rev 1, Security Controls for Auditable Events (AU-2,”Auditable Events”, AU-3,”Content of Audit Record”, AU-6, “Audit Monitoring, Analysis and Reporting” and AU-11, “Audit Record Retention”).  Please include the requirement to verify that PII extracts are logged, verified and erased within 90 days in the auditable events criteria in AU-2 and AU-11.)
A Security Certification and Accreditation (C&A) in accordance with the requirements of the Federal Information Security Act of 2002 (FISMA) was completed for this system on [date ]. The C&A process is an audit of policies, procedures, controls, and contingency planning, required to be completed for all federal government IT systems every three years.

7. Is a system of records being created under the Privacy Act, 5 U.S.C. 552a? 
8. Are these records covered by an approved records control schedule?
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