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PART 1
GENERAL INFORMATION
[bookmark: _Toc387297010]Detailed PWS Information
[bookmark: _Toc387297011]Background
The National Oceanic and Atmospheric Administration (NOAA) Office of the Chief Information Officer (OCIO) Cyber Security Division (CSD) is responsible for ensuring NOAA programs and operations are able to make full and appropriate use of information assets. NOAA CSD places high priority on information technology (IT) security, critical protection, and Homeland Security to guarantee NOAA maintains integrity and continuing operations for NOAA systems, data, products, and services. 
NOAA has defined and implemented a Risk Management Framework (RMF) based on National Institute of Standards and Technology (NIST) standards[footnoteRef:1] (described in Appendix A) and Federal Information Processing Standards (FIPS) 199 Standards for Security Categorization of Federal Information and Information Systems. All NOAA RMF activities adhere to and incorporate the latest version of NOAA, Department of Commerce (DOC), and Office of Management and Budget (OMB) policies, guidance, and required templates. RMF processes, tasks, and documentation provide the framework upon which NOAA manages risks throughout the IT System Lifecycle. As described in the NOAA RMF, Assessment and Authorization (A&A) activities are critical to provide NOAA Authorizing Officials (AO) with accurate, adequate, and timely information by which they can make risk-related decisions.  [1:  National Institute of Technology and Standards (NIST) Special Publication (SP) 800-37 Revision 1, Guide for Applying the Risk Management Framework to Federal Information Systems: A Security Life Cycle Approach, February 2010.] 

NOAA CSD has partnered with the NOAALink Program Office to provide NOAA Enterprise Security Assessment and Authorization (NESAA) services. NESAA provides a common solution through the implementation of a centralized Program Management Office (PMO) which will support all participating NOAA security stakeholders. NESAA’s objectives are to provide NOAA with improved quality and overall performance of A&A activities and reduce the organization’s overall A&A costs. 
[Line/Staff Office] [System Name – ID] is a [FISMA Level] impact system as defined in the National Institutes of Standards and Technology (NIST) Federal Information Processing Standards (FIPS) 199 Standard for Security Categorization of Federal Information and Information Systems. The system’s Authority to Operate (ATO) expiration date is: [Insert ATO expiration date]. 
[bookmark: _Toc387297012]Objectives
To obtain A&A services for [System Name – ID] in compliance with NESAA standards in order to obtain an ATO.
[bookmark: _Toc387297013]Scope
The scope of this NESAA PWS applies only to [System Name – ID] and includes the following RMF activities:
Task 4 – Assess Security Controls: Determine the extent to which the security controls are implemented correctly, operating as intended, and producing the desired outcome in meeting security requirements.[footnoteRef:2] [2:  Task 4-4 performed by NOAA, but not included within the scope of this PWS.] 

Task 4-1: Develop, review, and approve a plan to assess the security controls.
Task 4-2: Assess the security controls in accordance with the assessment procedures defined in the security assessment plan.
Task 4-3: Prepare the security assessment report documenting the issues, findings, and recommendations from the security control assessment.
Task 6-2: Assess a selected subset of the technical, management, and operational security controls employed within and inherited by the information system in accordance with the organization-defined monitoring strategy.
The NESAA Contractor (Security Control Assessor (SCA)) is responsible for conducting a comprehensive assessment of the management, operational, and technical security controls employed within or inherited by an information system to determine the overall effectiveness of the controls (i.e., the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system). The Contractor shall also provide an assessment of the severity of weaknesses or deficiencies discovered in the information system and its environment of operation and recommend corrective actions to address identified vulnerabilities. In addition to the above responsibilities, SCAs prepare the final security assessment report containing the results and findings from the assessment. 
[bookmark: _Toc387297014]Requirements
[bookmark: _Toc387297015]NESAA Contractor Independence 
The Contractor shall provide auditable methodologies to manage Conflict of Interest (COI) and shall ensure all RMF activities are performed impartially and without COI. Impartiality implies that assessors are free from any perceived or actual COI with respect to the development, operation, and/or management of the information system or the determination of security control effectiveness.  
[bookmark: _Toc387297016]RMF Task 4.1 – Security Control Assessment Preparation 
[bookmark: _Toc316407667][bookmark: _Toc325735782][bookmark: _Toc316407662]The Contractor shall collaborate with the System Owner (SO) and SO staff to develop System Rules of Engagement (ROE) Agreement. The ROE must correctly identify the following:
Scope of testing;
Network ranges being assessed;
System components being assessed;
Locations being assessed (primary on-site location, secondary on-site location(s) (if applicable) and remote assessment(s) (if applicable);
SCA and all members conducting assessments including systems being used;
Assessment type and method;
Tools used for the assessment;
Complete NOAA IT Security Incident Reporting Form (NOAA Form 47-43); 
Policy and processes regarding assessment interruptions due to unforeseen network, system component and mission impacts.
The Contractor shall develop and submit a Security Control Assessment Work Plan (SAWP) which shall:
Identify and document the appropriate security assessment level of effort and project management information to include tasks, reviews (including compliance reviews), resources, and milestones for the system being tested
List key resources necessary to complete the security control assessment, including tools and contract support for the required activities
List key roles and personnel participating in security assessment activities
Include an overall assessment process flow or swim-lane diagram which documents the steps required to conduct assessment activities and interact with all necessary parties  (including but not limited to: ACIO, ITSO, AO, SO, ISSO, TM, SCA).
The Contractor shall develop and document a RMF Security Assessment Plan (SAP) and perform the Security Controls Assessment (SCA) according to the SAP. The SAP shall include a complete and comprehensive description of all processes and procedures the contractor will perform. The Government will provide the list of security controls/control enhancements required for assessment, based upon the contents of the Security Assessment Plan. This list of security controls will be developed according to continuous monitoring requirements stated in DOC and NOAA policies and NIST guidance. The list of security controls/enhancements and the SAP must take into account information systems’ security categorization. Developed and documented processes and procedures to be performed by the Contractor shall:
Include a sequential, step-by-step description of all actions required to perform each assessment;
Provide a sufficient level of detail to ensure any knowledgeable and experienced security professional could perform the same procedure and obtain the same results;
Allow for updates to the process and procedures to correct misinterpretation of security controls assessment procedures;
Address Federal Legislation (FISMA, Clinger-Cohen Act), OMB policies and guidance, NIST Special Publications (SP) and Federal Information Processing Standards (FIPS), and DOC/NOAA policies, guidance, and required templates; NOAA will provide the IT Policy, Directive, and Guidance Timeline Requirements to address when new policies, directives, and guidance are to be used;
Comply with NIST Special Publications 800-37 Risk Management Framework (RMF) Security Controls Assessment activities as defined in the latest version of NIST Special Publications, DOC, NOAA, and Line Office policies;
Leverage and utilize a working knowledge of existing, new, and revised “final” publications (Appendix A) and best practices when developing security control assessment procedures.  Working knowledge would be obtained by reviewing all of the NIST Publications and Standards and then applying this knowledge when developing the assessment procedures.  For example; if assessing AT-2 Security Awareness and AT-3 Security Training (Awareness and Training Family) security controls, the assessment process and procedures must incorporate the NIST SP 800-16 & 800-50 definitions for security awareness and security training;
Allow for changes to address updated and revisions from Federal Legislation, OMB, NIST, DOC, and NOAA policies, guidance, and required templates;
Address information systems’ security categorization;
Address the uniqueness related to each system component being addressed;
Address all system components identified within the system boundary;
Identify what commands (applications/tools) are executed on each unique system component an include an explanation/ description of how the SCA utilized the information generated by commands;
Account for appropriate assessment procedures to address the rigor, intensity, and scope of the assessment based on the following three (3) factors:
System Security Categorization (RMF Task 1);
Assurance requirements that the organization intends to meet in determining the overall effectiveness of the security controls (RMF Task 3); 
Selection of security controls from Special Publication 800-53 as identified in the approved security plan (RMF Task 2).
Address the collection and/or generation of security controls assessment Artifacts, including a description of:
When the Security Controls Assessor (SCA) will witness Artifact collection;
When and under condition Artifacts collected is accepted when not witnessed by SCA; 
How artifacts are delivered (i.e. transfer method for electronic/digital) to the SCA from the SO team.
Ensure system component/device identification is tracked across all Artifacts and assessment evidence in order to support assessment and findings activities (e.g., IP address, hostname, DOC barcode);
Ensure a review checklist process to identify documents submitted in the SO’s System Security Package which do not comply with the latest DOC and NOAA required templates;
Account for all locations and system components identified in the system boundary and system inventory. Locations requiring assessment will be determined by the Task Monitor (TM) and include the following:
Primary On-Site Location Assessment;
Secondary On-Site Location(s) Assessments (if applicable); 
Remote Assessments (if applicable).
Incorporate the development and approval for the System Rules of Engagement (ROE) Agreement.
The Contractor shall have the Task Monitor and NESAA PM review and approve all processes and procedures, including modifications to existing processes and procedures incorporated from lessons learned, to streamline and improve RMF activities. NOAA Line and Staff Offices will have a limited review period for comments to process and procedure changes prior to Task Monitor Approval.
The Contractor shall complete the following communication and reporting activities:
Assessment and Deliverables Schedule: Provides a detailed description of all assessment and deliverable milestones;
SO Memorandum: Requests security controls assessment and System Security Package (SSP) contents and describes the purpose of the SSP assessment and SSP contents submitted for assessment (submission to follow the NOAA FISMA Security Authorization Package);
SCA Memorandum: Acknowledges and identifies any discrepancies related to the SO SSP, including the purpose of the SSP assessment, lists the files submitted for assessment, and documents any discrepancies identifying by the SCA following the NOAA FISMA Security Authorization Package Requirement; 
System Component Assessment Schedule: Includes primary on-site location, secondary on-site location(s) (if applicable), remote assessments (if applicable), date, time, participating staff, and component scheduled for assessment (e.g., servers, workstations, network equipment).
[bookmark: _Toc387297017]Task 4.2 – Security Control Assessment
The Contractor shall perform the Security Control Assessment according to the processes and procedures described in the SAP.
The Contractor shall complete the following communication and reporting activities:
System Component Assessment Kickoff Meeting: Addresses all components being assessed, primary on-site location, secondary on-site location (if applicable), and remote assessments (if applicable) (conducted at the primary on-site location with optional Kickoff meetings held separately at each secondary on-site location(s)) 
System Component Assessment Daily Status: Conducts a verbal discussion/meeting to address progress for currently completed and/or pending system component assessments (scanning and hands-on), including:
Number of, role, and names of necessary NOAA personnel to be interviewed for control assessment(s)
Vulnerability scanning;
Penetration testing (if applicable);
Hands-on assessment;
Any other system component assessment (if applicable);
All system components being assessed;
Primary on-site location;
Secondary on-site location(s) (if applicable);
Remote assessments (if applicable);
Total number of system components being assessed broken into each unique system component type (e.g., 10 Servers, 25 Workstation/Laptops, 3 Routers, etc.);
Total number of system components completed per unique system component type; 
Total number of system components remaining/pending per unique system component type to meet the required assessment; 
Percentage of completion per unique system component type.
Weekly Status Report: Provides a documented report to address progress for currently completed and/or pending system component assessments (scanning and hands-on)
System Component Out-Brief Meeting: Held at primary on-site location to summarize preliminary findings (i.e., raw findings without analysis) and address:
[bookmark: _GoBack]All interviews with required NOAA personnel
All system components assessed;
Primary on-site location;
Secondary on-site location(s) (if applicable);
Remote assessments (if applicable);
Vulnerability scanning;
Penetration testing (if applicable);
Hands-on assessment; 
Any other system component assessment (if applicable).
[bookmark: _Toc387297018]Task 4.3 – Security Assessment Report
The Contractor shall develop the Security Assessment Report (SAR) to include the following:
Documentation of each security control assessment;
Assessment test objectives as identified in NIST SP 800-53A;
Assessment test types (e.g., interview, examine, test) as identified in NIST SP 800-53A;
All software and hardware components assessed;
Sequential, step-by-step assessment procedures for testing each test objective (i.e., procedures Contractor will follow when assessing each test objective of each security control for consistency and repeatability);
Results of control assessment, evaluation, and analysis of the system within the defined system boundary, supporting infrastructure, and operating environment;
Evidence that all components in the System Inventory were tested or covered by a test performed on a representative sample of identically configured devices;
Rationale for any system or device in the inventory not directly tested (e.g., if the system is in maintenance, deployed, or being disposed of, the risk of not testing this system must be addressed in the SAR);
Results that ensure configuration settings for all major IT products in the system were assessed, identifying each system component, secure benchmark assessed, location of scan results, confirmation the assessed component implements approved organizational, defined, secure benchmark;
Determination that the security control is “Satisfied” or “Other Than Satisfied” with each sequential step of the assessment process providing a “Satisfied” or “Other Than Satisfied” determination (e.g., if the Contractor is assessing a control that has four assessment steps, each step must assign “Satisfied” or “Other Than Satisfied” findings to assist the SO in developing the appropriate mitigation of the finding);
A finding of “Satisfied” indicates that for the portion of the security control addressed by the determination statement, the assessment information obtained (i.e., collected evidence) indicates the assessment objective for the control has been met, producing a fully acceptable result.
A finding of “Other Than Satisfied” indicates that for the portion of the security control addressed by the determination statement, the assessment information obtained indicates potential anomalies in the operation or implementation of the security control.
Actual, unbiased, and factual results and analysis used to make final determinations that the security control is “Satisfied” or “Other Than Satisfied” with actual results for each system component type:
NIST SP 800-53A security controls assessments per system component types is required for: Technical Class (all controls) and Operational Class (CM, CP, SI)
NIST SP 800-53A security controls assessments per system component types is not applicable for Management Class (all controls) and Operational Class (AT, IR, MA, MP, PE, PS)
Identification and explanation for all Artifacts used in the assessment, as generated or provided by the SO, with the following information:
File name, including security control (e.g., AC-1), FISMA system (e.g., NOAAnnn), and context (e.g., screen shot);
Location of the Artifact(s);
Security control the Artifact(s) supports;
Clear description within Artifacts in order to support “Satisfied” or “Other Than Satisfied” findings; for “Other Than Satisfied” findings, the Contractor shall also describe how the control differs from the planned or expected state.
The Contractor shall provide all documentation developed to support assessment, Artifact collection, findings, analysis, conclusions, management recommendations, and reports (Documentation and reports required by the Government, SCA developed, or a combination of Government required and SCA developed):
SCA electronic, digital, audio, video, and/or hand-written information used in collecting, tracking, and/or analyzing assessment activities;
All observations with a clear description of how, who, what, when, and where as well as how the observation “Satisfies” or “Other Than Satisfies” the requirement of the assessment objectives in the Security Assessment Report (SAR);
AO Matrix (required template for High-Impact Systems; supporting information required for Low-Impact and Moderate-Impact Systems but template not required);
Tracking spreadsheet to track system components being assessed;
Output (raw or native tool) generated from assessment tools to allow import by the SO team into the same tool for mitigation (e.g., Nessus formatted file);
Vulnerability Assessment Report (VAR) to document the scan-to-inventory analysis, determination regarding use of authentication in scanning, and analysis of scan results;
Penetration Testing Report (if applicable) to document the results of penetration;
Summary of findings of these detailed reports to develop a Security Assessment Report (SAR); 
Updates and/or additions generated from Lessons Learned activities.
The Contractor shall complete the following communication and reporting activities:
Technical Briefing: Present SCA findings, vulnerabilities, and penetration results with analysis, conclusions, and recommendations to SO, SO staff, ISSO, Line and Staff Office ITSO
Management Briefing: Present findings, vulnerabilities, and penetration results, focusing on the risk and residual risk issues. Provide analysis, conclusions, and recommendations for system operations (Authorization to Operate (ATO) or Denial of Authorization to Operate) to AO, SO, SO staff, Line and Staff Office CIO and Line and Staff Office ITSO. Briefing slides should summarize:
Key information about the system (e.g., system mission/purpose, security categorization, information types that are drivers for the high water-mark categorization, facility locations, and number of components in the official inventory);
Purpose of the SSP assessment and list of files submitted for assessment (files being submitted must be organized into the NOAA FISMA Security Authorization Package Requirement section and the security controls assessed by the SCA);
Scope and methodology from the SAP as well as scope limitations/restrictions encountered during the assessment as described in the SAR;
Assessment results as detailed in the SAR, Security Controls Assessment (Test) Procedures and Results, and the Continuous Monitoring Annual Security Controls Assessment;
Draft findings into DOC CSAM Import POA&Ms spreadsheet, including SCA estimated completion dates, estimated costs and associated risk;
Discussion of risk and residual risk of operating the system in its current environment, and discuss the recommendation for acceptance of risk;
The Contractor shall work with the ITSO and ISSO to prepare a list of possible AO questions related to POA&Ms and assessment findings to fully understand weaknesses;
The Contractor shall work with the ITSO and ISSO prior to the AO briefing to ensure a consistent understanding of findings and to develop draft determination of risk;
The Contractor shall verbally respond to AO questions, along with the ITSO and ISSO, to assist with the determining of risk to organizational operations (mission, functions, image, or reputation), organizational assets, individuals, other organizations, or the Nation;
The AO will assess the information and in collaboration with the ITSO, ISSO, and Contractor, document the AO risk approach.
The Contractor shall develop and update Lessons Learned from A&A activities and incorporate these into processes and procedures as applicable. Approval must be gained from the Task Monitor (TM) and NESAA Program Manager (PM) on recommendations resulting from Lessons Learned before they are incorporated into existing processes and procedures. Feedback on Lessons Learned should be collected from the following individuals:
Authorizing Official (AO); 
System Owner (SO);
Information System Security Officer (ISSO);
IT System Manager;
Security Controls Assessor (SCA);
Line Office Chief Information Officer (LO CIO);
Line/Staff Office IT Security Officer (LO ITSO);
NESAA Program Manager (PM);
Task Monitor (TM);
Contracting Officer Technical Representative (COR); 
Contracting Officer (CO).
[bookmark: _Toc387297019]Task 6.2 – Ongoing Security Control Assessments 
The Contractor shall develop a Continuous Monitoring Security Controls Assessment Plan and Schedule. This plan should include required activities and outputs required by RMF Tasks 4.1, 4.2, and 4.3.
The Contractor shall perform Continuous Monitoring Annual Security Controls Assessments according the Continuous Monitoring Security Controls Assessment Plan and Schedule.
The Contractor shall perform all required communications and reporting activities as required by RMF Tasks 4.1, 4.2, and 4.3.
[bookmark: _Toc387297020]Deliverables
The NESAA Contractor shall provide a limited warranty of the assessment and supporting documentation of deliverables. The Contractor shall respond to any inquiries regarding deliverables required in responding to potential system audits (e.g., DOC Officer of the Inspector General) within one (1) year of deliverable approval by the Task Monitor and/or NESAA PM. All Contract deliverables are described in Table 1 below.
Table 1, NESAA Deliverables
	RMF
	PWS
	Deliverable
	Frequency
	Medium/Format
	Deliver To

	4-1 & 6.2
	1.4.2
	System Rules of Engagement (ROE) Agreement
	Within 30 days of award
	NOAAnnnn ROE Template V3.0
	TM, NESAA PM, COR

	4-1 & 6.2
	1.4.2
	Security Control Assessment Work Plan (SAWP)
	Within 30 days of award
	NOAAnnnn SCAWP Template V2.0
	TM, COR

	4-1 & 6.2
	1.4.2
	Security Assessment Plan (SAP)
	Per Approved SAWP
	NOAA Security Assessment Plan Template; NOAA Security Assessment Plan Checklist
	TM

	4-1 & 6.2
	1.4.2
	Assessment/Deliverables Schedule
	Per Approved SAWP
	MS Project
	TM, NESAA PM

	4-1 & 6.2
	1.4.2
	SO Memorandum
	Per Approved SAWP
	
	TM, SO

	4-1 & 6.2
	1.4.2
	SCA Memorandum
	Per Approved SAWP
	
	TM, SO

	4-1 & 6.2
	1.4.2
	System Component Assessment Schedule
	Per Approved SAWP
	MS Project
	TM, COR, NESAA PM

	4-2 & 6.2
	1.4.3
	System Component Assessment Kickoff Meeting
	Per Approved SAWP
	In-Person
	TM, COR, NESAA PM

	4-2 & 6.2
	1.4.3
	System Component Assessment Daily Status
	Per Approved SAWP
	Verbal
	TM

	4-2 & 6.2
	1.4.3
	Weekly Report
	Per Approved SAWP
	MS Word
	TM, COR, NESAA PM

	4-2 & 6.2
	1.4.3
	System Component Out-Brief Meeting
	Per Approved SAWP
	In-Person
	TM, COR, NESAA PM

	4-3 & 6.2
	1.4.4
	Security Assessment Report (SAR)
	Per Approved SAWP
	NOAAnnnn SAR Template V3
	TM

	4-3 & 6.2
	1.4.4
	Assessment Documentation
	Per Approved SAWP
	NOAA Vulnerability Assessment Report Template
	TM, NESAA PM

	4-3 & 6.2
	1.4.4
	Technical Briefing
	Per Approved SAWP
	
	TM

	4-3 & 6.2
	1.4.4
	Management Briefing
	Per Approved SAWP
	NOAA AO Briefing Template
	TM, COR, NESAA PM

	4-3 & 6.2
	1.4.4
	Lessons Learned
	Per Approved SAWP
	MS Word
	TM, COR, NESAA PM

	6-2
	1.4.5
	Continuous Monitoring Security Controls Assessment Schedule
	Within 30 days of award
	MS Project
	 

	N/A
	2.2
	NESAA Kick Off Meeting
	Within 20 days of award
	In-Person
	NESAA PM, TM, COR

	N/A
	2.2
	Weekly Meeting
	Weekly
	In-Person/Verbal
	TM, COR


[bookmark: _Toc387297021]Constraints
The Contractor shall not perform any activities in which they would assess the effectiveness of their own (personal and respective, specific, corporate cost center) work with respect to the development, operation, and/or administration of the information system and determination of security control effectiveness. Proposals from bidders who currently, as a prime or sub-contractors, provide development, operation, and/or administration of [this information system] will not be accepted.
[bookmark: _Toc387297022]Period of Performance
The Period of Performance reads as follows:
Base Year: [Specific to System]
The Government reserves the right to extend the term of this contract at the prices set forth in Section B in accordance with the terms and conditions contained in clause 52.217-9 entitled, “Option to Extend the Term of the Contact.”
[bookmark: _Toc387297023]Type of Order
The Government anticipates a Firm Fixed Price (FFP) contract award.  
[bookmark: _Toc387297024]Hours of Operation/Place of Performance
The place of performance will be at the Contractor sit unless it is determined by the Task Manager certain activities must be performed at the government site. The government site is [specific to System].

[If travel is required, include this clause, otherwise remove it:] Travel must be deemed necessary and authorized by the TM in order to be paid for by the Government. Except for exceptional circumstances, travel will not be reimbursed at more than applicable rates cited in the Federal Travel Regulations, prescribed by the General Services Administration, for travel in the conterminous 48 United States or the Standardized Regulations (Government Civilians, Foreign Areas), Section 925, "Maximum Travel Per Diem Allowances for Foreign Areas," prescribed by the Department of State, for travel in areas not covered above.
[bookmark: _Toc387297025]Special Qualifications 
All security control assessors must meet the minimum requirements as stated in the Department of Commerce, Commerce Information Technology Requirement CITR-006 Information System Security Training for Significant Roles. CITR-006 requires all Security Control Assessors to hold in good standings at least one of the following IT Professional Certifications:
· Electronic Commerce Council (ECC) Certified Ethical Hacker (CEH)
· GIAC Systems and Network Auditor (GSNA)
· ISC2 Certified Authorization Professional (CAP)
· ISC2 Certified Information System Security Professional (CISSP)
· ISACA Certified Information System Auditor (CISA)
[bookmark: _Toc387297026]Security Requirements
The contractor shall comply with the IT Security requirements of the Department of Commerce as outlined in Commerce Acquisition Regulation (CAR) 1352.239-72, Security Requirements For Information Technology Resources (April 2010), except that development of a Security Accreditation Package in accordance with CAR 1352.239-72, section (i) is not required. The systems supported under this task are High, Medium, and Low risk according to NIST standards.  The suitability or risk level for this work has been determined to be High. As such, all personnel shall be U.S. Citizens. Personnel shall be screened according to 48 CFR 1352.237-70 - Security Processing Requirements—High or Moderate Risk Contracts (APR 2010). All contractor (and subcontractor) personnel proposed to be employed under a High or Moderate Risk contract shall undergo security processing by the Department's Office of Security before being eligible to work on the premises of any Department of Commerce owned, leased, or controlled facility in the United States or overseas, or to obtain access to a Department of Commerce IT system. All Department of Commerce security processing pertinent to this contract will be conducted at no cost to the contractor. Investigative requirements for High Risk IT Service Contracts include a Background Investigation. Security Processing requirements for High and Moderate Risk Contracts are as follows:
The contractor must complete and submit the following forms to the Task Monitor/COR :
Standard Form 85P (SF-85P), Questionnaire for Public Trust Positions;
FD-258, Fingerprint Chart with OPM's designation in the ORI Block; 
Credit Release Authorization.
The Sponsor will ensure that these forms have been properly completed, initiate the CD-254, Contract Security Classification Specification, and forward the documents to the cognizant Security Officer.
Upon completion of security processing, the Office of Security, through the servicing Security Officer and the Sponsor, will notify the contractor in writing of an individual's eligibility to be provided access to a Department of Commerce facility or Department of Commerce IT system.
Security processing shall consist of limited personal background inquiries pertaining to verification of name, physical description, marital status, present and former residences, education, employment history, criminal record, personal references, medical fitness, fingerprint classification, and other pertinent information. For non-U.S. citizens, the Sponsor must request an Immigration and Customs Enforcement agency check. It is the option of the Office of Security to repeat the security processing on any contract employee at its discretion.
No “privileged access” information (i.e. government information not reviewed or approved for release to the public by the appropriate NOAA organization) shall be accessed by or stored on a contractor owned system without COR approval and approved instances will require a certification accreditation of the contractor system.  The contractor will be responsible for the entire cost of certifying and accrediting its contractor system.  The contractor must inform the CO and COR in writing and obtain written approval before any “privileged access” information is placed or stored on a contractor owned system.  Any “privileged access” information placed or stored on a contractor owned system without pre-approval must be reported to the CO, COR and NOAA – Computer Incident Response Team (N-CIRT).  The N-CIRT will provide further guidance regarding follow-up actions and media sanitization.  The contractor will not store on removable media or transmit (email) any information that the appropriate Authorizing Official has deemed sensitive without first encrypting the information.  If the contractor needs to store or transmit sensitive information, it must be stored or transmitted using approved encryption methods and protocols by the Task Monitor/COR.  At a minimum, NOAA considers the following information sensitive: IP address/addresses, IP networks, IP subnet masks, Computer/Host names, Computer/Host MAC address/addresses, Information related to configuration settings of any devices, Information related to a security incident or possible security incident, Username, Password, System inventory, Security documentation (SAP Package).
If the Office of Security receives disqualifying information on a contract employee, the COR will be notified. The Sponsor, in coordination with the Contracting Officer, will immediately remove the contract employee from duties requiring access to Departmental facilities or IT systems. Contract employees may be barred from working on the premises of a facility for any of the following:
Conviction of a felony crime of violence or of a misdemeanor involving moral turpitude;
Falsification of information entered on security screening forms or on other documents submitted to the Department;
Improper conduct once performing on the contract, including criminal, infamous, dishonest, immoral, or notoriously disgraceful conduct or other conduct prejudicial to the Government, regardless of whether the conduct was directly related to the contract; 
Any behavior judged to pose a potential threat to Departmental information systems, personnel, property, or other assets.
Failure to comply with security processing requirements may result in termination of the contract or removal of contract employees from Department of Commerce facilities or denial of access to IT systems.
Compliance with these requirements shall not be construed as providing a contract employee clearance to have access to national security information.
The contractor shall include the substance of this clause, including this paragraph, in all subcontracts.
[bookmark: _Toc387297027]Physical Security
The Contractor shall be responsible for safeguarding all government property provided for contractor use.  At the close of each work period, government facilities, equipment, and materials shall be secured.
[bookmark: _Toc387297028]Key Control
The Contractor shall establish and implement methods of making sure all keys/key cards issued to the Contractor by the Government are not lost or misplaced and are not used by unauthorized persons.  NOTE: All references to keys include key cards.  No keys issued to the Contractor by the Government shall be duplicated.  The Contractor shall develop procedures covering key control that shall be included in the Quality Control Plan.  Such procedures shall include turn-in of any issued keys by personnel who no longer require access to locked areas.  The Contractor shall immediately report any occurrences of lost or duplicate keys/key cards to the Contracting Officer.
In the event keys, other than master keys, are lost or duplicated, the Contractor shall, upon direction of the Contracting Officer, re-key or replace the affected lock or locks; however, the Government, at its option, may replace the affected lock or locks or perform re-keying.  When the replacement of locks or re-keying is performed by the Government, the total cost of re-keying or the replacement of the lock or locks shall be deducted from the monthly payment due the Contractor. In the event a master key is lost or duplicated, all locks and keys for that system shall be replaced by the Government and the total cost deducted from the monthly payment due the Contractor.
The Contractor shall prohibit the use of Government issued keys/key cards by any persons other than the Contractor’s employees.  The Contractor shall prohibit the opening of locked areas by Contractor employees to permit entrance of persons other than Contractor employees engaged in the performance of assigned work in those areas, or personnel authorized entrance by the Contracting Officer.
[bookmark: _Toc387297029]Task Manager (TM)
The Task Managers (TM) is: [specific to FISMA system being assessed]
The TM monitors all technical aspects of the contract and assists in contract administration. The TM is authorized to perform the following functions: assure that the Contractor performs the technical requirements of the contract; perform inspections necessary in connection with contract performance; distributes, coordinates, and approves all Contractor deliverables; maintain written and oral communications with the Contractor concerning technical aspects of the contract; issue written interpretations of technical requirements, including Government drawings, designs, specifications; monitor Contractor's performance and notify the CO, COR and Contractor of any deficiencies; coordinate availability of government furnished property, direct limited T&M work under certain circumstances, and provide site entry of Contractor personnel.  The TM is not authorized to change any of the terms and conditions of the resulting order. 
[bookmark: _Toc387297030]General PWS Information
[bookmark: _Toc387297031]Conservation of Utilities
The contractor shall instruct employees in utilities conservation practices.  The contractor shall be responsible for operating under conditions that preclude the waste of utilities, which include turning off the water faucets or valves after using the required amount to accomplish cleaning vehicles and equipment.
[bookmark: _Toc387297032]Post Award Conference/Periodic Progress Meetings
The Contractor agrees to attend any post award conference convened by the contracting activity or contract administration office in accordance with Federal Acquisition Regulation Subpart 42.5. The Contractor shall specifically attend a NESAA Kick-OFF Meeting and Weekly Meetings. The CO, COR, TM, NESAA PM and other Government personnel, as appropriate, may meet periodically with the contractor to review the contractor's performance.  At these meetings, the CO will apprise the contractor of how the government views the contractor's performance and the contractor will apprise the Government of problems, if any, being experienced.  Appropriate action shall be taken to resolve outstanding issues.  These meetings shall be at no additional cost to the government.  
[bookmark: _Toc387297033]Contract Manager
The contractor shall provide a contract manager who shall be responsible for the performance of the work.  The name of this person and an alternate who shall act for the contractor when the manager is absent shall be designated in writing to the Contracting Officer.  The contract manager or alternate shall have full authority to act for the contractor on all contract matters relating to daily operation of this contract.
[bookmark: _Toc387297034]Processing and Identification of Contractor Employees
Prior to commencing work under this contract, the contractor shall submit or have their employee submit the required security forms and number of copies as informed by the Task Manager.  The contractor, when notified that the Government rejected the suitability assessment forms shall either have the rejected forms made compliant and resubmitted or withdraw the employee from consideration from working under this contract.
All contract personnel attending meetings, answering Government telephones, and working in other situations where their contractor status is not obvious to third parties are required to identify themselves as such to avoid creating an impression in the minds of members of the public that they are Government officials.  They must also ensure that all documents or reports produced by contractors are suitably marked as contractor products or that contractor participation is appropriately disclosed.  Contractor personnel will be required to obtain and wear NOAA-issued badges in the performance of this contract if determined appropriate by the Task Manager.
[bookmark: _Toc387297035][bookmark: _Toc325735759]Quality Assurance
[bookmark: _Toc387297036]Quality Assurance
The Contractor shall ensure quality assurance in accordance with this PWS.  The contractor shall develop and implement procedures specific to this requirement to identify, prevent, and ensure non-recurrence of defective services.  The contractor’s quality assurance program is the means by which he assures himself that his work complies with the requirement of the task order. At a minimum, the contractor shall develop quality assurance procedures that address the areas identified in Technical Exhibit 1, “Performance Requirements Summary.”   
[bookmark: _Toc325027546][bookmark: _Toc325027795][bookmark: _Toc325027914][bookmark: _Toc325028034][bookmark: _Toc325028157][bookmark: _Toc325028279][bookmark: _Toc325028402][bookmark: _Toc325028525][bookmark: _Toc325028635][bookmark: _Toc325735760][bookmark: _Toc387297037]Quality Assurance Surveillance
The government shall evaluate the Contractor’s performance under this task order in accordance with the Quality Assurance Surveillance Plan.  This plan is primarily focused on what the Government must do to ensure that the contractor has performed in accordance with the performance standards.  It defines how the performance standards will be applied, the frequency of surveillance, and the minimum acceptable defect rate(s).
[bookmark: _Toc325735761][bookmark: _Toc387297038]Government Remedies
The Contracting Officer shall pursue remedies for the contractor’s failure to perform satisfactory services or failure to correct non-conforming services in accordance with the terms and conditions of the contract.
[bookmark: _Toc387297039]NESAA Program Management 
The NESAA Program Management Office (PMO) will enforce contractors adhere to standard A&A methodologies, provide surveillance to ensure adequate performance and quality across A&A activities and deliverables, and provide visibility across NOAA enterprise risks. This award will be assigned a NESAA Program Manager (PM) from the PMO who will:
Coordinate A&A services in conjunction with the Director of CSD and TM;
Provide liaison services to between the NOAA SO and Contractor;
Ensure SO and/or SO staff do not interfere or attempt to influence SCA assessments or findings; 
Providing IV&V surveillance services to oversee the quality, consistency, and timeliness of Contractor services and deliverables according to agreed-upon NOAA A&A standards;
Serve as the final authority in approving all Contractor deliverables according to quality and performance standards.


PART 2
DEFINITIONS & ACRONYMS
Best Effort: That effort expended by the contractor to perform within the awarded ceiling price all work specified in this task order (TO) and all other obligations under this TO and the basic contract.  This effort includes providing required qualified personnel, properly supervised, and following industry accepted methodologies and other practices.  The effort is further characterized by operating at all times with the Government’s best interest in mind, using efficient and effective methods, and demonstrating sound cost control.  The effort must be identical to the effort that would be expended if this were a firm-fixed price TO and the contractor’s profits were dependent upon reducing costs while meeting the Government’s requirements in terms and quality and schedule.  Failure to provide this required effort may result in the withholding of payment for hours expended that do not qualify as best effort or a reduction in the rate per hour to reflect decreased value of services received.
Contracting Officers (CO): Contracting Officers are responsible for determining whether an individual contract action requires appointment of a COR; prescribing additional training requirements when deemed necessary; issuing COR appointments; canceling COR appointments; and documenting COR performance; participating in the identification of appropriate continuous learning points (CLPs).
Contracting Officer’s Representative (COR): An organizational representative assigned by the Contracting Officer to perform surveillance and to act as liaison to the contractor. COR manages and measures contract performance and provides technical direction to the Contractor.
Defective Service/Deliverable: A service or deliverable output that does not meet the standard of performance associated with it in the Performance Work Statement.
Department of Commerce (DOC): DOC is the U.S. government agency tasked with improving living standards for all Americans by promoting economic development and technological innovation.  The department supports U.S. business and industry through a number of services, including gathering economic and demographic data, issuing patents and trademarks, improving understanding of the environment and oceanic life, and ensuring the effective use of scientific and technical resources. The agency also formulates telecommunications and technology policy, and promotes U.S. exports by assisting and enforcing international trade agreements.
Government Furnished Equipment (GFE): GFE is any property that the Government is obligated or has the option to take over under any type of contract, e.g., as a result either of any changes in the specifications or plans there under or of the termination of the contract (or subcontract there under), before completion of the work, for the convenience or at the option of the Government.  The Contractor’s responsibility extends from the initial acquisition and receipt of property, through stewardship, custody, and use until formally relieved of responsibility by authorized means, including delivery, consumption, expending, disposition, or via a completed investigation, evaluation, and final determination for lost, damaged, destroyed, or stolen property. This requirement applies to all Government property under the Contractor’s accountability, stewardship, possession, or control, including its vendors or subcontractors (https://www.acquisition.gov/far/html/52_245.html).
National Oceanic Atmospheric Administration (NOAA): A bureau of the US Department of Commerce, NOAA’s mission is to understand and predict changes in Earth’s environment, as well as conserve and manage coastal and marine resources to meet our nation’s economic, social, and environmental needs.  NOAA does this through six line offices.
National institute of Standards and Technology (NIST): A bureau of the US Department of Commerce, NIST promotes U.S. innovation and industrial competitiveness by advancing measurement science, standards, and technology in ways that enhance economic security and improve our quality of life.  NIST carries out its mission via four cooperative programs.
NOAA FISMA Security Authorization Package: NOAA has developed the Security Authorization Package (SAP) Contents template.  This template defines the structure and minimum content for the SAP.  All documents assessed and produced in the security controls assessment activity, which provides the Authorizing Official (AO) with the essential information needed to make a credible, risk-based decision on whether to authorize the operation of the information system.  See Security Authorization Package (SAP) and Security Authorization Package Structure.
NOAA IT Security Manual (ITSM): As authorized by the NOAA Administrative Order 212-13, “NOAA Information Technology (IT) Security Policy”, The NOAA IT Security Manual defining the IT Security Program, NOAA IT security and augments and clarifies DOC program policy requirements.
Other Than Satisfied: A security controls assessment conclusion that indicates that for the portion of the security control addressed by the determination statement, the assessment information obtained indicates potential anomalies in the operation or implementation of the control that may need to be addressed by the organization.
Performance Work Statement PWS: Performance Work Statement defines the Government's requirements in terms of the objective and measurable outputs.  It provides the Contractor with answers to five basic questions: what, when, where, how many, and how well.
Quality Assurance: Those actions taken by a contractor to control the performance of services and deliverables so that they meet the requirements of the PWS.
Quality Assurance Surveillance Plan (QASP): The government shall evaluate the contractor’s performance under this task order in accordance with the Quality Assurance Surveillance Plan.  This plan focuses on what the Government must do to ensure that the contractor has performed in accordance with the performance standards.  It defines how the performance standards will be applied, the frequency of surveillance, specific roles and responsibilities and the minimum acceptable defect rate(s).
Satisfied: A security controls assessment conclusion that indicates that for the portion of the security control addressed by the determination statement, the assessment information obtained (i.e., evidence collected) indicates that the assessment objective for the control has been met producing a fully acceptable result.
Security Authorization Package (SAP): The SAP is the combination of the System Owner’s System Security Package (SSP) and the Security Controls Assessor (SCA) developed/generated information from the assessment.  As a minimum set of documents as identified in DOC Commerce Interim Technology Requirement CITR-004 “Certification and Accreditation (C&A) Process defined Certification and Accreditation Artifacts and NOAA Risk Management Framework Process defined Security Documents & Security Authorization Package. See NOAA FISMA Security Authorization Package and Security Authorization Package Structure.
Security Authorization Package Structure: NOAA has defined how the contents are to be organized.  The structure must comply with NOAA Risk Management Framework Process defined Security Documents & Security Authorization Package (Appendix B) and NOAA template Security Authorization Package.  See NOAA FISMA Security Authorization Package and Security Authorization Package.
Security Controls Assessor (SCA): An independent assessor is any individual or group capable of conducting an impartial assessment of security controls employed within or inherited by an information system.  Impartiality implies that assessors are free from any perceived or actual conflicts of interest with respect to the development, operation, and/or management of the information system or the determination of security control effectiveness.  SCA functions also referred to as Certifier, Certification Agent, and/or Assessment Team.
System Owner addendum documentation: NIST SP 800-37 Task 4.4 identifies an opportunity for the SO to respond to the initial findings of assessors.  The addendum to the security assessment report does not change or influence in any manner, the initial assessor findings provided in the original report.  Information provided in the addendum is considered by authorizing officials in their risk-based authorization decisions.
System Security Package (SSP): The SSP includes all DOC Commerce Interim Technology Requirement-004 Certification and Accreditation defined Certification and Accreditation Artifacts and NOAA Risk Management Framework Process defined Security Documents as a minimum set of documents submitted for assessments.
Task Manager (Monitor): A Task Manager (Monitor) is responsible for functioning as the technical representative of the Contracting Officer for tasks awarded against a master contract, supply schedule or other ordering agreement; and abiding by guidance and requirements provided by the COR for the underlying contractual vehicle.
Work Breakdown Schedule (WBS): A project management tool to manage a team’s activity into manageable tasks.  The Project Management Body of Knowledge (PMBOK) provides WBS definition, information and templates.




PART 3
GOVERNMENT FURNISHED PROPERTY, EQUIPMENT, AND SERVICES
[bookmark: _Toc387297040]General
[bookmark: _Toc387297041]Equipment:  
The contractor must use government furnished equipment (GFE), which is currently covered by an existing government Assessment and Authorization package.  The Certification and Accreditation (C&A) or Assessment and Authorization (A&A) requirements of Clause 48 CFR 1352.239-72 do not apply, and a Security Accreditation Package is not required. The use of non-government equipment is restricted and requires approval by the appropriate Authorizing Official responsible for the network being assessed.
The Government will provide the necessary computer equipment, software, and information to perform this contract.  All work must be performed using the government furnished equipment.  If additional hardware and/or software is/are needed, the contractor must request the additional requirements from the Task Manager.
The contractor must connect the GFE to the appropriate Authorizing Official network at least monthly or upon request.  The appropriate Authorizing Official will determine the network connection (physical connection the internal network or remote access using VPN tunnel communications) method.  The purpose of connection will be to obtain security and configuration management updates.  
[bookmark: _Toc387297042]Facilities
[The Government will furnish hoteling workspace for the contractor staff when it is necessary for the contractor staff to be at the government site to support the PWS.  Necessity will be determined in conjunction with the Task Manager.]


PART 4
CONTRACTOR FURNISHED ITEMS AND SERVICES

[bookmark: _Toc387297043]General
Except for those items specifically stated to be government furnished in Part 3, the contractor shall furnish everything required to perform this PWS.



PART 5
APPLICABLE PUBLICATIONS
[bookmark: _Toc387297044]Applicable Publications
[bookmark: _Toc325027612][bookmark: _Toc325027854][bookmark: _Toc325027974][bookmark: _Toc325028094][bookmark: _Toc325028216][bookmark: _Toc325028339][bookmark: _Toc325028462][bookmark: _Toc325027613][bookmark: _Toc325027855][bookmark: _Toc325027975][bookmark: _Toc325028095][bookmark: _Toc325028217][bookmark: _Toc325028340][bookmark: _Toc325028463][bookmark: _Toc325027614][bookmark: _Toc325027856][bookmark: _Toc325027976][bookmark: _Toc325028096][bookmark: _Toc325028218][bookmark: _Toc325028341][bookmark: _Toc325028464]Publications applicable to this PWS are listed below. Baseline references for RMF activities include, but not limited to, the following (update current versions as released):
E-Government Act of 2002
Federal Information Security Management Act (FISMA) (Public Law 107-347 (Title III))
National Defense Authorization Act for Fiscal Year 1996
· Clinger-Cohen Act, February 10, 1996 (Public Law 104–106)
Office of Management and Budget (OMB)
OMB Circular No. A-130, Appendix III, Security of Federal Automated Information Resources, February 1996, as amended
OMB Memorandum 11-33, FY 2011 Reporting Instructions for the Federal Information Security Management Act and Agency Privacy Management, September 14, 2011
OMB Memorandum M-10-15, FY 2010 Reporting Instructions for the Federal Information Security Management Act and Agency Privacy Management, April 21, 2010
OMB Memorandum 09-29, Reporting Instructions for the Federal Information Security Management Act and Agency Privacy Management, August 20, 2009
OMB Memorandum 06-16, Protection of Sensitive Agency Information, June 23, 2006
OMB Memorandum 04-25, Reporting Instructions for the Federal Information Security Management Act, August 23, 2004
OMB Memorandum 04-04, E-Authentication Guidance, December 16, 2003
OMB Memorandum 02-01, Guidance for Preparing and Submitting Security Plans of Action and Milestones, October 17, 2001
Department of Commerce (DOC)
Department of Commerce (DOC), IT Security Program Policy (ITSPP), January 2009 
Commerce Interim Technical Requirement (CITR) CITR-001: Federal Desktop Core Configuration (FDCC), January 2009
CITR-002 Revision 1: Safeguarding Data on Foreign Travel, June 2008
CITR-003: Continuous Monitoring, November 2008
CITR-004: DOC Certification & Accreditation (C&A) Process, February 2008
Supplement 1 to CITR 004 (Released on July 21, 2009)
IT Investment Security Authorization Responsibilities
IT Security Roles and Responsibilities
DOC CSAM Working Group Memorandum
CITR-005: Version 5, Removable Media Devices, December 2008
CITR-006: Information System Security Training for Significant Roles, September 2010
CITR-008: Version 1.1, Remote Access, September 2009
CITR-009: Version 1.1, Password Requirements, September 2009
CITR-011: Version 1.3, Peer-to-Peer Technology, September 2009
CITR-014: Wireless Encryption Enhancements Policy, June 2011
CITR-015: Contingency Plan Testing, July 2011
Appendix E: IT Security Plans of Action and Milestones (POA&Ms) and Performance Metrics, 2005
Appendix F: IT System Inventory Management, 2005
National Oceanic and Atmospheric Administration (NOAA)
NOAA Administrative Order (NAO) 207-1
NOAA Administrative Order (NAO) 212-13, NOAA IT Security Policy, March 31, 2008
NOAA Department Organizational Order (DOO) 25-5, 2008-01-18
NOAA Office of the Chief Information Officer (OCIO), NOAA Common Controls, April 2010
NOAA OCIO, NOAA IT Security Manual 212-1301, March 31, 2008
NOAA OCIO, Continuous Monitoring Guidance for Annual Security Control Assessment, June 2009
NOAA OCIO, Risk Management Framework, version 9, June 2010
NOAA OCIO, Plan of Action and Milestones (POA&M) Management Standard, April 14, 2010
NOAA OCIO, Subject Matter Expert (SME) Corrective Action Analysis, November 11, 2008
National Institute of Standards and Technology (NIST) Federal Information Processing Standards (FIPS) Publications (PUB):
NIST FIPS PUB 140-2, Security Requirements for Cryptographic Modules, May 2001
NIST FIPS PUB 190, Guideline for the Use of Advanced Authentication Technology Alternatives, September 2004
NIST FIPS PUB 191, Guideline for the Analysis of Local Area Network Security, November 1994
NIST FIPS 196, Entity Authentication Using Public Key Cryptography, February 1997
NIST FIPS PUB 199, Standards for Security Categorization of Federal Information and Information Systems, February 2004
NIST FIPS PUB 200, Minimum Security Requirements for Federal Information and Information Systems, March 2006
NIST FIPS PUB 201-1, Personal Identity Verification (PIV) of Federal Employees and Contractors, March 2006
National Institute of Standards and Technology (NIST) Special Publication (SP):
NIST SP 800-12, An Introduction to Computer Security: The NIST Handbook, October 1995
NIST SP 800-12, An Introduction to Computer Security: The NIST Handbook, October 1995
NIST SP 800-13, Telecommunications Security Guidelines for Telecommunications Management Network, October 1995
NIST SP 800-14, Generally Accepted Principles and Practices for Securing Information Technology Systems, September 1996
NIST SP 800-16, Rev. 1, Information Technology Security Training Requirements: A Role- and Performance-Based Model, March 2009
NIST SP 800-18, Rev. 1, Guide for Developing Security Plans for Federal Information Systems, February 2006
NIST SP 800-21, 2nd Edition, Guideline for Implementing Cryptography in the Federal Government, December 2005
NIST SP 800-23, Guidelines to Federal Organizations on Security Assurance and Acquisition/Use of Tested/Evaluated Products, August 2000
NIST SP 800-24, PBX Vulnerability Analysis: Finding Holes in Your PBX Before Someone Else Does, August 2000
NIST SP 800-25, Federal Agency Use of Public Key Technology for Digital Signatures and Authentication, October 2000
NIST SP 800-27, Rev. A, Engineering Principles for Information Technology Security (A Baseline for Achieving Security), June 2004
NIST SP 800-28, Version 2, Guidelines on Active Content and Mobile Code, March 2008
NIST SP 800-30, Risk Management Guide for Information Technology Systems, July 2002
NIST SP 800-33, Underlying Technical Models for Information Technology Security, December 2001
NIST SP 800-34, Rev. 1, Contingency Planning Guide for Federal Information Systems, May 2010
NIST SP 800-35, Guide to Information Technology Security Services, October 2003
NIST SP 800-36, Guide to Selecting Information Technology Security Products, October 2003
NIST SP 800-37, Rev. 1, Guide for Applying the Risk Management Framework to Federal Information Systems: A Security Life Cycle Approach, February 2010
NIST SP 800-39, Managing Information Security Risk: Organization, Mission, and Information System View, March 2011
NIST SP 800-40, Version 2, Creating a Patch and Vulnerability Management Program, November 2005
NIST SP 800-41, Rev. 1, Guidelines on Firewalls and Firewall Policy, September 2009
NIST SP 800-42, Guideline on Network Security Testing, October 2003
NIST SP 800-43, Systems Administration Guidance for Windows 2000 Professional System, November 2002
NIST SP 800-44, Version 2, Guidelines on Securing Public Web Servers, September 2007
NIST SP 800-45, Guidelines on Electronic Mail Security, February 2007
NIST SP 800-47, Security Guide for Interconnecting Information Technology Systems, August 2002
NIST SP 800-50, Building an Information Technology Security Awareness and Training Program, October 2003
NIST SP 800-51, Guide to Using Vulnerability Naming Schemes, February 2011
NIST SP 800-52, Guidelines for the Selection and Use of Transport Layer Security (TLS) Implementations , June 2005
NIST SP 800-53 Revision 3, Recommended Security Controls for Federal Information Systems and Organizations, August 2009
NIST SP 800-53A, Rev. 1 Guide for Assessing the Security Controls in Federal Information Systems and Organizations, Building Effective Security Assessment Plans, June 2010
NIST SP 800-54, Border Gateway Protocol Security, July 2007
NIST SP 800-55, Rev. 1, Performance Measurement Guide for Information Security, July 2008
NIST SP 800-58, Security Considerations for Voice Over IP Systems, January 2005
NIST SP 800-59, Guideline for Identifying an Information System as a National Security System, August 2003
NIST SP 800-60, Rev. 1, Guide for Mapping Types of Information and Information Systems to Security Categories: (2 Volumes) - Volume 1: Guide for Mapping Types of Information and Information Systems to Security Categories, Volume 2: Appendices, August 2008
NIST SP 800-63, Version 1.0.2, Electronic Authentication Guideline, April 2006
NIST SP 800-64, Rev. 2, Security Considerations in the Information System Development Life Cycle, October 2008
NIST SP 800-65, Integrating IT Security into the Capital Planning and Investment Control Process, January 2005
NIST SP 800-68, Rev. 1, Guide to Securing Microsoft Windows XP Systems for IT Professionals, October 2008
NIST SP 800-69, Guidance for Securing Microsoft Windows XP Home Edition: A NIST Security Configuration Checklist, September 2006
NIST SP 800-70, Rev. 2, National Checklist Program for IT Products: Guidelines for Checklist Users and Developers, February 2011
NIST SP 800-72, Guidelines on PDA Forensics, November 2004
NIST SP 800-77, Guide to IPsec VPNs, December 2005
NIST SP 800-81, Rev. 1, Secure Domain Name System (DNS) Deployment Guide, April 2010
NIST SP 800-83, Guide to Malware Incident Prevention and Handling, November 2005
NIST SP 800-84, Guide to Test, Training, and Exercise Programs for IT Plans and Capabilities, September 2006
NIST SP 800-86, Guide to Integrating Forensic Techniques into Incident Response, August 2006
NIST SP 800-88, Guidelines for Media Sanitization, September 2006
NIST SP 800-92, Guide to Computer Security Log Management, September 2006
NIST SP 800-94, Guide to Intrusion Detection and Prevention Systems (IDPS), February 2007
NIST SP 800-95, Guide to Secure Web Services, August 2007
NIST SP 800-97, Establishing Wireless Robust Security Networks: A Guide to IEEE 802.11i, February 2007
NIST SP 800-100, Information Security Handbook: A Guide for Managers, October 2006
NIST SP 800-111, Guide to Storage Encryption Technologies for End User Devices, November 2007
NIST SP 800-115, Technical Guide to Information Security Testing and Assessment, September 2008
NIST SP 800-121, Guide to Bluetooth Security, September 2008
NIST SP 800-123, Guide to General Server Security, July 2008
NIST SP 800-125, Guide to Security for Full Virtualization Technologies, January 2011
NIST SP 800-127, Guide to Securing WiMAX Wireless Communications, September 2010
NIST SP 800-128, Guide for Security-Focused Configuration Management of Information Systems
NIST SP 800-137, Information Security Continuous Monitoring for Federal Information Systems and Organizations, September 2011
Committee on National Security Systems (CNSS)
CNSSI-4009, National Information Assurance Glossary, dated May 2003; revised April 2010

[bookmark: _Toc325027616][bookmark: _Toc325027858][bookmark: _Toc325027978][bookmark: _Toc325028098][bookmark: _Toc325028220][bookmark: _Toc325028343][bookmark: _Toc325028466][bookmark: _Toc325027617][bookmark: _Toc325027859][bookmark: _Toc325027979][bookmark: _Toc325028099][bookmark: _Toc325028221][bookmark: _Toc325028344][bookmark: _Toc325028467][bookmark: _Toc325027618][bookmark: _Toc325027860][bookmark: _Toc325027980][bookmark: _Toc325028100][bookmark: _Toc325028222][bookmark: _Toc325028345][bookmark: _Toc325028468][bookmark: _Toc325027619][bookmark: _Toc325027861][bookmark: _Toc325027981][bookmark: _Toc325028101][bookmark: _Toc325028223][bookmark: _Toc325028346][bookmark: _Toc325028469][bookmark: _Toc325027621][bookmark: _Toc325027863][bookmark: _Toc325027983][bookmark: _Toc325028103][bookmark: _Toc325028225][bookmark: _Toc325028348][bookmark: _Toc325028471][bookmark: _Toc325735786][bookmark: _Toc387297045]TECHNICAL EXHIBIT 1 – Performance Requirements Summary
The contractor service requirements are summarized into performance objectives that relate directly to mission essential items.  The performance threshold briefly describes the minimum acceptable levels of service required for each requirement.  These thresholds are critical to mission success. Contractor service requirements, performance metrics, and remediation plans are provided in Table 3. 
Table 3, NESAA Performance Requirements
	Performance Objective
	Performance Threshold
	Method of Surveillance
	Incentive/Disincentive

	The Contractor shall provide complete and on time deliverables as described in PWS
	Minimum Acceptable Level = 100% of deliverables shall be on or before the due date; 10% within 3 business days of the due date 
	100% Inspection: Based on direct observation by the NESAA PM and TM and input/discussion with customers and stakeholders 

	Incentive = If Contractor meets or exceeds the performance threshold, it will contribute to a positive Schedule rating in CPARS and option exercise will be considered if funding available and need exists 

	The Contractor shall provide deliverables, written and or presented, in a clear, concise and technical accurate manner 

	Work Products are clearly written, in a visually appealing style, information is organized in a logical manner , content is relevant and the work product advances the goals of the program
	100% Inspection: Based on direct observation by the NESAA PM and TM and input/discussion with customers and stakeholders
	Incentive = If Contractor meets or exceeds the performance threshold, it will contribute to a positive Quality rating in CPARS and option exercise will be considered if funding available and need exists


	The Contractor shall provide acceptable customer service including responsiveness to contract needs and problem resolution 

	Initial inquiry by phone, email, text or face-to-face contact: 
1. Inquiry is acknowledged within 1 hour during the hours of 0730 – 1730 
2. Contractor provides expected resolution time within 8 business hours. 
3. Inquiry is resolved within resolution time provided by the Contractor 
4. Inquiry is adequately resolved to the customer’s satisfaction 
	100% Inspection/Validated Customer Complaint: Based on direct observation by the NESAA PM and TM and input/discussion with customers and stakeholders 
	Incentive = If Contractor meets or exceeds the performance threshold, it will contribute to a positive Management rating in CPARS and option exercise will be considered if funding available and need exists 


	The Contractor shall attend all required meetings as described in the PWS
	Minimum Acceptable Level = 100% attendance at all required meetings 
	100% Inspection: Based on direct observation by the NESAA PM and TM and input/discussion with customers and stakeholders 
	Incentive = If Contractor meets or exceeds the performance threshold, it will contribute to a positive Schedule rating in CPARS and option exercise will be considered if funding available and need exists



Steps in the Surveillance Process:
The surveillance process is augmented by, and in some cases driven by the NESAA escalation process, which includes built-in QA.  The QA process is designed to create automatic QA spot checks and provide an automatic escalation process.   
Discrepancies are immediately elevated to the TM, and deliverables are compared with the specifics of the task order PWS and the NOAA-provided deliverable templates. 
If the deliverables match both the task PWS and are executed according to both the format and level of detail required in the deliverable templates, the deliverable is accepted.
If there is not a match, the deliverable is rejected and payment for that FFP period is not awarded until the deliverables match acceptably.  NESAA QASP checkpoints are automatically built in to any task order.  It includes established points for spot check, test script adequacy, and repeat testing with identical configurations and test scripts should produce the same results.  It also includes a process for draft report quality (matches with Task order and applicable templates), and final report quality (matches with Task order and applicable templates).  Should the contractor’s work be adjudicated as inadequate, the normal payment of the FFP invoice will be delayed until the deliverables are compliant with the NESAA process.
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A. TASK 1 – Categorize Information Systems: Defines the category of the information system according to the potential impact resulting if a security incident occurs.
1) TASK 1-1: Categorize the information system and document the results of the security categorization in the security plan.
2) TASK 1-2: Describe the information system (including system boundary) and document the description in the security plan.
3) TASK 1-3: Register the information system with appropriate organizational program/management offices.
B. TASK 2 – Select Security Controls: Chooses minimum security controls (i.e., safeguards and countermeasures) planned or in place to protect the information system.
1) TASK 2-1: Identify the security controls that are provided by the organization as common controls for organizational information systems and document the controls in a security plan (or equivalent document).
2) TASK 2-2: Select the security controls for the information system and document the controls in the security plan.
3) TASK 2-3: Develop a strategy for the continuous monitoring of security control effectiveness and any proposed or actual changes to the information system and its environment of operation.
4) TASK 2-4: Review and approve the security plan.
C. TASK 3 – Implement Security Controls: Implements security controls in new or legacy information systems.
1) TASK 3-1: Implement the security controls specified in the security plan.
2) TASK 3-2: Document the security control implementations, as appropriate, in the security plan, providing a functional description of the control implementation (including planned inputs, expected behavior, and expected outputs).
D. TASK 4 – Assess Security Controls: Determines the extent to which the security controls are implemented correctly, operating as intended, and producing the desired outcome in meeting security requirements.
1) TASK 4-1: Develop, review, and approve a plan to assess the security controls.
2) TASK 4-2: Assess the security controls in accordance with the assessment procedures defined in the security assessment plan.
3) TASK 4-3: Prepare the security assessment report documenting the issues, findings, and recommendations from the security control assessment.
4) TASK 4-4: Conduct initial remediation actions on security controls based on the findings and recommendations of the security assessment report and reassess remediated control(s), as appropriate.
E. TASK 5 – Information System Authorization Support: Determines the risk to agency operations, agency assets, or individuals and, if acceptable, authorizes  information system processing
1) TASK 5-1: Prepare the plan of action and milestones based on the findings and recommendations of the security assessment report excluding any remediation actions taken.
2) TASK 5-2: Assemble the security authorization package and submit the package to the authorizing official for adjudication.
3) TASK 5-3: Determine the risk to organizational operations (including mission, functions, image, or reputation), organizational assets, individuals, other organizations, or the Nation.
4) TASK 5-4: Determine if the risk to organizational operations, organizational assets, individuals, other organizations, or the Nation is acceptable.
F. TASK 6 – Monitor Security Controls: Continuously tracks changes to the information system that may affect security controls and assesses security control effectiveness.
1) TASK 6-1: Determine and document the security impact of proposed or actual changes to the information system and its environment of operation.
2) TASK 6-2: Assess a selected subset of the technical, management, and operational security controls employed within and inherited by the information system in accordance with the organization-defined monitoring strategy.
3) TASK 6-3: Conduct remediation actions based on the results of ongoing monitoring activities, assessment of risk, and outstanding items in the plan of action and milestones.
4) TASK 6-4: Update the security plan, security assessment report, and plan of action and milestones based on the results of the continuous monitoring process.
5) TASK 6-5: Security Status Reporting Report the security status of the information system (including the effectiveness of security controls employed within and inherited by the system) to the authorizing official and other appropriate organizational officials on an ongoing basis in accordance with the monitoring strategy.
6) TASK 6-6: Ongoing Risk Determination and Acceptance Review the reported security status of the information system (including the effectiveness of security controls employed within and inherited by the system) on an ongoing basis in accordance with the monitoring strategy to determine whether the risk to organizational operations, organizational assets, individuals, other organizations, or the Nation remains acceptable.
7) TASK 6-7: Information System Removal and Decommissioning Implement an information system decommissioning strategy, when needed, which executes required actions when a system is removed from service.
The RMF activities shall allow for each organization using this PWS to determine the level and aspect of RMF activities they require contractor assistance.  There is no requirement that all activities related to a “Task” (top-level items in: A, B, C, D, E and F) have to be contracted.
For example, an organization may only need to have Task 6.2 to meet their Continuous Monitoring requirements and the remaining Task 6 (6.1, 6.3, 6.4, 6.5, 6.5, (6.7 – if applicable) with the organization completing the remaining requirements.
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